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ABSTRACT 

This dissertation focuses on the design of personalized and ubiquitous healthcare 

(PUH) services in the medical sector. It is proposed a new framework for structuring 

and deploying advanced PUH services in the right place, time and manner. According 

to this PUH framework, diverse types of entities (subjects and objects) are involved 

during the execution of each service. Each type of subject (e.g. patient, caregiver 

(doctor or nurse), volunteer, patient’s friend or relative, etc) or object (medical unit, 

medical files manager, etc) performs predefined actions according to the patient’s 

current health status and an agreed plan of actions. In the provision of PUH services, 

the permissible actions of each entity (or a group of entities) are determined by the 

“entity’s profile”, which is created in advance for this purpose. This work considers 

also the “group profile” that determines the behavior and the attributes of a specific 

group of entities.  

The PUH framework provides also mechanisms for the management of the patient’s 

context (environmental, living, etc) and the content of subject’s profile. Different 

profiling mechanisms are activated according to the subject’s type. Structurally, the 

proposed framework is an expansion of the framework that is utilized by the Next 

Generation Networks (NGN) (known as OSA/Parlay architecture) for the reliable 

provision of multipoint – multimedia communication services. The PUH framework 

distinguishes four classes of mechanisms: a) the conventional ETSI/Parlay 

mechanisms handling the communication among the entities that are involved during 

the execution of a PUH service, b) the mechanisms handling the acquisition of bio and 

contextual data by sensor networks deployed around the patient (e.g. Body Area 

Network), c) the mechanisms for the management of profiles data (e.g. availability, 

preferences, capabilities, care giving role, activities) and d) the security mechanisms. 

For the representation of these classes of mechanisms, an appropriate ontology has 

been created. 

Based on the above PUH framework, an entire profile management system is 

proposed. This system uses data from patient/caregivers profiles (or group profiles) in 

order to deploy a PUH service that will be able to support multi-party group-working 

schemes with well defined behaviors of all involved entities, devices and services. 

The technology of smart cards has selected as the appropriate technology for creating, 

accessing and enriching the subjects profiles. 

A prototype of the proposed profile management system is implemented using the 

cloud computing technology (Windows Azure platform). We have considered that 

parts of a profile are located in different service providers. The efficiency of the 

developed profile management system is evaluated in terms of time response in order 

to select the appropriate healthcare provider by simulating system's response to real 

world scenarios. 
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ΣΥΝΟΨΗ 

Η παρούσα διατριβή εστιάζεται στο σχεδιασµό εξατοµικευµένων (personalized) και 

διάχυτων / πανταχού παρουσών (ubiquitous) υπηρεσιών τηλεϊατρικής κατάλληλων για 

την υγειονοµική περίθαλψη χρόνια πασχόντων ασθενών (Personalized and 

Ubiquitous Healthcare - PUH). Προτείνεται ένα νέο πλαίσιο δηµιουργίας προηγµένων 

υπηρεσιών PUH και παροχή των υπηρεσιών αυτών στο σωστό τόπο και χρόνο, 

σύµφωνα µε το «προφίλ» του ασθενή. Το προφίλ αυτό περιγράφει τις δυνατές 

καταστάσεις όπου µπορεί να βρεθεί η υγεία του (κανονική, σε κίνδυνο, κλπ), τον 

τύπο υπηρεσίας PUH που θα πρέπει να λάβει ανά κατάσταση, το περιβάλλον 

διαβίωσής του, τις προτιµήσεις του, κλπ.  

Το πλαίσιο PUH επιτρέπει σε διαφορετικούς τύπους υποκειµένων (π.χ. ασθενής, 

πάροχος φροντίδας (γιατρός ή νοσοκόµα), εθελοντής, φίλος του ασθενή ή συγγενής, 

κ.λπ.) και αντικειµένων (ιατρική µονάδα, διαχειριστής ιατρικών αρχείων, κ.λ.π.) να 

εµπλέκονται ενεργά κατά τη διάρκεια της εκτέλεσης κάθε υπηρεσίας προσφέροντας 

ειδικού τύπου υπηρεσίες. Η ταυτότητα και η συµπεριφορά του κάθε υποκειµένου και 

αντικειµένου περιγράφεται από ένα ατοµικό «προφίλ οντότητας» µέσα στο οποίο 

καθορίζονται: α) τα είδη των υπηρεσιών που υποστηρίζει η οντότητα ανάλογα µε την 

κατάσταση της υγείας του ασθενή και β) οι τύποι των ενεργειών που επιτρέπεται να 

εκτελεί η οντότητα ανά υπηρεσία. Στη διατριβή µοντελοποιείται επίσης το «προφίλ 

οµάδας» που καθορίζει συνολικά τη συµπεριφορά µιας συγκεκριµένης οµάδας 

οντοτήτων που εµπλέκεται στην παροχή της υπηρεσίας PUH. 

Το πλαίσιο PUH παρέχει επίσης µηχανισµούς διαχείρισης του περιεχοµένου του 

προφίλ του ασθενή και του κάθε εµπλεκόµενου υποκειµένου ανά υπηρεσία PUH. 

∆ιαφορετικοί µηχανισµοί προφίλ ενεργοποιούνται ανάλογα µε τον τύπο του 

υποκειµένου. ∆οµικά το προτεινόµενο πλαίσιο είναι µια επέκταση του πλαισίου OSA 

Parlay που χρησιµοποιείται από τα δίκτυα επόµενης γενεάς (NGN) για την αξιόπιστη 

παροχή πολυσηµειακών / πολυµεσικών υπηρεσιών επικοινωνίας. Το πλαίσιο PUH 

διακρίνει τέσσερις κατηγορίες µηχανισµών: α) τους συµβατικούς µηχανισµούς ETSI/ 

Parlay που χειρίζονται την επικοινωνία µεταξύ των οντοτήτων που λαβαίνουν µέρος 

κατά τη διάρκεια της εκτέλεσης µιας υπηρεσίας PUH, β) τους µηχανισµούς που 

χειρίζονται την απόκτηση βιοσηµάτων και στοιχείων του περιβάλλοντος του ασθενή 

από δίκτυα αισθητήρων που εκτείνονται γύρω από τον ασθενή (π.χ. δίκτυο περιοχής 

σώµατος), γ) τους µηχανισµούς διαχείρισης των στοιχείων των προφίλ (π.χ. 

διαθεσιµότητα, προτιµήσεις, ικανότητες, ρόλος, δραστηριότητες) και δ) τους 

µηχανισµούς ασφάλειας. Για την αναπαράσταση αυτών των κατηγοριών µηχανισµών, 

έχει δηµιουργηθεί µια κατάλληλη οντολογία. 

Με βάση το ανωτέρω πλαίσιο PUH, προτείνεται ένα ολόκληρο σύστηµα διαχείρισης 

των προφίλ. Το σύστηµα αυτό χρησιµοποιεί στοιχεία από τα προφίλ των ασθενών και 

των παρόχων φροντίδας (ή το προφίλ της οµάδας) προκειµένου να δηµιουργηθεί µια 

υπηρεσία PUH που να είναι σε θέση να υποστηρίξει σχήµατα πολλαπλών οµάδων 

εργασίας, µε καλά καθορισµένες συµπεριφορές όλων των εµπλεκόµενων οντοτήτων, 
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συσκευών και υπηρεσιών. Η τεχνολογία των έξυπνων καρτών έχει επιλεγεί ως η 

κατάλληλη τεχνολογία για τη δηµιουργία, πρόσβαση και ενηµέρωση των 

εµπλεκοµένων προφίλ.  

Τέλος, έχει αναπτυχθεί ένα πρωτότυπο του προτεινόµενου συστήµατος διαχείρισης 

των προφίλ µε χρήση της τεχνολογίας του υπολογιστικού σύννεφου (cloud 

computing) – Windows Azure platform. Έχουµε θεωρήσει ότι τα τµήµατα ενός 

προφίλ βρίσκονται σε διαφορετικούς παρόχους υπηρεσιών. Η αποδοτικότητα του 

αναπτυγµένου συστήµατος διαχείρισης προφίλ αξιολογείται σε σχέση µε τη χρονική 

απόκριση προκειµένου να επιλεγεί ο αρµόδιος πάροχος υγειονοµικής περίθαλψης 

προσοµοιώνοντας τη λειτουργία και απόκριση του συστήµατος σε πραγµατικά 

σενάρια. 
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Introduction 

1.1 Overview 

The last decade has witnessed a change in the way that social-services have to be 

offered by the providers (state, university, hospital, etc) to the consumers-subjects 

(citizens, students, patients, etc). Each subject is not considered anymore as an 

ordinary consumer of the system’s products (service’s receiver) but as the core entity 

that determines the systems performance. Thus, there has been a gradual shift from 

the conventional provider-centric operational model to the new consumer-centric 

operational model. 

In the conventional model, it is practice that services have to be provided at 

specialized operational units which are located at specific positions. Whenever a 

subject needs a service, they should go to one of these specific positions. An example 

would be the health units which the patients must visit, whenever they need to receive 

medical care. Nevertheless, in certain circumstances, the provider may offer special 

purpose healthcare services in the subject’s space; for example, the ambulance 

service, the postoperative follow-up, the rehabilitation, the homecare, elderly care, 

etc. Generally, the provider-centric model is tailored in the provider’s convenience. 

Hence, it introduces significant difficulties to subjects receiving services outside 

predefined spaces (e.g. hospitals, homes), while simplifying the operational 

complexity of the service provider.  

In the consumer-centric model the service providers are asked to meet different 

operational objectives in order to overcome the above mentioned subject difficulties. 

The first and fundamental objective concerns the continuity of service everywhere and 

always, known as “ubiquitous service”. According to this objective, the subject does 

not need to always go to the provider’s space in order to take the service, but they 

may be able to request the service provision in the time and space that they need it.  

In this way, focusing on the medical sector, the patient in need of constant medical 

care is not limited to always live in specific spaces (e.g. home or rehabilitation center) 

but is allowed to freely move and act like a normal person under the ubiquitous 

monitoring of a healthcare service (e.g. telemedicine). That perspective implies 

targeting provision of healthcare services to each patient without limitation on time 

and location, in compliance with patient (consumer) - centric paradigm's 
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specifications. In that way, not only effective treatment is achieved, but also disease 

prevention. So proactive actions as well as patients life quality are improved. 

In the medical sector, the operational aspects of the patient – centric model have been 

already studied by many researchers. The result of all these studies have led to the 

establishment of a set of advanced telemedicine protocols and technologies, known as 

“ubiquitous healthcare (u-healthcare or UH)”. The term UH implies the following 

principles: 

• Continuous knowledge of patient’s health status: A set of patient’s biomedical 

parameters are continuously monitored by biosensors which are located up to 

(wearable) or inside (implanted) the patient’s body. An intelligent Body Area 

Network (BAN) undertakes the collection and the evaluation of the data yielded 

by these biosensors. The evaluation results denote the current health status of the 

patient. This principle permits patients and healthcare providers to interact 

continuously and uninterrupted. 

• Continuous knowledge of patient’s position and context: The position and the 

environmental conditions (temperature, humidity, etc) of the patient are 

continuously monitored by special sensors which are located up to the patient’s 

body (wearable) or inside portal devices (e.g. mobile phones). 

• Fast access to patient’s health and profiling records: UH requires fast access to 

patient’s medical history whenever and wherever a problem occurs. The patient’s 

profiling records are the essential management tools for locating and secure 

accessing the patient’s electronic health records.  

• Rapid establishment of a team of caregivers to address the problem: Whenever a 

problem occurs, this problem is automatically announced to the UH service 

provider (e.g. healthcare professional, relative). In accordance to the UH service 

operational model, one or more caregivers are on duty to run at the patient’s 

position (on spot) and provide him/her the appropriate healthcare services, or 

coordinate his transfer to a healthcare unit. Usually, such a group of caregivers is 

composed by healthcare professionals, volunteers, patient's relatives, etc. 

Organizational issues, such as the availability and the operational mode of each 

caregiver, should be rapidly faced in any case. 

In the patient-centric model, a second very important operational objective that the 

service providers are asked to meet, is the provision of personalized services, known 

as “personalized healthcare (p-healthcare or PH)”. This objective implies the 

provider’s capability to adapt the service’s operational characteristics to the patient’s 

individualized healthcare protocols. Hence, each PH service should be fully 

configurable in all phases of healthcare operation. The term PH implies the following 

four (4) operational steps: 

• Step 1: Automatic recognition of the patient’s health status. Health status of the 

patient is bounded by a number of personalized health states described in his/her 

profile (e.g. normal, critical, etc). Each state is indicated by a specific range of 

values of specific biological (or other) parameters. At any time, the patient’s 

health status should be classified in one only of these states. At each state, the 

patient should receive health care that is based on an individualized medical 

protocol; the caregivers should create for each state a dedicate protocol. 
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• Step 2: Selection of the appropriate healthcare service. Each medical protocol 

should be supported by one or more individualized telemedicine services (PH 

services) that are developed upon the specific needs of the patient. The patient’s 

profile includes a correlation table between all types of medical protocols and all 

types of PH services. Additionally, it includes:  

a. the activation and operational model of each PH service; 

b. the number and type of all subjects and objects involved during the 

execution of each PH service. 

• Step 3: Selection of the appropriate resources. The selection of the appropriate 

resources (subjects and objects) for each PH service is performed by a special 

algorithm. This algorithm uses specific criteria to determine the quantitative, 

quality and temporal parameters of the PH service. These criteria correlate 

information stored in the patient’s profile and the profile of each involved subject 

(e.g. caregiver, volunteers). For example, the selection of caregivers is based on 

their availability, capability, cost, distance from the patient’s position, the time 

required to reach patient’s site, etc. 

• Step 4: Determination of subject’s behavior and role. Each PH service must be 

performed through a specific operational scenario, which should be adapted to the 

patient's medical protocol. This scenario must define a specific role and behavior 

of: a) each subject separately and b) all subjects acting as a group. The required 

actions per role must also be clearly defined by the PH service. 

The combination of “personalized and ubiquitous healthcare (PUH)” creates the most 

integrated environment for the provision of advanced patient-centric healthcare 

services. Within PUH context, Electronic Medical Record (EMR) is considered to be 

the core element for the organization, implementation and support of effective PUH 

services. However, the conventional EMR data (e.g. historic treatment, demographic, 

examinations) are not sufficient for the provision of effective PUH services. It is 

required the use of updated (anytime and anywhere) profiling data of: 

• the patient that depict his/her current health status as well as additional 

information such as daily-life activities and context, preferences, etc. 

• the caregivers depicting their current operational status (e.g. availability) in order 

for the PUH provider to select the more appropriate caregivers for the provision 

on spot of PUH services to the patient.  

Eventually into the real world, the management of the above amount of data seems to 

be chaotic. Hence, the formulation of a general “PUH framework” with operational 

rules and restrictions for all entities that make up a PUH service is imperative. 

1.2 Contribution of this work 

This thesis focuses on the design of personalized healthcare services in a ubiquitous 

computing environment (PUH services). It is proposed a PUH framework that 

provides rules and restrictions for the design, implementation and management of 

profiles for the PUH entities (subjects and objects). 
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1.2.1 Profiles in PUH domain 

The creation of the profile structure for all the participating entities in a PUH service 

has been proposed. Medical incidents were studied in order to define the entities that 

are involved in a PUH service. The entities that can be involved in each case are: a) 

subjects (e.g. the patient, caregiver, etc), b) Healthcare Units where patient should be 

transferred whenever he/she is in crisis and c) patient’s operational domains (e.g. 

smart home, smart office, vehicle. etc). For each of these entities, an individualized 

profile’s structure is established.  

1.2.2 Profiling Mechanisms 

For the management of the entities’ profiles and the materialization of their 

functionality, the dissertation has introduced a number of profiling mechanisms. 

These mechanisms deal with the management of: a) patient’s context information and 

b) profiles that belong either to an individual UH entity or to a group of UH entities. 

A new PUH framework is introduced that includes profiling mechanisms for the 

modification of subjects’ profiles in accordance with the changes of subjects’ status 

and context. This framework extends the existing architecture of ETSI/Parlay 

Framework. 

In addition, ontology is developed for the representation of a PUH framework 

integrating the following four (4) classes of profiling mechanisms: a) the conventional 

mechanisms of ETSI/Parlay Framework, b) mechanisms handling the acquired data 

from sensor (bio or context) networks, c) mechanisms handling the content of 

subjects’ profiles and d) security mechanisms. The ontology considers four main 

concepts each one corresponding to one of these classes of mechanisms. Furthermore, 

the ontology defines the potential relations among these mechanisms when a subset or 

all of them are used in the implementation of a PUH service. 

1.2.3 Group Profile Management 

The dissertation proposes a method for the management of a “group of profiles” 

(group management system) within the PUH environment. It is considered that during 

the execution of any PUH service, the behavior of the involved group of entities is 

described by a profile “umbrella”, named as group profile, while each entity of the 

PUH environment holds its own individual profile. The creation and management of a 

group profile enables the PUH service provider to apply flexible and efficient 

operational scenarios during the execution of a PUH service to the patient. The group 

profile facilitates the dynamic creation of the appropriate group of entities that should 

be rapidly provisioned and released with minimal management effort. The inception 

for the creation of a group profile is the patient’s health status. The patient’s profile 

contains index to a group profile that is triggered whenever an event is detected. The 

group is formed through certain management, scheduling and notification events. In 

the group profile, each participating entity has a specific role with defined activities. 

The intention of each subject to participate or not is detected by his profile and is 

signaled by a notification event. 
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1.2.4 Profile management system 

The proposed profile management system is designed for PUH services provided by 

tele-monitoring system in a cloud computing environment. We consider that the 

healthcare tele-monitoring system integrates a wide spectrum of participating entities 

including patients, doctors, nurses, family members, a healthcare center, a smart 

home, an office and a vehicle. The entities’ profiles are based on the profiles’ 

structure that is proposed by this dissertation. The incorporated data of each profile 

are stored in distributed databases in the cloud computing environment where the tele-

monitoring system works. Additionally, each one of the participating subjects poses a 

smart card storing information about the locations of databases where the 

corresponding profile data are stored. 

1.3 Scope of the thesis 

This section presents brief outline of the present dissertation. A concise description of 

each part and the chapters it contains follows: 

 

Chapter 1 

The present Chapter 1 offers a general introduction to the healthcare services. Firstly, 

the motivations that led to the development of the thesis are presented. Then, the main 

original points of the thesis are identified. The present section provides the thesis 

outline.  

 

Chapter 2 

Chapter 2 presents personalized services in a ubiquitous healthcare environment. The 

term “personalized healthcare services” is analyzed and a survey of personalization in 

healthcare systems is described. 

 

Chapter 3 

In Chapter 3, the structure of profiles for entities involved in a health care service is 

proposed. 

 

Chapter 4 

In Chapter 4, the proposed mechanisms (e.g. Subject Profile Creation, Subject Profile 

Update, Role Assignment, Group Profile Creation, Group Profile Update, Event 

Handler) that are integrated in the proposed structure profile are described. The 

proposed mechanisms are integrated in the ETSI / Parlay architecture. 

 

Chapter 5 

In Chapter 5, the profile management system is proposed and its structure and 

functions are analyzed. 
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Chapter 6 

In Chapter 6, a smart card file design to support the access of the profiles and the 

functionality of the proposed profile management system are proposed. 

 

Chapter 7 

In Chapter 7, the management of "group profile" is proposed. Both the structure of the 

group profile and the system that supports its creation are analyzed. Moreover, the 

applied methodology to select the subjects participating in the group, the methodology 

to synchronize them and their roles are analyzed. 

 

Chapter 8 

In Chapter 8, the architecture of the proposed profile management system describing 

the required primitive mechanisms within the system to achieve the creation of 

personalized UH services is presented. 

 

Chapter 9 

In Chapter 9, a prototype implementation of the proposed profile management system 

and its evaluation are presented. 

 

Chapter 10 

In Chapter 10, the future research directions of this dissertation are presented. 

 

Chapter 11 

Chapter 11 is the conclusion of the thesis. This chapter presents a synopsis of this 

thesis as well as the main points of contribution.  

 

Publications and Citations 

Finally, the publications that have been produced in the context of this dissertation as 

well as with the list of papers that were cited in publications by other researchers are 

presented. 

 

Appendices 

In the Appendices, the ontology-based representation of the mechanisms is presented 

in detail along with the algorithms that have been used as well as fragmentary 

description of the code of the prototype implementation.  
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Εισαγωγή 

1.1 Επισκόπηση 

Την τελευταία δεκαετία έχει σηµειωθεί µια σηµαντική αλλαγή στην αντίληψη που 

υπάρχει για τον τρόπο µε τον οποίο οι κοινωνικές υπηρεσίες πρέπει να προσφέρονται 

από τους παρόχους (κράτος, πανεπιστήµιο, νοσοκοµείο, κ.λπ.) στα υποκείµενα-

καταναλωτές (πολίτες, σπουδαστές, ασθενείς, κ.λπ.). Κάθε υποκείµενο δε θεωρείται 

πλέον ως συνηθισµένος καταναλωτής των προϊόντων του συστήµατος (δέκτης των 

υπηρεσιών) αλλά ως «κεντρική» οντότητα που καθορίζει την απόδοση του 

συστήµατος. Κατά συνέπεια, υπάρχει µια βαθµιαία µετατόπιση από το συµβατικό 

λειτουργικό πρότυπο µε κέντρο τον προµηθευτή (πάροχο) στο νέο λειτουργικό πρότυπο 

µε κέντρο τον καταναλωτή. 

Με βάση το συµβατικό πρότυπο, οι υπηρεσίες πρέπει να παρέχονται από τον πάροχο 

µόνο σε εξειδικευµένες λειτουργικές µονάδες που βρίσκονται εγκατεστηµένες σε 

συγκεκριµένες γεωγραφικές θέσεις. Όποτε ένα υποκείµενο χρειάζεται µια υπηρεσία, 

πρέπει να µεταβαίνει σε µια από αυτές τις συγκεκριµένες µονάδες/θέσεις. Στην 

κατηγορία αυτή ανήκουν οι µονάδες υγείας τις οποίες πρέπει να επισκέπτονται οι 

ασθενείς όταν απαιτείται να λάβουν ιατρική φροντίδα. Εντούτοις, σε ορισµένες 

περιστάσεις, ο πάροχος µπορεί να προσφέρει υπηρεσίες υγειονοµικής περίθαλψης 

ειδικού σκοπού στο χώρο του υποκειµένου (π.χ. η υπηρεσία ασθενοφόρων, η 

µετεγχειρητική παρακολούθηση, η αποκατάσταση, η φροντίδα στο σπίτι, η φροντίδα 

των ηλικιωµένων, κλπ). Παρατηρείται ότι το πρότυπο µε κέντρο τον πάροχο στοχεύει 

αποκλειστικά και µόνο στην ευκολία του παρόχου. Αυτό έχει σαν αποτέλεσµα, ο 

καταναλωτής (το υποκείµενο που λαµβάνει τις συγκεκριµένες υπηρεσίες) να 

υφίσταται αυξηµένη επιβάρυνση και δυσκολίες όταν βρίσκεται µακριά από τις 

προκαθορισµένες θέσεις παροχής υπηρεσιών ιατρικής φροντίδας (π.χ. νοσοκοµεία), 

ενώ αντίθετα περιορίζεται η λειτουργική πολυπλοκότητα για τον πάροχο. 

Αντίθετα, στο πρότυπο µε κέντρο τον καταναλωτή, αντιστρέφονται οι προτεραιότητες 

και αυτός που θα πρέπει να διευκολύνεται πρωτίστως είναι ο καταναλωτής και όχι ο 

πάροχος. Για το σκοπό αυτό, οι πάροχοι υπηρεσιών στρέφονται σε νέα 

επιχειρηµατικά πρότυπα εισάγοντας εντελώς νέους και καινοτόµους τρόπους παροχής 

ιατρικής φροντίδας, µε στόχο τα υποκείµενα να λαµβάνουν αδιάλειπτα και χωρίς 

επιβάρυνση τις υπηρεσίες που χρειάζονται.  

Ο πρώτος και θεµελιώδης τρόπος αφορά στην παροχή της υπηρεσίας συνέχεια, 

παντού και πάντα και είναι γνωστός ως «διάχυτη υπηρεσία – ubiquitous service». 

Σύµφωνα µε αυτόν τον τρόπο, το υποκείµενο δεν είναι αναγκασµένο να µεταβαίνει 
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στις εξειδικευµένες λειτουργικές µονάδες που βρίσκονται σε συγκεκριµένες θέσεις, 

προκειµένου να λάβει την υπηρεσία, αλλά υπάρχει η δυνατότητα να του παρασχεθεί η 

υπηρεσία στο χρόνο και το χώρο που τη χρειάζεται. 

Ειδικότερα στον ιατρικό τοµέα, η εµφάνιση διάχυτων υπηρεσιών, µέσα σε ένα 

ασθενοκεντρικό µοντέλο, αποτέλεσε τοµή στην εξέλιξή του. Για παράδειγµα, όλοι οι 

χρόνια πάσχοντες ασθενείς ή οι ασθενείς που ευρίσκονται για ένα διάστηµα σε 

υποχρεωτική συνεχή ιατρική παρακολούθηση, δεν έχουν πλέον την ανάγκη να 

παραµένουν συνεχώς µέσα σε ιατρικές (ή άλλες συναφείς) µονάδες. Αντίθετα, 

µπορούν να διαβιούν εκτός αυτών κάτω από την συνεχή εποπτεία εξειδικευµένων 

διάχυτων υπηρεσιών (π.χ. τηλεϊατρική). Κατ' αυτό τον τρόπο ο ασθενής που έχει 

ανάγκη από σταθερή ιατρική φροντίδα δεν είναι υποχρεωµένος να περιορίζει τη 

διαβίωση του σε συγκεκριµένους χώρους (π.χ. κέντρα αποκατάστασης) αλλά έχει την 

ευχέρεια να κινείται ελεύθερα και να ενεργεί όπως ένα φυσιολογικό άτοµο. 

Επιτυγχάνεται έτσι η αποτελεσµατική θεραπεία και η προληπτική δράση ενώ 

παράλληλα βελτιώνεται η ποιότητα ζωής του ασθενούς. 

Το ασθενοκεντρικό µοντέλο έχει µελετηθεί ήδη από πολλούς ερευνητές. Το 

αποτέλεσµα όλων αυτών των µελετών έχει οδηγήσει στην καθιέρωση της «διάχυτης 

υγειονοµικής περίθαλψης (ubiquitous healthcare ή UH)», δηλαδή στην τυποποίηση 

ενός συνόλου προηγµένων πρωτοκόλλων και τεχνολογιών ιατρικής φροντίδας. Ο 

όρος UH απαιτεί τα ακόλουθα προαπαιτούµενα: 

• Συνεχής παρακολούθηση της κατάστασης της υγείας του ασθενή: Ένα σύνολο 

βιοϊατρικών παραµέτρων του ασθενή ελέγχεται συνεχώς από βιοαισθητήρες που 

είτε είναι «φορετοί - wearable» είτε είναι «εµφυτευµένοι - implanted» στο σώµα 

του ασθενή. Ένα ευφυές «∆ίκτυο Περιοχής Σώµατος (Body Area Network - 

BAN)» επιτρέπει τη συλλογή και την συνεχή/αδιάλειπτη αξιολόγηση των 

δεδοµένων (αριθµητικές τιµές των παραµέτρων) που παράγονται από τους 

βιοαισθητήρες. Η αξιολόγηση γίνεται µε βάση πρότυπες τιµές που έχουν 

καταχωρηθεί σε ένα ειδικού σκοπού ηλεκτρονικό φάκελο του ασθενή που 

ονοµάζεται «προφίλ». Τα αποτελέσµατα της αξιολόγησης οδηγούν σε συνεχή 

εκτίµηση της τρέχουσας κατάστασης της υγείας του ασθενή, γεγονός που 

επιτρέπει στους παρόχους UH να είναι συνεχώς ενήµεροι για την κατάσταση της 

υγείας του ασθενή. 

• Συνεχής παρακολούθηση της γεωγραφικής θέσης, της κίνησης και του 

περιβάλλοντος του ασθενή: Η γεωγραφική θέση, τρόπος κίνησης (επιτάχυνση ή 

περιστροφή των άκρων, κλπ) και οι περιβαλλοντικές συνθήκες (θερµοκρασία, 

υγρασία, θόρυβο, ατµοσφαιρική µόλυνση, κ.λπ.) του ασθενή ελέγχονται συνεχώς 

µε ειδικούς φορετούς αισθητήρες ή µε αισθητήρες που βρίσκονται στις φορητές 

συσκευές (π.χ. κινητά τηλέφωνα) που έχει στην κατοχή του. 

• Γρήγορη πρόσβαση στα αρχεία του προφίλ για την εκτίµηση της υγείας του 

ασθενή: Οι υπηρεσίες UH απαιτούν τη γρήγορη πρόσβαση στο ιατρικό ιστορικό 

του ασθενή όποτε και οπουδήποτε εµφανίζεται µια αλλαγή στην κατάσταση της 

υγείας του ασθενή. Το προφίλ του ασθενή είναι το εργαλείο για τον άµεσο 

εντοπισµό και την ασφαλή πρόσβαση στα ηλεκτρονικά αρχεία υγείας του ασθενή. 

• Γρήγορη δηµιουργία µιας οµάδας παροχής φροντίδας: Όποτε επιβεβαιώνεται ένα 

πρόβληµα στον ασθενή, αυτό κοινοποιείται αυτόµατα στον κατάλληλο UH 

πάροχο (π.χ. ιατρικό προσωπικό, συγγενή). Σύµφωνα µε το λειτουργικό πρότυπο 

υπηρεσιών UH, ένας ή και περισσότεροι πάροχοι φροντίδας είναι διαθέσιµοι να 
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βρεθούν κοντά στον ασθενή (επιτόπου) και να του παρέχουν είτε τις κατάλληλες 

υπηρεσίες υγειονοµικής περίθαλψης είτε να συντονίσουν τη µεταφορά του σε 

µονάδα υγείας. Συνήθως, µια οµάδα παρόχων UH αποτελείται από εξειδικευµένο 

ιατρικό προσωπικό, εθελοντές, συγγενείς του ασθενή κλπ. Το είδος της υπηρεσίας 

που θα παρασχεθεί, ο εντοπισµός των διαθέσιµων παρόχων φροντίδας και οι 

ενέργειες που είναι απαραίτητο να εκτελέσει ο κάθε συµµετέχων πάροχος UH 

εξαρτώνται από την κατάσταση της υγείας του ασθενή και πρέπει σε κάθε 

περίπτωση να καθορίζονται σε σύντοµο χρονικό διάστηµα. 

Στο ασθενοκεντρικό µοντέλο, ο δεύτερος και θεµελιώδης τρόπος παροχής ιατρικής 

φροντίδας (µετά την προαναφερθείσα διάχυτη υγειονοµική περίθαλψη UH) είναι η 

παροχή εξατοµικευµένων υπηρεσιών, γνωστή ως «εξατοµικευµένη υγειονοµική 

περίθαλψη (personalized healthcare ή PH)». Ο τρόπος αυτός απαιτεί την προσαρµογή 

των λειτουργικών χαρακτηριστικών των υπηρεσιών στα εξατοµικευµένα πρωτόκολλα 

υγειονοµικής περίθαλψης του ασθενή. Ως εκ τούτου, κάθε υπηρεσία PH πρέπει να 

είναι πλήρως διαµορφώσιµη σε όλες τις φάσεις λειτουργίας της υγειονοµικής 

περίθαλψης και να προσαρµόζεται κατάλληλα στις ιδιαιτερότητες του κάθε ασθενή. 

Ο όρος PH σηµατοδοτεί τα ακόλουθα τέσσερα (4) λειτουργικά βήµατα: 

• Βήµα 1: Αυτόµατη αναγνώριση της κατάστασης της υγείας του ασθενή. Σε κάθε 

ασθενή διακρίνονται συγκεκριµένες καταστάσεις που µπορεί να βρεθεί η υγεία 

του (κανονική, κρίσιµη, κλπ.). Ο τύπος των καταστάσεων αυτών και το είδος των 

υπηρεσιών που πρέπει να λάβει ο ασθενής στην κάθε κατάσταση αναφέρονται 

κωδικοποιηµένα µέσα στο προφίλ του. Κάθε κατάσταση καθορίζεται από έναν 

συνδυασµό αριθµητικών τιµών των βιολογικών, κινητικών και 

περιβαλλοντολογικών παραµέτρων που µετρούνται από τους αισθητήρες στο 

σώµα του ασθενή. Οποιαδήποτε στιγµή, η κατάσταση της υγείας του ασθενή 

ταξινοµείται σε µια µόνο από αυτές τις καταστάσεις. Σε κάθε κατάσταση, ο 

ασθενής λαµβάνει υγειονοµική περίθαλψη που είναι βασισµένη σε ένα 

εξατοµικευµένο ιατρικό πρωτόκολλο. Οι πάροχοι φροντίδας, κυρίως το 

εξειδικευµένο ιατρικό προσωπικό, είναι υπεύθυνοι να δηµιουργήσουν για κάθε 

κατάσταση της υγείας του ασθενή ένα αντίστοιχο πρωτόκολλο υγειονοµικής 

περίθαλψης και στη συνέχεια να το αποθηκεύσουν µέσα στο προφίλ του ασθενή. 

• Βήµα 2: Επιλογή της κατάλληλης υπηρεσίας υγειονοµικής περίθαλψης. Κάθε 

πρωτόκολλο υγειονοµικής περίθαλψης υποστηρίζεται από µια ή περισσότερες 

υπηρεσίες ιατρικής φροντίδας (υπηρεσίες PH) που επιλέγονται µε βάση τις 

συγκεκριµένες ανάγκες του κάθε ασθενή. Το προφίλ του ασθενή περιλαµβάνει 

έναν πίνακα συσχετισµού µεταξύ όλων των πιθανών καταστάσεων της υγείας του 

ασθενή και όλων των τύπων υπηρεσιών PH. Επιπλέον, περιλαµβάνει πληροφορίες 

για: 

i. τον τρόπο ενεργοποίησης και το λειτουργικό πρότυπο της κάθε υπηρεσίας PH. 

ii. τον αριθµό και τον τύπο όλων των υποκειµένων και των αντικειµένων που 

λαµβάνουν µέρος κατά τη διάρκεια της εκτέλεσης κάθε υπηρεσίας PH. 

• Βήµα 3: Επιλογή των κατάλληλων πόρων. Οι κατάλληλοι πόροι (υποκείµενα και 

αντικείµενα) που θα συµµετέχουν σε κάθε υπηρεσία PH επιλέγονται µε βάση έναν 

αλγόριθµο. Αυτός ο αλγόριθµος χρησιµοποιεί ειδικά κριτήρια για να καθορίσει τις 

ποσοτικές, τις ποιοτικές και τις χρονικές παραµέτρους της υπηρεσίας PH. Τα 

κριτήρια σχετίζονται µε πληροφορίες που αποθηκεύονται στο προφίλ του ασθενή 

και στο προφίλ κάθε εµπλεκόµενου υποκειµένου παρόχου υπηρεσίας PH (π.χ. 
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συγγενείς, εθελοντές). Πιθανά κριτήρια για την επιλογή των παρόχων PH είναι: η 

διαθεσιµότητά τους, η ικανότητα τους, ο ρόλος τους, το κόστος, η απόσταση από 

τη θέση του ασθενή, ο χρόνος που απαιτείται για να φθάσουν στην περιοχή του 

ασθενή, κλπ. 

• Βήµα 4: Προσδιορισµός της συµπεριφοράς και του ρόλου του παρόχου PH. Κάθε 

υπηρεσία PH υλοποιείται µε βάση ένα συγκεκριµένο λειτουργικό σενάριο, το 

οποίο πρέπει να προσαρµόζεται στο ιατρικό πρωτόκολλο του ασθενή. Αυτό το 

σενάριο καθορίζει το ρόλο και τη συµπεριφορά για: α) κάθε υποκείµενο χωριστά 

που δρα σαν πάροχος PH και β) όλα τα υποκείµενα που ενεργούν ως οµάδα. Οι 

απαραίτητες ενέργειες που πρέπει να εκτελεστούν ανά ρόλο καθορίζονται σαφώς 

από την υπηρεσία PH.  

Ο συνδυασµός «εξατοµικευµένης και διάχυτης υγειονοµικής περίθαλψης (Personalized 

and Ubiquitous Healthcare - PUH)» δηµιουργεί ένα ολοκληρωµένο περιβάλλον για 

την παροχή προηγµένων ασθενοκεντρικών υπηρεσιών υγειονοµικής περίθαλψης. Στο 

πλαίσιο του PUH, ο ηλεκτρονικός ιατρικός φάκελος (Electronic Medical Record - 

EMR) θεωρείται το βασικό στοιχείο για την οργάνωση, την ανάπτυξη και την 

υποστήριξη αποτελεσµατικών υπηρεσιών PUH. Εντούτοις, τα δεδοµένα του ιατρικού 

φακέλου (π.χ. φαρµακευτική αγωγή, δηµογραφικά στοιχεία, εξετάσεις) δεν είναι 

επαρκή για την παροχή αποτελεσµατικών υπηρεσιών PUH. Η εξατοµικευµένη και 

διάχυτη παροχή τέτοιου είδους υπηρεσιών απαιτούν τη χρήση ενηµερωµένων (κάθε 

στιγµή και οπουδήποτε) προφίλ: 

• του ασθενή που να απεικονίζει την τρέχουσα κατάσταση της υγείας του καθώς 

επίσης και πρόσθετες πληροφορίες όπως δραστηριότητες, προτιµήσεις, κ.λπ. 

• των παρόχων φροντίδας που να απεικονίζει την τρέχουσα γεωγραφική θέση τους, 

διαθεσιµότητα, προτιµήσεις, κ.τ.λ. 

Έχοντας πρόσβαση σε αυτά τα προφίλ, ο πάροχος PUH µπορεί να επιλέγει τα πιο 

κατάλληλα υποκείµενα για να συµµετέχουν στην παροχή υπηρεσιών PUH στον 

ασθενή. 

Η διαχείριση του όγκου δεδοµένων που απαιτούν οι υπηρεσίες PUH αποδεικνύεται 

ότι είναι πολύπλοκη και χαοτική. Ως εκ τούτου, είναι επιτακτική η ανάγκη για τη 

δηµιουργία ενός γενικού «πλαισίου PUH» µε λειτουργικούς κανόνες για όλες τις 

οντότητες που συµµετέχουν σε µια υπηρεσία PUH. 

1.2 Συµβολή της διατριβής 

Η παρούσα διατριβή εστιάζεται στην µοντελοποίηση ενός ολοκληρωµένου 

περιβάλλοντος για τον σχεδιασµό και την παροχή εξελιγµένων υπηρεσιών PUH. 

Προτείνεται ένα «πλαίσιο PUH – PUH Framework» που παρέχει τους λειτουργικούς 

κανόνες και περιορισµούς που απαιτούνται για το σχεδιασµό, την υλοποίηση και τη 

διαχείριση των προφίλ είτε ανεξάρτητων οντοτήτων PUH (υποκείµενα και 

αντικείµενα) είτε ενός συνόλου οντοτήτων PUH που δρουν σαν οµάδα (οµαδικό 

προφίλ). ∆ηλαδή στη διατριβή προτείνεται ένα «σύστηµα εξατοµικευµένων και 

οµαδικών προφίλ» σαν το βασικό συστατικό ενός περιβάλλοντος PUH. 

Επίσης προτείνεται ένας ειδικός µηχανισµός αυτόµατης ενεργοποίησης των 

υπηρεσιών PUH που βασίζεται στην ανίχνευση της κατάστασης της υγείας του 

ασθενή µε βάση το «ιατρικό πλαίσιο» (medical context). Το προτεινόµενο ιατρικό 
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πλαίσιο απαρτίζεται τόσο από τις αντικειµενικές µετρήσεις των βιοσηµάτων (π.χ. 

πίεση, παλµοί, ΗΚΓ) όσο και από την υποκειµενική περιγραφή που κάνει ο ίδιος ο 

ασθενής (ή κάποιος συνοδό του) κατά τη στιγµή που αισθάνεται µια αλλαγή της 

κατάστασης του, π.χ. εµφάνιση κάποιων ενοχλήσεων (ζάλη, πόνος στο στήθος, κλπ). 

Οι αντικειµενικές µετρήσεις καταγράφονται αυτόµατα στο σύστηµα τηλε-

παρακολούθησης (tele-monitoring system) ενώ η υποκειµενική εκτίµηση εισάγεται 

στο σύστηµα µέσα από ειδικές ηλεκτρονικές φόρµες. Το ιατρικό πλαίσιο 

καταχωρείται στο προφίλ του ασθενή και αποστέλλεται στον ιατρικό πάροχο που 

συµµετέχει στην υπηρεσία PUH. 

Τέλος, στην παρούσα διατριβή µοντελοποιείται και υλοποιείται ένα πρωτότυπο 

σύστηµα διαχείρισης των εξατοµικευµένων και οµαδικών προφίλ που εµπλέκονται µε 

οποιοδήποτε τρόπο σε έναν ασθενή. Η διαχείριση αυτή βασίζεται σε έναν νέο 

αλγόριθµο επιλογής των κατάλληλων υποκειµένων που θα συµµετέχουν στην 

υπηρεσία PUH ανά βεβαιωµένη κατάσταση (ή κατά τη µετάβαση από µια κατάσταση 

σε µία νέα κατάσταση) της υγείας του συγκεκριµένου ασθενή. 

Στη συνέχεια αναλύονται τα σηµαντικότερα καινοτόµα αποτελέσµατα της διατριβής. 

1.2.1 Εξατοµικευµένο Προφίλ στον τοµέα PUH 

Προτείνεται η δηµιουργία µιας ολοκληρωµένης δοµής προφίλ των οντοτήτων που 

συµµετέχουν σε υπηρεσίες PUH. Για το σκοπό αυτό µελετήθηκαν ιατρικά 

περιστατικά προκειµένου να καθοριστεί ο τύπος των οντοτήτων  που εµπλέκεται ανά 

υπηρεσία PUH. Ως τέτοιες οντότητες επιλέχτηκαν: α) το υποκείµενο (π.χ. ο ασθενής, 

πάροχος φροντίδας, κ.λπ.), β) οι µονάδες υγειονοµικής περίθαλψης όπου ο ασθενής 

πρέπει να µεταφερθεί όποτε το απαιτεί η κατάσταση της υγείας του και γ) οι κύριοι 

χώροι στους οποίους ο ασθενείς κινείται στην καθηµερινότητα του (π.χ. έξυπνο σπίτι, 

έξυπνο γραφείο, όχηµα κ.λπ.). Για κάθε µια από αυτές τις οντότητες, προτείνεται η 

δόµηση ενός διαφορετικού τύπου προφίλ. Ειδικά, το προφίλ των υποκειµένων έχει 

µια κοινή δοµή ενώ οι υπόλοιπες οντότητες έχουν ξεχωριστή δοµή. 

1.2.2 Προφίλ Οµάδας στον τοµέα PUH 

Οι υπηρεσίες PUH απαιτούν τη συνεργασία πολλών οντοτήτων οι οποίες καλούνται 

να συνεργαστούν σαν οµάδα. Σε αυτήν την οµάδα για παράδειγµα µπορούν να 

εµπλακούν ιατροί, νοσοκόµοι, οικογενειακά µέλη του ασθενή, ένα κέντρο 

υγειονοµικής περίθαλψης, ένα έξυπνο σπίτι, ένα έξυπνο γραφείο, ένα όχηµα, κλπ. 

Επισηµαίνεται δε ότι η συνεργασία αυτή θα πρέπει να τροποποιείται ανάλογα µε την 

τρέχουσα κατάσταση της υγείας του ασθενή. Συνεπώς: 

• ο πάροχος της υπηρεσίας PUH οφείλει να εκπονήσει ένα κοινό σχέδιο δράσης για 

όλη την οµάδα. Επιβάλλεται δε το σχέδιο δράσης να τροποποιείται ανάλογα µε 

την κατάσταση της υγείας του ασθενή. Συνεπώς θα πρέπει να υπάρχουν τόσα 

σχέδια δράσης όσες και οι καταστάσεις της υγείας του ασθενή.  

• Η µετάβαση από το ένα σενάριο δράσης στο άλλο γίνεται µέσω γεγονότων που 

σηµατοδοτούνται από το προφίλ του ασθενή µε την ενεργοποίηση ειδικών 

δεικτών όποτε ανιχνεύεται η αλλαγή µιας ή περισσοτέρων κρίσιµων βιο-

παραµέτρων (σε σχέση µε κάποιες τιµές κατωφλίου).  
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• σε κάθε τέτοιο σχέδιο δράσης το κάθε µέλος της οµάδας καλείται να παίξει έναν 

συγκεκριµένο ρόλο. Συνεπώς κάθε οντότητα καλείται να παίξει τόσους 

διαφορετικούς ρόλους όσες και οι καταστάσεις της υγείας του ασθενή.  

Συνεπώς, η κάθε υπηρεσία PUH παραµετροποιείται µέσα από τέσσερες παραµέτρους: 

τις αριθµητικές τιµές κατωφλίου των βιο-παραµέτρων, τον αριθµό των σχεδίων 

δράσης, τον αριθµό των εµπλεκοµένων οντοτήτων, τον αριθµό των ρόλων ανά 

οντότητα.  

Η διατριβή προτείνει το σύνολο αυτών των παραµέτρων να αποτελέσει ένα προφίλ 

«οµπρέλα», που ονοµάζεται «προφίλ οµάδας», ενώ βέβαια κάθε µία από τις 

εµπλεκόµενες οντότητες συνεχίζει να διατηρεί το ατοµικό της προφίλ. 

Η δηµιουργία και η διαχείριση ενός προφίλ οµάδας επιτρέπουν στο πάροχο 

υπηρεσιών PUH να εφαρµόζει ευπροσάρµοστα (δυναµικά µεταβαλλόµενα) και 

αποδοτικά λειτουργικά σενάρια κατά τη διάρκεια της εκτέλεσης µιας υπηρεσίας PUH.  

1.2.3 Μηχανισµοί Προφίλ 

Προτείνονται στοχευόµενοι µηχανισµοί διαχείρισης: α) του εξατοµικευµένου προφίλ 

(διακρίνοντας στην οντότητα τη δυνατότητα να δρα είτε ανεξάρτητα είτε σαν µέλος 

µιας οµάδας) και β) του οµαδικού προφίλ. Μορφοποιείται το νέο πλαίσιο PUH 

(framework) που ενσωµατώνει τους µηχανισµούς προφίλ για δηµιουργία και 

ενηµέρωση των προφίλ (ατοµικών και οµαδικών)  σύµφωνα µε τη γεωγραφική θέση 

τους και το περιβάλλον που βρίσκονται.  

Ειδικότερα, στο νέο πλαίσιο ενσωµατώνονται οι παρακάτω τέσσερες (4) κατηγορίες 

µηχανισµών προφίλ: α) οι συµβατικοί µηχανισµοί του ETSI/ Parlay πλαισίου που 

χρησιµοποιούνται στα δίκτυα Νέα Γενιάς και που χειρίζονται την επικοινωνία µεταξύ 

των οντοτήτων που λαβαίνουν µέρος κατά τη διάρκεια της εκτέλεσης µιας υπηρεσίας 

PUH, β) οι µηχανισµοί που χειρίζονται την απόκτηση βιοσηµάτων και στοιχείων του 

περιβάλλοντος του ασθενή από δίκτυα αισθητήρων που εκτείνονται γύρω από τον 

ασθενή (π.χ. δίκτυο περιοχής σώµατος), γ) οι µηχανισµοί διαχείρισης των στοιχείων 

των προφίλ (π.χ. διαθεσιµότητα, προτιµήσεις, ικανότητες, ρόλος, δραστηριότητες) και 

δ) οι µηχανισµοί ασφάλειας. Στην ουσία το προτεινόµενο πλαίσιο βασίζεται και 

επεκτείνει  την υπάρχουσα αρχιτεκτονική του OSA Parlay πλαισίου. 

Επιπλέον, αναπτύχθηκε µια οντολογία για την αναπαράσταση των παραπάνω 

τεσσάρων (4) κατηγοριών µηχανισµών προφίλ. Στην οντολογία αυτή ορίζονται 

τέσσερις (4) κύριες κλάσεις που καθεµία αντιστοιχεί σε µια από αυτές τις κατηγορίες 

µηχανισµών. Επιπλέον, στην οντολογία ορίστηκαν οι πιθανές σχέσεις µεταξύ των 

µηχανισµών αυτών είτε όταν χρησιµοποιείται ένα υποσύνολο αυτών είτε όταν 

χρησιµοποιούνται όλοι µαζί στην εφαρµογή µιας υπηρεσίας PUH. 

1.2.4 ∆ιαχείριση προφίλ οµάδας 

Το «προφίλ οµάδας» διευκολύνει τη δυναµική δηµιουργία της κατάλληλης οµάδας 

οντοτήτων που πρέπει να παρέχουν τις υπηρεσίες PUH ταχέως µε τη µικρότερη 

δυνατή προσπάθεια. Η πρόθεση κάθε υποκειµένου να συµµετέχει ή όχι στην οµάδα, 

ελέγχεται από το ατοµικό του προφίλ και σηµατοδοτείται από ένα γεγονός 

ειδοποίησης. Η οµάδα διαµορφώνεται µέσα από µια σειρά γεγονότων διαχείρισης του 

προφίλ οµάδας και από µια σειρά µηνυµάτων ειδοποίησης που ανταλλάσσονται 

µεταξύ του διαχειριστή της υπηρεσίας PUH και των µελών της οµάδας. Με βάση το 
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οµαδικό προφίλ και τις παραµέτρους που το απαρτίζουν, καθορίζονται για όλες τις 

εµπλεκόµενες οντότητες διαβαθµισµένα δικαιώµατα πρόσβασης στο προφίλ και στον 

ιατρικό φάκελο του ασθενή που υπαγορεύονται τόσο από την κατάσταση της υγείας 

του ασθενή όσο και από τα δικαιώµατα πρόσβασης που έχει ορίσει ο ίδιος ο ασθενής 

για το προφίλ του. 

1.2.5 Σύστηµα διαχείρισης προφίλ 

Προτείνεται ένα σύστηµα διαχείρισης προφίλ για υπηρεσίες PUH που παρέχονται σε 

περιβάλλον υπολογιστικού σύννεφου. Θεωρείται ότι οι υπηρεσίες PUH έχουν σαν 

τεχνολογικό υπόβαθρο ένα σύστηµα τηλε-παρακολούθησης (tele-monitoring system) 

που ενσωµατώνει ένα ευρύ φάσµα λειτουργικών οντοτήτων και δοµών προφίλ. Τα 

δεδοµένα του κάθε προφίλ αποθηκεύονται σε κατανεµηµένες βάσεις δεδοµένων στο 

περιβάλλον του υπολογιστικού σύννεφου όπου το σύστηµα τηλε-παρακολούθησης 

λειτουργεί. Ο εντοπισµός και η πρόσβαση στις κατανεµηµένες βάσεις δεδοµένων 

επιτυγχάνεται µε τη χρήση έξυπνων καρτών που έχει στην κατοχή της κάθε 

συµµετέχουσα οντότητα. Πιο συγκεκριµένα, η έξυπνη κάρτα αποθηκεύει τις 

τοποθεσίες URL των βάσεων δεδοµένων όπου βρίσκονται οι πληροφορίες των 

προφίλ έτσι ώστε να µπορεί να δηµιουργηθεί το τελικό προφίλ της κάθε οντότητας. 

Θεωρώντας ένα τυπικό σύστηµα αρχείων έξυπνης κάρτας που ακολουθεί την 

ιεραρχική δοµή, προτείνεται ο σχεδιασµός αρχείων έξυπνων καρτών ώστε να 

επιτρέπεται η παροχή υπηρεσιών PUH. 

Υλοποιήθηκε ένα πρωτότυπο του προτεινόµενου συστήµατος διαχείρισης προφίλ 

χρησιµοποιώντας την τεχνολογία υπολογιστικού σύννεφου και πιο συγκεκριµένα το 

Windows Azure. Το περιβάλλον προγραµµατισµού που χρησιµοποιήθηκε ήταν το 

Visual Studio 2012 Ultimate. Επιπλέον, έγινε χρήση της C # / . NET Framework 4.5 

ως γλώσσα προγραµµατισµού. 

Στα πλαίσια της ανάπτυξης, χρησιµοποιήθηκαν οι ακόλουθες τεχνολογίες: Windows 

Communication Foundation (WCF), Entity Framework, Linq2SQL, JSON, Windows 

Azure, Windows Azure SQL Database.  

Επιπλέον, η ανάπτυξη ∆ιαχείριση Ιστοσελίδας έγινε µε βάση το ASP.NET και το 

Windows Azure. 

1.3 Σενάριο εξατοµικευµένων υπηρεσιών ιατρικής 

φροντίδας 

Ο τρόπος παροχής των προτεινόµενων υπηρεσιών PUH δείχνεται µέσω ενός 

σεναρίου υποστήριξης ενός χρόνια πάσχοντα ασθενή. Αυτό το σενάριο έχει 

σχεδιαστεί για να επικεντρωθεί στις βασικές αρχές των εξατοµικευµένων υπηρεσιών 

χωρίς να λαµβάνει υπόψη προηγµένες λειτουργίες, όπως η πανταχού παρούσα 

τεχνολογία (ubiquitous computing technology).  

Ο Χρήστος είναι ένας 57-ετών άντρας που ζει στη Λέσβο, ένα νησί του Ανατολικού 

Αιγαίου µακριά από την ελληνική ηπειρωτική χώρα. Είναι επί 15 έτη χρόνια πάσχων 

ασθενής από διαβήτη του οποίου όµως δεν έχει γίνει καλή γλυκαιµική ρύθµιση. Πέρα 

από αυτό, πριν από έξι µήνες υπέστη µια καρδιακή προσβολή για την οποία 

µεταφέρθηκε σε νοσοκοµείο όπου και νοσηλεύτηκε. 

Σε αυτό το νοσοκοµείο, ο Χρήστος υποβλήθηκε σε στεφανιαία χειρουργική επέµβαση 

παράκαµψης µε µόσχευµα (bypass). Τελείωσε η νοσηλεία του 4 εβδοµάδες αργότερα 
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µε οδηγίες για τον αυστηρό έλεγχο της αρτηριακής πίεσης, του σακχάρου και της 

χοληστερίνης. Επιπλέον, τον συµβούλευσαν να σταµατήσει το κάπνισµα αµέσως, να 

χάσει βάρος και να ακολουθεί σε γενικές γραµµές έναν πιο υγιεινό τρόπο ζωής.  

Η σύζυγος του Χρήστου, η Μαρία, συµβάλλει στην αποκατάστασή του, βοηθώντας 

τον να έχει µια πιο υγιεινή διατροφή, να σταµατήσει τις κακές συνήθειες του 

(κάπνισµα), καθώς και να ακολουθεί πιστά την φαρµακευτική του αγωγή.  

Ακόµη και αν ο Χρήστος συµµορφώνεται µε τις ιατρικές συµβουλές του ιατρού του, 

το γεγονός ότι είναι διαβητικός ασθενής, τον κάνει ευάλωτο στην εµφάνιση ενός νέου  

ισχαιµικού επεισοδίου, που θα είναι απειλητικό για τη ζωή του. Αυτό είναι ένα µείζον 

πρόβληµα για όλους τους διαβητικούς, αφού είναι δυνατή η εµφάνιση ενός τέτοιου 

επεισοδίου ενώ ο ασθενής δεν έχει συµπτώµατα ή κάποιο πόνο οποιουδήποτε είδους. 

Ως αποτέλεσµα, η κατάσταση παραµένει αδιάγνωστη και χωρίς θεραπεία και έχει 

υψηλότερες πιθανότητες να είναι θανατηφόρα. 

Πιθανές επείγουσες καταστάσεις 

Οι σακχαροδιαβητικοί ασθενείς, όπως ο Χρήστος, εκτός από τις µακροχρόνιες 

επιπλοκές του διαβήτη, µπορεί να αντιµετωπίσουν επείγουσες καταστάσεις οι οποίες 

χρήζουν νοσοκοµειακής φροντίδας. Καταστάσεις όπως η υπογλυκαιµία, η διαβητική 

κετοξέωση, το µη κετοξικό υπερωσµωτικό κώµα, το σιωπηρό έµφραγµα χρήζουν 

άµεσης αντιµετώπισης καθώς ακόµα και η ολιγόωρη καθυστέρηση µπορεί να έχει 

θανατηφόρα έκβαση. 

• H υπογλυκαιµία, ιδιαίτερα η ανεπίγνωστη (hypoglucemia anawareness), κατά 

την οποία δεν εµφανίζονται συµπτώµατα παρά το ότι οι τιµές γλυκόζης είναι 

πολύ κάτω του φυσιολογικού, παρουσιάζει σοβαρούς κινδύνους. Λόγω της 

διαταραχής συνείδησης που εµφανίζεται είναι πιθανή η πρόκληση 

ατυχηµάτων ιδιαίτερα κατά την οδήγηση ή τον χειρισµό µηχανηµάτων, ενώ 

µπορεί να οδηγήσει σε κώµα και τελικά σε θάνατο εντός ωρών αν δεν γίνει 

εγκαίρως αντιληπτή. Η υπεργλυκαιµία σχετίζεται επιπλέον µε αυξηµένη 

επίπτωση οξέως εµφράγµατος του µυοκάρδιου, καρδιακές αρρυθµίες καθώς 

και αιφνίδιο θάνατο κατά την διάρκεια του ύπνου. Η αντιµετώπιση της 

υπογλυκαιµίας σε αρχικά στάδια είναι ιδιαίτερα εύκολη και µπορεί να γίνει 

κατ’ οίκον µε κατανάλωση τροφής ή σακχαρούχων διαλειµµάτων. Από την 

άλλη µεριά όταν ο ασθενής παρουσιάσει σοβαρή υπογλυκαιµία και πέσει σε 

κώµα χρειάζεται όχι µόνο νοσοκοµειακή περίθαλψη αλλά ενδεχοµένως και 

νοσηλεία σε Μονάδα Εντατικής Θεραπείας (ΜΕΘ). Είναι λοιπόν σαφές ότι ο 

Χρήστος µπορεί να αντιµετωπίσει µια αρχόµενη υπεργλυκαιµία εύκολα και µε 

ασφάλεια καταναλώνοντας ένα γευµατίδιο πριν παρουσιαστούν διαταραχές 

συνείδησης. 

• Οι υπογλυκαιµικές καταστάσεις και ιδιαίτερα τα διαβητικά κώµατα έχουν 

υψηλή θνητότητα και χρήζουν άµεση νοσοκοµειακής φροντίδας καθώς πρέπει 

να αντιµετωπιστεί η αφυδάτωση, η υπεργλυκαιµία και οι ηλεκτρολυτικές 

διαταραχές. Η θνητότητα των καταστάσεων αυτών είναι 40% και ως εκ 

τούτου µεγάλη έµφαση πρέπει να δοθεί στη πρόληψη τους. Με ρύθµιση του 

σακχάρου αίµατος και την έγκαιρη διάγνωση µιας απορρύθµισης σε αρχικά 

στάδια καθώς και του αιτίου που την προκαλεί (λοίµωξη) δίνεται η 

δυνατότητα έγκαιρης παρέµβασης και αντιµετώπισης εκτός νοσοκοµείου. 

• Ένας άλλος σοβαρός κίνδυνος για τους διαβητικούς ασθενείς είναι το 

σιωπηρό έµφραγµα του µυοκαρδίου και δεν είναι σπάνιο η πρώτη εκδήλωση 
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αυτού σε ασθενείς µε νευροπάθεια του αυτονόµου να είναι ο αιφνίδιος 

θάνατος. Είναι λοιπόν πολύ σηµαντική η έγκαιρη διάγνωση καθώς αν ασθενής 

µεταβεί σε νοσοκοµειακό περιβάλλον εντός διώρου έχει σηµαντικότερες 

πιθανότητες επιβίωσης. Παρέχεται επιπλέον η δυνατότητα θροµβόλυσης προς 

αποφυγή της νέκρωσης του µυοκαρδίου.  

• Η θροµβόλυση απαιτεί ένα πολύ στενό χρονικό παράθυρο προσέλευσης στο 

νοσοκοµείο µετά την εγκατάσταση του εµφράγµατος που είναι δύσκολο να 

επιτευχθεί ακόµα και σε ασθενείς που δεν πάσχουν από σακχαρώδη διαβήτη. 

Σε ασθενείς µε διαβήτη οι πιθανότητες για διενέργεια θροµβόλυσης είναι 

ακόµα µικρότερες καθώς λόγω της απουσίας συµπτωµάτων η αναζήτηση 

νοσοκοµειακής φροντίδας καθυστερεί σηµαντικά. 

Για τους λόγους αυτούς, ο Χρήστος θα πρέπει να είναι συνεχώς και χωρίς διακοπή 

κάτω από την παρακολούθηση ενός συστήµατος ώστε κάθε κρίσιµο γεγονός να 

µπορεί να διαγνωσθεί εγκαίρως και να σηµατοδοτηθεί άµεσα στους θεράποντες 

ιατρούς.  

Θεωρούµε ότι ο Χρήστος κατοικεί σε ένα Έξυπνο Σπίτι το περιβάλλον του οποίου 

υποστηρίζει το απαιτούµενο για αυτόν σύστηµα τηλε-παρακολούθησης. Είναι 

εξοπλισµένο µε τους κατάλληλους αισθητήρες για τη συλλογή βιοσηµάτων και 

πληροφοριών περιβάλλοντος. Επιπλέον, ενσωµατώνει τα απαραίτητα δίκτυα για την 

παροχή των ζητούµενων υπηρεσιών υγειονοµικής περίθαλψης εξ αποστάσεως. Με 

την παρακολούθηση του ηλεκτροκαρδιογραφήµατος (ΗΚΓ) µπορεί να διαγνωστεί 

έµφραγµα και να ειδοποιηθούν ο Χρήστος, η Μαρία ή άλλοι συγγενείς του, σε 

πρώιµο στάδιο. Επιπλέον, η αρτηριακή πίεση, το σάκχαρο στο αίµα και τα επίπεδα 

χοληστερόλης µπορούν να παρακολουθούνται ανά πάσα στιγµή, έτσι ώστε ο γιατρός 

να µπορεί να αλλάξει τη φαρµακευτική αγωγή, παρέχοντας καλύτερο έλεγχο στον 

Χρήστο παρότι αυτός ζει µακριά από τα γενικά νοσοκοµεία της Αθήνας. Επιπλέον, 

ένα οξύ στεφανιαίο επεισόδιο µπορεί να διαγνωσθεί από το γιατρό, ο οποίος µπορεί 

να ξεκινήσει τις ενέργειες για έγκαιρη παρέµβαση (π.χ. θροµβόλυση), ενώ ο ασθενής 

είναι ακόµα καθοδόν προς το νοσοκοµείο. 

Κάνοντας χρήση των υπηρεσιών PUH, εκτός από τη Μαρία, µια σειρά από άλλα 

υποκείµενα µπορούν συµβάλλουν ενεργά, προκειµένου ο Χρήστος να έχει µια υγιή 

διαβίωση. Για παράδειγµα, ένα διαβητολόγος µπορεί αξιολογεί τα βιοσήµατα του 

Χρήστου για τη ρύθµιση του σακχάρου αίµατος. Έτσι, µία ολόκληρη οµάδα παρόχων 

οργανώνεται γύρω από το Χρήστο για την παροχή των κατάλληλων υπηρεσιών 

υγειονοµικής περίθαλψης. Κάθε συµµετέχων στην οµάδα των παρόχων 

αντιπροσωπεύεται από το ατοµικό του προφίλ το οποίο καθορίζει τον τρόπο που 

συµβάλλει στην αποκατάσταση του Χρήστου. 

Ο Πίνακας 1 συγκεντρώνει όλους τους συµµετέχοντες της οµάδας και καθορίζει τις 

ενέργειες που απαιτείται να εκτελεστούν σε κάθε περίπτωση. Στο συγκεκριµένο 

σενάριο, χρησιµοποιούνται µια σειρά από προφίλ: του Χρήστου, των γιατρών και 

νοσηλευτών που σχετίζονται µε το Χρήστο και των συγγενών του π.χ. τη σύζυγό του. 

 

Πίνακας 1: Ανάλυση του σεναρίου 

Ενδιαφερόµενος Σχέση µε τον πελάτη Προφίλ σε σχέση µε την ιατρική 

φροντίδα 
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Χρήστος 

(ασθενής) 

 • Χρησιµοποιεί ένα πακέτο 

ιατρικής φροντίδας µε σκοπό 

την παρακολούθηση της πίεσης 

του αίµατος του, του σακχάρου 

στο αίµα και τα επίπεδα 

χοληστερόλης, προκειµένου να 

προβεί σε αλλαγές της 

διατροφής και της 

φαρµακευτικής αγωγής του (οι 

διαβητικοί προσαρµόζουν τη 

δόση της ινσουλίνης µε βάση 

την αυτο-παρακολούθηση 

τους).  

• Το σύστηµα τον ειδοποιεί, όταν 

παρουσιάζονται οξείες αλλαγές 

των βιολογικών του δεικτών, 

συµπεριλαµβανοµένου ενός 

ισχαιµικού επεισοδίου 

Μαρία  

(Σύζυγος-πάροχος 

ιατρικής 

φροντίδας) 

Ιατρικό Προφίλ 

(βιοσήµατα, κατάσταση 

καπνίσµατος, δίαιτα) 

• Βοηθάει το Χρήστο να 

ακολουθήσει όλες τις ιατρικές 

οδηγίες. 

• Οργανώνει ειδική δίαιτα στο 

Χρήστο µε χαµηλή ζάχαρη, 

χαµηλή περιεκτικότητα σε 

λιπαρά, χαµηλή 

περιεκτικότητα σε αλάτι.  

• Ελέγχει το Χρήστο ώστε να 

αποφεύγει το κάπνισµα.  

• Ενηµερώνεται για κάθε 

επικίνδυνο και απειλητικό 

γεγονός για τη ζωή του 

Χρήστου, έτσι ώστε να µπορεί 

να µεταφερθεί ο Χρήστος στο 

νοσοκοµείο σε περίπτωση 

ανάγκης.  

• Το σύστηµα βοηθάει τη 

Μαρία να σχηµατίσει λίστα µε 

τα ψώνια της, ανάλογα µε τις 

ανάγκες του Χρήστου για 

δίαιτα µε χαµηλό σάκχαρο, 

χαµηλή περιεκτικότητα σε 

λιπαρά και σε αλάτι. 

∆ιαβητολόγος 

(ιατρικό 

προσωπικό) 

Ιατρικό Προφίλ 

(βιοσήµατα, κατάσταση 

καπνίσµατος, δίαιτα) 

• Επιβλέπει την κατάσταση της 

υγείας του Χρήστου.  

• Κάνει αλλαγές στην 

φαρµακευτική αγωγή που 



 43

χορηγεί στο Χρήστο. 

• Υπενθυµίζει στο Χρήστο να 

κάνει check-up δύο φορές το 

χρόνο. 

Φαρµακοποιός 

(ιατρικό 

προσωπικό) 

∆ίαιτα, Επίπεδο σακχάρου 

αίµατος 
• Καθορίζει τις ανάγκες του 

Χρήστου για ινσουλίνη και 

κάνει ρύθµιση για τις 

προµήθειες της ινσουλίνης που 

του παρέχει. 

Καρδιολόγος 

(ιατρικό 

προσωπικό) 

Ιατρικό Προφίλ 

(βιοσήµατα, κατάσταση 

καπνίσµατος, δίαιτα) 

• Κάνει διάγνωση για έµφραγµα 

του µυοκαρδίου, ενώ ο 

Χρήστος είναι ακόµα στο 

δρόµο προς το νοσοκοµείο, 

κερδίζοντας χρόνο για να 

προετοιµαστεί η θεραπεία 

εγκαίρως και να αποτραπεί η 

νέκρωση του µυοκαρδίου. 

Ιατρός κοινότητας 

(ιατρικό 

προσωπικό) 

Ειδοποίηση για επείγοντα 

περιστατικά 
• Φροντίζει για τη µεταφορά του 

Χρήστου σε ένα γενικό 

νοσοκοµείο που να 

περιλαµβάνει τον κατάλληλο 

ιατρικό εξοπλισµό. 

 

Για την επίτευξη των εξατοµικευµένων υπηρεσιών, το σύστηµα τηλε-

παρακολούθησης δηµιουργεί δυναµικά µια οµάδα από επιλεγµένα υποκείµενα (π.χ. 

γιατρός, η σύζυγος) ώστε να παρέχουν φροντίδα στον Χρήστο, όταν η κατάσταση της 

υγείας του το απαιτεί. Το προτεινόµενο σύστηµα διαχείρισης Προφίλ ενεργοποιείται 

ενσωµατώνοντας τους ακόλουθους µηχανισµούς: ∆ιαχειριστής Γεγονότων,  

Ενηµέρωση προφίλ οντοτήτων, ∆ηµιουργία οµαδικού προφίλ, Ενηµέρωση Οµαδικού 

Προφίλ. 

Εάν η τρέχουσα κατάσταση της υγείας του Χρήστου απαιτεί την ανταλλαγή 

πληροφοριών έκτακτης ανάγκης που προέρχονται από το προφίλ του (π.χ. βιοσήµατα), 

οι πληροφορίες αυτές µπορεί να είναι απαραίτητο να κοινοποιηθούν σε έναν από τους 

συµµετέχοντες παρόχους φροντίδας (π.χ. ιατρός). Η ανταλλαγή θα είναι µε βάση: α) 

τις γενικές πολιτικές που ορίζουν τα δικαιώµατα πρόσβασης που ο συµµετέχων 

πάροχος φροντίδας µπορεί να έχει στο προφίλ του Χρήστου και β) τις προτιµήσεις 

του Χρήστου για την πρόσβαση σε προσωπικά του στοιχεία. 

Με την παροχή εξατοµικευµένων υπηρεσιών υγείας: 

• Ο Χρήστος κινείται ελεύθερα όπως ένα φυσιολογικό άτοµο. 

• Ο Χρήστος αποτελεί το κέντρο κατά την παροχή των υπηρεσιών υγείας 

λαµβάνοντας αδιάλειπτα τις υπηρεσίες που χρειάζεται. 

• Ο Χρήστος δεν είναι αναγκασµένος να µεταβαίνει σε εξειδικευµένες λειτουργικές 

µονάδες (π.χ. νοσοκοµείο) για να του παρασχεθεί η απαραίτητη υπηρεσία υγείας. 
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• Επιτυγχάνεται η άµεση και έγκαιρη εκτίµηση της κατάστασης της υγείας του 

µέσα από τη γρήγορη πρόσβαση στα αρχεία του προφίλ του. 

• Επιλέγεται η κατάλληλη υπηρεσία υγειονοµικής περίθαλψης µε βάση την 

κατάσταση της υγεία; του Χρήστου και τις πληροφορίες που υπάρχουν στο 

προφίλ του. 

• ∆ηµιουργείται µια κατάλληλη οµάδα παροχής φροντίδας συνυπολογίζοντας την 

κατάσταση της υγείας του ασθενή και πολλαπλές παραµέτρους που βρίσκονται 

στα προφίλ των οντοτήτων που συµµετέχουν. 

• Σε περίπτωση επείγουσας κατάστασης που απαιτεί τη νοσηλεία σε µονάδα υγείας, 

ο ιατρός συντονίζει τη µεταφορά του Χρήστου σε µονάδα υγείας ξεκινώντας τις 

ενέργειες για έγκαιρη παρέµβαση (π.χ. θροµβόλυση), ενώ ο Χρήστος είναι ακόµα 

καθοδόν προς το νοσοκοµείο. 

1.4 Πεδίο της διατριβής 

Αυτή η ενότητα παρουσιάζει τη συνοπτική περίληψη της παρούσας διατριβής. Μια 

συνοπτική περιγραφή του κάθε κεφαλαίου ακολουθεί: 

• Κεφάλαιο 1: Περιγράφεται µια γενική εισαγωγή στις υπηρεσίες υγειονοµικής 

περίθαλψης. Αρχικά, παρουσιάζονται τα κίνητρα που οδήγησαν στην ανάπτυξη 

της διατριβής. Κατόπιν, προσδιορίζονται τα καινοτόµα σηµεία της διατριβής. Το 

παρόν τµήµα παρέχει την περίληψη διατριβής. 

• Κεφάλαιο 2: Παρουσιάζονται οι εξατοµικευµένες υπηρεσίες σε ένα πανταχού 

παρόν περιβάλλον υγειονοµικής περίθαλψης. Ο όρος «εξατοµικευµένες και 

διάχυτες υπηρεσίες υγειονοµικής περίθαλψης» αναλύεται και περιγράφεται µια 

έρευνα για την εξατοµίκευση στα συστήµατα υγειονοµικής περίθαλψης. 

• Κεφάλαιο 3: Προτείνεται η δοµή των προφίλ για τις οντότητες που 

περιλαµβάνονται σε µια υπηρεσία  υγειονοµικής περίθαλψης. 

• Κεφάλαιο 4: Περιγράφονται οι προτεινόµενοι µηχανισµοί (π.χ. ∆ηµιουργία του 

προφίλ του υποκειµένου, Ενηµέρωση του προφίλ του υποκειµένου, Ανάθεση 

ρόλου, ∆ηµιουργία προφίλ οµάδας, Ενηµέρωση του προφίλ οµάδας, Χειριστής 

γεγονότων) που είναι ενσωµατωµένοι στο προτεινόµενο σύστηµα διαχείρισης 

προφίλ. Οι προτεινόµενοι µηχανισµοί είναι ενσωµατωµένοι στη ETSI / Parlay 

αρχιτεκτονική. 

• Κεφάλαιο 5: Προτείνεται το σύστηµα διαχείρισης των προφίλ και αναλύονται η 

δοµή και οι λειτουργίες του. 

• Κεφάλαιο 6: Προτείνονται ο σχεδιασµός αρχείων έξυπνων καρτών για την 

υποστήριξη της πρόσβασης στα προφίλ και η λειτουργία του προτεινόµενου 

συστήµατος διαχείρισης των προφίλ. 

• Κεφάλαιο 7: Προτείνεται η διαχείριση του «προφίλ οµάδας». Aναλύονται η δοµή 

του προφίλ της οµάδας και το σύστηµα που υποστηρίζει τη δηµιουργία του. 

Επιπλέον, αναλύονται η εφαρµοζόµενη µεθοδολογία για την επιλογή των 

υποκειµένων που συµµετέχουν στην οµάδα, η µεθοδολογία για το συγχρονισµό 

τους και οι ρόλοι τους. 
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• Κεφάλαιο 8: Παρουσιάζεται η αρχιτεκτονική του προτεινόµενου συστήµατος 

διαχείρισης προφίλ και περιγράφονται οι απαραίτητοι µηχανισµοί µέσα στο 

σύστηµα για να επιτευχθεί η δηµιουργία των εξατοµικευµένων υπηρεσιών UH. 

• Κεφάλαιο 9: Παρουσιάζεται ένα πρωτότυπο της υλοποίησης του συστήµατος 

διαχείρισης προφίλ και η αξιολόγησή της. 

• Κεφάλαιο 10: Παρουσιάζονται οι µελλοντικές ερευνητικές κατευθύνσεις αυτής 

της διατριβής. 

• Κεφάλαιο 11: Παρουσιάζονται τα συµπεράσµατα της διατριβής. Ειδικότερα, 

παρουσιάζεται µια σύνοψη της διατριβής και στη συνέχεια αναλύονται τα 

καινοτόµα ερευνητικά της αποτελέσµατα. 

• ∆ηµοσιεύσεις και παραποµπές: ∆ίνεται κατάλογος µε τις επιστηµονικές 

δηµοσιεύσεις που έχουν παραχθεί στα πλαίσια αυτής της διατριβής. Επιπρόσθετα, 

δίνεται κατάλογος µε τις αναφορές που έχουν γίνει στις δηµοσιεύσεις της 

παρούσας διατριβής από εργασίες άλλων ερευνητών. 

• Παραρτήµατα: Παρουσιάζονται κάποια εξειδικευµένα τµήµατα της διατριβής, 

όπως ο αλγόριθµος που εφαρµόστηκε, η οντολογία των µηχανισµών που 

χρησιµοποιήθηκε, καθώς επίσης και αποσπασµατική περιγραφή του κώδικα για 

το πρωτότυπο της εφαρµογής. 
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CHAPTER 2  

PERSONALIZED HEALTHCARE SERVICES 

IN A UBIQUITOUS HEALTHCARE 

ENVIRONMENT 

2.1 Introduction 

Healthcare services are designed for enabling the provision of medical care to the 

patients. The traditional healthcare services are based on the doctor-centric paradigm. 

Essentially, they enable healthcare providers to assess patients' health status based on 

information derived from medical examination and information stored in patient's 

electronic Medical Health Records (eMHRs) [1]. Hence, it is crucial for patient's 

health data to be digitalized and organized in such a way allowing their exploitation 

by the healthcare provider at a later point of time [2]. The doctor-centric healthcare 

services enhance healthcare providers' diagnosing skills and enable them to give 

patients accurate treatment directions aiming to their earlier and safer de-

hospitalization. 

However, patients suffering from chronic diseases require healthcare services for 

prevention of emergent events before they become life-threatening. The diagnostic 

and treating nature of doctor-centric healthcare cannot satisfy this requirement. 

Additionally, the doctor-centric paradigm fails to accomplish the rising demand for 

the provision of low cost healthcare services to different population groups [3]. These 

deficiencies have generated the need for adopting a different type of healthcare 

services in which the patient is the core entity. Consequently, the doctor-centric 

paradigm shifted to the patient-centric paradigm. 

Establishing patient's normal and productive life constitutes the main objective of the 

patient-centric paradigm. To achieve that, the deterioration of patient’s health 

condition should always be prevented. This requirement implies the provision of 

personalized healthcare services to the patient at the right time, right place and right 

manner without temporal and spatial limitations [4]. The continuous and uninterrupted 

provision of healthcare services is achieved via ubiquitous computing and networking 

technology. 



 48

In addition, the personalization of healthcare services is achieved by exploiting the 

profiles of the subjects that participate in the healthcare service (e.g. patient, doctor, 

nurse) incorporating their preferences and interests as well as their contextual and bio 

information. Finally, in the context of patient-centric paradigm, the notion of context-

awareness is required, since contextual information is essential for deployment of 

personalized healthcare services. 

2.2 Personalized Healthcare Services 

The patient is considered to be the core entity of healthcare environment. As depicted 

in Figure 1 [6], the healthcare environment is composed by diverse collaborating 

entities required for the provision of personalized healthcare services to the patient. 

Essentially, the health status of patient constitutes the cornerstone of any model for 

the inception of the provision of personalized healthcare services [5].  

 

 

 

Figure 1: Healthcare Environment in Patient-Centric Paradigm [6] 

 

As defined in [6], the entities included into the healthcare environment are: 

• Subjects: The patient as well as a number of individuals serving pre-defined roles 

during the execution of the service. Each participating individual of the group for 

each case is referred as healthcare provider. Each healthcare provider may take 

either the role of the medical professional (e.g. doctors, nurses) or the role of the 

caregiver (e.g. relatives, volunteers). Each role defines the specific contribution of 

a subject on the provision of required personalized healthcare services. 

• Objects: ICT (Information and Communications Technology) components 

deployed around the subjects. They consist of bio-sensors, context-aware sensors, 
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GPS, mobile terminals, etc. They also yield the complementary information 

required for the real-time provision of personalized healthcare services.  

• Operational Domains: Places, where the personalized healthcare services are 

provided. These domains are distinguished into patient's personal space (e.g. 

homes, offices, vehicles) or medical units (e.g. healthcare centers, pharmacies 

etc). 

The deployment of personalized healthcare services exploits information stored in the 

patient's profile and the profiles of any subject that participate in the provision of 

healthcare service for the patient (Figure 2) [71]. If this information is related to real-

time acquired context information (e.g. temperature, geoposition, etc) then the service 

is characterized as “Context-Aware”. On the other hand, when the patient's context 

data are acquired anytime and anyplace, the development of ubiquitous personalized 

healthcare services is enhanced.  

 

 

 

Figure 2: Main Features of Personalized Healthcare Services [71] 

 

Each subject is represented by a dedicated profile including his/her own attributes and 

properties. Especially, the patient’s profile stores all information required for 

personalization of healthcare services, such as the current health status, prevailing 

environmental situations, lists with preferred participants to his/her healthcare 

treatment, carrying device's capabilities, etc. The profiles of the other subjects contain 

information determining their capability, preferences and willingness to participate in 

the provision of personalized healthcare services for the patient. For instance, doctor's 

profile may include information regarding his/her availability for providing healthcare 

service.  

Context-awareness is an enabling technology for personalized healthcare services; 

context-awareness is an indispensable feature of personalized healthcare services 

because it allows their customization [7]. A personalized healthcare system cannot 

make the right decision for the patient’s treatment without the appropriate contextual 

information. Usually, contextual information is captured by sensors.  

Ubiquitous computing is a new technology paradigm incorporating distributed 

computing and mobile computing. The main objective of ubiquitous computing 

paradigm is to bridge the gap between virtual world and physical world integrating 
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information and communication technologies seamlessly in people’s daily lives 

(physical world). Ubiquitous computing is crucial for the personalized healthcare 

services in order to be provided to anyone, anytime and anywhere without location 

and time constraints [8]. 

Personalization applied on both proactive and reactive services requires the 

integration of services provided by different healthcare providers for satisfying 

patients’ needs and preferences. This integration implies the orchestration of different 

healthcare providers in a treatment scheme with predefined roles delivering the 

treatment plan [6]. The selection of appropriate healthcare providers for the adoption 

of the predefined roles in the treatment scheme is a personalized procedure based on 

the patient's preferences and current needs. 

2.2.1 Context and Context-awareness in healthcare services 

2.2.1.1 An overview of context 

The concept of context intersects with a diverse range of research areas such as 

artificial intelligence, (ontology) and knowledge representation. Its definition is more 

likely to change according to the application domain and related purposes. According 

to Dey and Abowd [72], context is any information that can be used to characterize 

the situation of an entity (in our case the entity is the patient). This definition indicates 

a very general attitude towards context that can be applied to a wide field of intended 

application environments. 

Several classifications of the notion context have been proposed from different 

research groups. According to Kunze et al. [73], the context can be classified into 

low-level context and high-level context. The term low-level context represents the 

information that can be directly sensed by sensors while high-level context refers to 

the context information derived from the combination of different information sources. 

Panagiotakopoulos et al. [74] indicated active context as a third context type for this 

classification. Active context refers to an instance of a context when it is adapted to a 

certain environment at a certain moment in time. Another classification can be into 

primary and secondary context types. The primary context types are the types of 

contextual information that are identified as more important than others due to 

practical reasons. For example, these primary context types can be location, identity, 

activity and time [75]. The secondary context is that information that can be derived 

from the primary one but itself is not a part of it (e.g. spatial indexes if location is a 

primary context). 

According to the domain context-awareness is applied, different context parameters 

are considered to be of great importance. For example, in the advertisement paradigm, 

mood, location, time and lifestyle information are considered to be some of the main 

context elements to deliver the advertisement respective services while in the mobile 

communications paradigm, location, speed, velocity, direction and network resource 

requirements are fundamental for service provisioning. In healthcare, what matters is 

the patient context. It is significant to categorize it in order to provide structured and 

organized processing methods. Following the context categorization introduced by the 

Wireless World Research Forum, Working Group 2, [76] a generic classification of a 

patient context is considered comprising of the following context notions: identity 
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context, spatial context, environment context, temporal context, activity context, 

device context and social context [77]. 

The first thing to be done in every context-aware healthcare service/application is to 

define the aspects of the context knowledge that are necessary. For example, in the 

cardiological paradigm, social context is of minor importance, but in the psychology 

paradigm is fundamental. It must also be mentioned that some of the context 

parameters are quite static such as demographic data while the most of them are rather 

dynamic such as location and time. 

The patient context is useful in three cases: presentation of information and medical 

services to a patient, execution of the medical service and tagging of context to 

information for later retrieval. Hence, acquisition of such context information can be 

profitably exploited by a context-aware system basically for the three objectives. In a 

proactive manner, the system could provide prediction of potential critical episodes 

along with feedback to the patients regarding the actions they should perform in order 

to avoid them. In a reactive manner, it could alert authorized persons of evolving 

critical patients. Finally, context data could be stored in a database, so that context 

history is maintained for future processing. 

2.2.1.2 Context Modeling 

In order to describe context in a semantic level and get to understand how the 

structuring of context should be, we need to model it. Context modeling is a key 

feature in context-aware systems; it provides context in a structured form for the 

development of intelligent services, where information is situation dependent. The 

role of context modeling is to describe the relationship between the vocabulary and 

the concept of knowledge in a domain. It should provide application adaptability, 

resource awareness, mobile service, semantic service adaptability, code generation 

and context aware interfaces [78]. 

2.2.1.3 Context Reasoning 

Context reasoning has two aspects: checking the consistency of context and 

converting low-level explicit context to high-level implicit context [79]. The low-level 

or preliminary context is the context obtained by directly measured values. In order to 

array loose pieces of information provided by the low level contexts so that they can 

be used in healthcare services a conversion, in a semantic level, from low level 

contexts to high level contexts must be performed. This is achieved through reasoning 

processes which are based on the implemented context model. This low-level context 

should be converted into high level context in order to be used in the healthcare 

services according to the context model and the inference mechanism. Context 

reasoning is the part of system that enables service personalization (i.e. specific 

actions performed over identified contexts) which will be the subject of the next 

section. 

2.2.1.4 Context-aware healthcare services 

The emergence of context awareness and its implementation in the domain of 

healthcare has: a) improved the quality level of the already existed services, and b) 

enhanced the creation of several new healthcare services. A generic classification of 

context aware services consists of two parts: 



 52

• Proactive services aiming at an early diagnosis and prediction of potential critical 

episodes providing motivational feedback to the patients. 

• Reactive services through which authorized subjects are alerted in case of 

involving emergency situations. 

In a more detailed view, context-awareness in conjunction with advanced ICT 

technologies offer a wide range of services and applications. The most important 

classes of them are the following: 

• Tele-monitoring services: self or persistent assessment of patient condition and 

provision of feedback to authorized persons. 

• Self care services: assist patients by identifying and changing the harmful and 

unhelpful habits/attitudes that strengthen their disorders. These services provide 

real time and situation dependent guidance and support. 

• Notification services: provide healthcare suggestions such as a healthy lifestyle, 

diet and exercise. These services are commonly called reminders as they remind 

patients of specific actions that must be taken in a periodical basis. 

• Emergency treatment services: through which authorized persons are alerted and 

either real time communication between them and patients is established or 

emergency actions are performed. 

• Archiving: for medical history or further processing purposes. 

The aforementioned classes of services offered by the implementation of context-

aware technology in combination with many other services (such as pervasive access 

to medical records) create new powerful classes of healthcare services both for 

patients and medical experts. 

2.2.2 Ubiquitous Technology in Healthcare Services 

2.2.2.1 Ubiquitous Computing 

According to M. Weiser [9], one of the first who introduced the term ubiquitous 

computing, the most profound technologies are those that disappear under the 

background of the human context. Such a disappearance is a fundamental 

consequence not only on technology but on human psychology. The main concept of 

ubiquitous computing is that while users will interface with services, the computing 

hardware and software will be transparent [10]. The realization of this concept will be 

supported with the use of multiple devices, either mobile or embedded in almost every 

type of physical space and device that people interact with (e.g. homes, offices, cars, 

tools, appliances, clothing and various consumer goods); all communicating through 

increasingly interconnected networks. The functionality is not based on each device 

separately but on the interaction of all of them. The objective is that devices fit the 

human environment instead of demanding from humans to enter theirs [9]. This is 

succeeded by providing relevant information in the right form, at the time and place it 

is needed. This is the key to customized and personalized information systems that 

remain invisible until needed [11].  

Ubiquitous computing is considered to be the integration of mobile computing and 

pervasive computing [12]. Mobile computing expands user’s capability to be 



 53

productive and communicate independently of the location of the device. The flaw of 

mobile computing is that computing device cannot, seamlessly and flexibly, obtain 

information about the context and adjust to it accordingly. This deficiency is covered 

by pervasive computing which is an area of computing devices which are embedded 

in the natural environment and interact with it. Figure 3 depicts the difference 

between ubiquitous and pervasive computing [12]: 

 

 

 

Figure 3: Difference between ubiquitous and pervasive computing [12] 

Several umbrella projects in leading technological organizations have already worked 

on and are still exploring ubiquitous computing. Xerox’s Palo Alto Research Center 

(PARC), for example, has been working on pervasive computing applications since 

the 1980s. Carnegie Mellon University’s Human Computer Interaction Institute 

(HCII) is working on similar research in their Project Aura, whose stated goal is “to 

provide each user with an invisible halo of computing and information services that 

persists regardless of location.” The Massachusetts Institute of Technology (MIT) has 

a project called Oxygen. MIT named their project after that substance because they 

envision a future of ubiquitous computing devices as freely available and easily 

accessible as oxygen is today [13]. 

Observing all these projects that have been developed, an inference could be 

expressed with certainty: the realization of ubiquitous computing requires the 

collaboration of many ICT areas. Its implementation depends on several factors such 

as [9, 11, 14, 15, 16]: 

• Specific application devices (smaller, lower power processors); 

• Physical and cognitive embedded systems; 

• Ubiquitous connectivity; 

• Interoperability (seamless networks, self-configuring); 

• Intelligent systems including sensor networks, context awareness, data handling; 
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• Security and reliability. 

2.2.2.1.1 Fundamental characteristics of ubiquitous networking 

According to ITU-T Y.2002, fundamental characteristics of ubiquitous networking are 

as follows [17]: 

IP connectivity: IP connectivity will allow objects involved in ubiquitous networking 

to communicate with each other within a network and/or when objects have to be 

reachable from outside their network.  

Personalization: Personalization will allow to meet the user's needs and to improve 

the user's service experience since delivering appropriate contents and services to the 

user. User satisfaction is motivated by the recognition that a user has needs, and 

meeting them successfully is likely to lead to a satisfying client-customer relationship 

and re-use of the services offered. 

Intelligence: Numerous network requirements in terms of data handling and 

processing capabilities will emerge. Making these capabilities available for use by 

business and assisting this business in terms of efficiency and timing decision making 

is very important. Intelligence which enables network capabilities to provide user-

centric and context-aware service is therefore essential.  

Tagging objects: Radio frequency identifier (RFID) is one of tag-based solutions for 

enabling real-time identification and tracking of objects. Tag-based solutions on 

ubiquitous environment will allow to get and retrieve information of objects from 

anywhere through the network. As active tags have networking capabilities, a large 

number of tags will need network addresses for communications. As IP technology 

will be used for ubiquitous networking, it is essential to develop mapping solutions 

between tag-based objects (e.g., RFIDs) and IP addresses. 

Smart devices: Sensor devices which enable detection of environmental status and 

sensory information can utilize networking functionalities to enable interconnection 

between very small devices, the so-called 'smart dusts'. Specific environments such as 

homes, vehicles, and buildings will also require adaptive smart devices. 

2.2.2.1.2 "Ubiquitous networking" communication types 

A distinction is made between the following types of users in ubiquitous networking: 

“persons” (using attached devices such as PC, PDA, mobile phones) and “objects” 

(such as remote monitoring and information devices, contents) as depicted in Figure 4 

[17]. 

Ubiquitous networking aims to provide seamless communications between persons, 

between objects as well as between persons and objects while they move from one 

location to another. 

As shown in Figure 4, ubiquitous networking supports three types of communication 

transactions [17]: 

• person-to-person communication: persons communicate with each other using 

attached devices (e.g., mobile phone, PC); 

• person-to-object communication: persons communicate with a device in order to 

get specific information (e.g., IPTV content, file transfer); 



 55

• object-to-object communication: an object delivers information (e.g., sensor 

related information) to another object with or without the involvement of persons. 

 

Figure 4: Ubiquitous Networking Communication types [17] 

2.2.2.2 Ubiquitous Computing in Healthcare 

The information technology and more specifically the ubiquitous computing 

technology [16] can be used to significantly eliminate all the thorny issues that exist 

in the healthcare domain. The wide scale deployment of wireless networks will 

improve the communication among patients, physicians and other healthcare workers 

and healthcare service providers [18]. A ubiquitous environment enables the delivery 

of accurate medical information anytime, anywhere, thereby reducing medical errors 

and improving access to medical information. Its implementation eventually reduces 

the long-term costs and improves quality of service of already existing medical 

services while offering a set of new services tailored to the preferences of each patient 

[19]. 

Users of ubiquitous computing systems in the healthcare domain are frequently on the 

move while at the same time relying increasingly on centralized computerized 

information. They are most likely to use different points of access such as PDAs, 

laptops or PCs to solve a given task [14]. These points of access collect information 

provided by diverse sensing devices and transmit it to the central provider’s premises 

for further evaluation, processing and storage. Depending on the capabilities of the 

access device, an initial processing and interpretation of the collected information 

might take place as well. 

The function of this system requires the seamless integration between the different 

devices, both mobile and stationary terminals, that comprise the system as a whole. 

The enabling technology for such communication systems is the “context-aware 
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technology” which emerged as key technology to realize ubiquitous computing. 

Exploiting information provided through sensors, it has the potential to facilitate 

applications that are aware of their environment to adapt to the current context 

according to the preferences of the user. 

There is a wide range of services that can be offered to patients and physicians 

depending on application. The most important are: mobile telemedicine, patient 

monitoring, location-based medical services, emergency response and management, 

pervasive access to medical data, personalized monitoring and lifestyle incentive 

management [19]. 

Several frameworks have been developed aiming at realizing ubiquitous computing 

and addressing different application domains of medicine such as pathology, 

cardiology and psychology. Such a framework is the Arrhythmia Monitoring System 

(AMS) which is a working wireless telemetry system test bed developed at NASA and 

Case Western Reserve University’s Heart & Vascular Center. AMS collects real-time 

ECG signals from mobile or homebound patients, combines GPS location data, and 

transmits both to a remote station for display and monitoring. The end-to-end system 

architecture is described below. The wearable server is a small data collection and 

communication device the patient wears on that transmits signals to a central server 

sitting in close proximity to the patient. The central server performs several functions, 

including data compression, location awareness via GPS signals, and rudimentary 

arrhythmia detection. It also serves as a wireless gateway to a long-distance cellular 

communication network. Data is routed over the Internet to the call center, where 

medical professionals monitor the ECG signal and respond to alerts [20]. 

According to many researches existing in the literature, there are many issues that 

must be undertaken so that the applications of ubiquitous computing will be efficient, 

effective and commercially accepted. For example, applications or services of 

ubiquitous computing must be minimally intrusive. In other words, they have to 

provide the appropriate information, in the right form, at the time and place it is 

needed. Furthermore, ubiquitous networking provides ubiquitous access to central 

information services but this has to be achieved with low power consumption and 

ensuring of a high level security [16]. Privacy and security are two important issues in 

the healthcare domain. Healthcare information should be available anytime, anywhere, 

but only to authorized persons. This information could be abused, for instance, by 

insurance companies in refusing coverage for people with poor health or by other 

corporations with similar profits [19]. Thus, there should be clear and strict guidelines 

and control on who can access such data. 

2.2.3 Application domains of Ubiquitous Context-aware Healthcare 

services 

The healthcare services can be divided into three major application domains where 

ubiquitous computing is employed. The first domain focuses on the professional 

environments, such as hospitals, regional health centers and private nursing homes, 

where ubiquitous computing is mostly used to serve medical experts. The second 

domain focuses on home-based health provision where healthcare services are patient-

oriented, while the third application domain focuses on those patients that want or 

need to be constantly monitored while keeping their mobility. 



 57

2.2.3.1 Professional healthcare environments 

A fundamental application area of ubiquitous context-aware technology is 

professional healthcare environments. Even if it is difficult to predict the operation 

that future hospital will have, this new technology supports a new way of envisaging 

its function, which will be deeply different from the current one. Healthcare work, for 

instance, in hospitals, is typically characterized by very complex and specialized 

procedures in which technology may contribute to achieve better performance, 

reduction of errors made in health status estimating, treatment of patients and 

reduction of economical costs [14]. Another significant issue constitutes the 

cooperation between health care professionals which represents a large part of their 

activity. This cooperation is indispensable but a problem with transmission of 

information between them still induces breakdowns in communication [21]. This 

operational void provokes rare but serious errors which can even become fatal and 

obviously exist in all hospitals [22]. However, the advent of context-awareness in 

current technologies in combination with new mobile tools and communication 

abilities will help health care professionals to manage their tasks while increasing the 

quality of patient care [23]. 

There are several systems that have been developed in order to support the activity of 

healthcare workers and to improve patient’s care. In some medical systems, doctors 

can review and update the patient’s medical record from any location using a 

handheld device [19]. This facility eliminates the need for time-consuming and errors 

associated with handwritten instructions. Depending on the infrastructure, there is the 

ability to transmit critical information about the patient’s status transferred to a 

hospital before they arrive. This allows the specialists to prepare the patient’s 

treatment or even provide immediate instructions for treatment if it is necessary. In 

addition, the system could obtain real-time traffic information from wireless networks 

to efficiently route the emergency vehicles to victims and then to the closest available 

hospital [19]. Moreover, with remote monitoring patients that are no longer in danger 

can be transferred earlier to other units within a hospital, allowing the medical staff to 

handle other more urgent cases. This new concept of function limits the healthcare 

cost and improves the overall quality of service. 

Some hospital-based prototypes have already been developed for this particular 

domain. Major context-aware systems applied to professional healthcare 

environments are: 

• In Denmark [24, 25], in the center of Pervasive Health care the proposed 

prototype includes a context-aware hospital bed with an incorporated display 

ready for use both from the patient and the clinicians according to their needs. 

This bed is “intelligent” enough to know who is using it and what surrounds it 

(person or object). This system also includes a context-aware pill container that is 

aware of the patient and a context-aware Electronic Patient Record. The bed 

displays information according to the context it conceives. 

• The University of Cambridge, in UK [26], has developed a prototype which 

allows the localization of a team member and initiates an audio-video conference 

from the nearest point with clinicians who are notified of the call through an 

active badge that they carry. 

• In CICESE, in Mexico [27], the idea of the project is the extension of instant 

messaging to add context-awareness as part of the message. This function is 
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incorporated in handheld devices which provide information on clinical patient 

record. 

• MobileWARD [28] developed in Aalborg, in Denmark is a prototype designed to 

support the morning procedure tasks while roaming in hospital ward, and is able 

to display patient lists and patient’s information according to the context. This 

handheld device presents information depending on the location of the nurse and 

the time of the day. 

• CAMMD [29] is an agent-based architectural solution which stands for Context-

Aware Mobile Medical Devices. This framework facilitates the proactive 

communication of patient records to a portable device based upon the active 

context of its medical practitioner. 

Most projects do not use a structured context model and this is probably observed due 

to the fact that the services to be delivered require rather few context parameters to be 

realized. For example, MobileWARD exploits information regarding location, time 

and identity of surrounding people while “The Hospital of the future” prototype 

exploits information of location and surrounding objects and people. 

All these prototypes deliver medical expert related services and thus are not providing 

any type of direct services to the patients. The main objective is to relieve medical 

practitioners from the burden of their work by replacing traditional paper based 

information retrieval with the computer aid information access. Furthermore, they 

address one crucial problem that medical practitioners face while conducting their 

everyday activities. That is the limited information access while being away from 

their offices and more specifically the insufficient information access at the points of 

care. Finally, they provide information related to location and time decreasing the 

amount of information that the medical staff has to process. For instance, 

MobileWARD provides medical staff the capability of accessing information while on 

the move regarding only the very specific patients lying in a specific location (e.g. 

ward) at a certain point in time. 

However, even if much investigation has already been carried out in this domain, 

there are specific features “unique” to the rhythm of health care work (particularly in 

hospitals) that will have yet to be explored to a sufficient level of granularity [30, 31]. 

It is significant for designers to focus on the usability of the developed prototype and 

not only on its innovation. The technology should be adapted to the medical staff’s 

way of working instead forcing the medical staff to understand and adapt to the new 

technology. For that reason, before the release and during the design of such systems 

usability and interaction evaluations should be executed. 

2.2.3.2 Home-based health provision 

The increased life expectancy and the decreasing birth rates in most of the developed 

countries result in an increasingly aging population and have created amplified needs 

for health treatment. Simultaneously, chronic diseases have become often 

phenomenon in the current societies. Until recently, the ability to live independently 

in home required either good physical and mental health or such an economical 

comfort that would allow the patient to be cared at home [32]. However, with the 

advent of ubiquitous computing and the use of context-aware technology at home, 

health monitoring will be shifted to a more proactive function. This addresses a 

general concept of maintaining the wellness of society or improving the general health 
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of society. Healthcare services are provided to people that are not necessarily ill but 

are already well and want to stay that way by following specific diet, nutrition, 

lifestyle and exercise. Such homes are called Smart Homes; the underlying 

technology within the Smart Home environment comprises of three main components 

[33]: communications, computing and user interfaces. 

In a typical scenario of a Smart Home which supports health monitoring systems, the 

house is equipped with several sensors placed in everyday appliances, like the fridge, 

cooker or the door and can send information to healthcare providers. There are 

sensors for monitoring risk situations (e.g. fire alarms, smoke alarms, anti-burglar 

alarm), for monitoring activities (e.g. movement detectors, specialized tags, cooker 

sensors, water sensors) and non-intrusive biosensors for monitoring some health 

parameters which will facilitate the medical management [34]. It has both internal and 

external networks which allow the interaction and remote control of systems as well 

as the access to services and information databases. This technology is discreetly 

positioned in the home environment and may unobtrusively gather information 

relating to the general activity and either alter the environmental context or inform the 

care providers. The implementation of such technologies will support long-term care 

service provision while enabling cost savings and effective resource management (i.e. 

doctors, biomedical instruments). 

The services [35] that can be provided are classified into three categories: a) services 

for emergency detection and management, b) user assistance services such as taking 

medication, monitoring vital signs and c) services which enable better life quality. 

These services are supposed to improve the quality life of both patients and their 

relatives who possibly would be obliged to limit their daily activities and terminate 

their social lives for a period [29]. The delivery of an extensible and effective set of 

care services which allow patients to be assisted at home in a familiar environment 

depends strongly on the collaboration of all the involved people (patient, family and 

especially health care providers). 

Several researches and projects have been developed in this field from many 

institutions. One of the first relevant trials is the Aware Home Initiative developed in 

the Georgia Institute of Technology where the main objectives have been to gain 

awareness of inhabitant activities and to enable services for maintaining independence 

and quality of life for an ageing population [36]. Another contribution is the 

INHOME project [37] which aims at providing means for improving the quality of 

life of elderly people at home by developing technologies for managing their domestic 

environment and enhancing their autonomy and safety at home. Various examples 

exist in the field of assistive technologies and home-based health monitoring systems: 

Vivago® is an alarm system which provides long-term user activity monitoring and 

alarm notification [38]; the CareMedia system [39] uses multimedia information to 

track user activities. 

All these approaches aiming at a home-based healthcare provision, illustrate a group 

of objectives. Some of the most important are: the improvement of health and well-

being, social support, provision of a better quality of life, reinforcement of 

independent living and establishment of a well defined and efficient care model. 

While some of these objectives are addressed to a satisfactory level, many problems 

have to be overcome so that a home care framework can be effectively and efficiently 

implemented in real world situations. 
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A first issue that needs to be addressed is the lack of cooperation between the different 

stakeholders towards establishing a widely accepted care model. Furthermore, there is 

a gap between emerging home-based care solutions, needs and requirements of 

patients and healthcare providers. The designers should deeply study and understand 

the human behavior that they intend to complement in order to be productive. Another 

significant issue is interoperability between hardware and software vendors as well as 

between them and the service providers. Interoperability problems are often met even 

among diverse health care providers. In addition, the sensing devices should be 

designed as simple as the appliances people use in their daily lives and be seamlessly 

integrated to the existing home environment so as to be usable. Finally, the way the 

content of services is delivered to the home sustained patients must be non-invasive 

and be adapted to the patient’s context not interrupting his everyday life flow at any 

occasion. 

2.2.3.3 Patient monitoring systems 

There is a considerable amount of people, suffering of some kind of disorder or not, 

that need to be more interactive and more conscious of their own health condition [40] 

in a daily basis without limiting their mobility and independency. In some occasions a 

continuous monitoring of a patient’s health condition is required so as to provide 

immediate care in case of a critical episode. Some indicating examples are 

cardiological disorders, epileptic patients and pregnants. Consequently, there is a need 

for a new technology based on context and mobility support, a technology different 

for the one used in desktop environments. In order to address this need, wearable 

systems have been developed. These systems combine the advances of 

telecommunication, microelectronics and information technology [41]. Such 

innovative systems are able to provide improved health care to individuals while their 

continuous communication to a monitoring clinical center inspires safety to them. 

A wearable context-aware system for ubiquitous healthcare consists of three parts: 

wearable sensor systems, wearable computers and communication modules. In 

general, several sensors transmit the measured physiological and context data over a 

body area network (BAN) to a computing unit (e.g. a PDA), which fuses the sensor 

data out of them, estimates the health status and communicates with the surrounding 

networks. 

Kang et al. [42] proposed a wearable context-aware system, where the wearable 

systems are connected to wearable computers via Bluetooth or Zigbee communication. 

The measured bio-signals are transmitted to wearable computers and processed into 

preliminary contexts. The wearable computer processes the gathered data into a 

context. The preliminary context can be converted to higher level context by 

reasoning engine or other methods that will be studied in detail in section “Context 

Reasoning”. The wearable context-aware system is connected with service providers 

via a network, and ubiquitous healthcare services are provided via some service 

provision mechanisms. 

The services that may be delivered are classified into two categories [42]: local 

services and remote services. The local services are provided to users by the wearable 

computer which is located in the personal area network according to the identified 

contexts whereas remote services are provided by remote servers operated by service 

providers. In this case, the contexts that are needed for the remote services should be 
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transferred via the wide area network from the wearable computer to the remote 

servers. 

Obviously, to ensure patient mobility, attention has to be paid in the design of the vital 

sensors and the wearable computer which functions as a base station. Designers 

should consider body placement, human movement, weight, size and other similar 

constraints. However, a significant problem designers have to deal with is the power 

supply. With the rapidly increasing performance of processors, memories and other 

components, the power consumption of sensors is also rising. Therefore, low power 

consumption is the major design constraint for wearable system environment [16]. 

Several research teams are working in this field. Basically, experimental solutions 

have been proposed and a lot of effort is yet needed in order to realize wearable 

context aware systems in real world situations. 

2.2.4 Ubiquitous Healthcare using the Cloud Computing Technology 

The cloud computing technology is a paradigm that enables ubiquitous, convenient, 

on-demand network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) which are rapidly provisioned 

and released with minimal management effort or service provider interaction. Several 

platforms have been proposed that focus on cloud computing implemented in the 

healthcare domain.  

MoCAsH [80] is an infrastructure for assistive healthcare. It inherits the advantages of 

cloud computing and embraces concepts of mobile sensing, active sensor records, and 

collaborative planning.  

The work [81] proposes a system designed and implemented using the cloud 

computing platform to provide a long term offsite medical image archive solution.  

In [82], a solution is proposed to automate the existing processes for patients' vital 

data collection that requires a great deal of labor work to collect input and analyzes 

the information. This work is also based on the concepts of utility computing and 

wireless sensor networks. The information becomes available in the “cloud” from 

where it can be processed by expert systems and/or distributed to medical staff.  

In [83], McGregor presents Artemis Cloud, a cloud computing based Software-as-a-

Service and Data-as-a-Service approach for the provision of remote real-time patient 

monitoring and support for clinical research. This research is demonstrated using a 

neonatal intensive care unit case study supporting clinical research for earlier onset 

detection of late onset neonatal sepsis.  

In [84] Yang et al. present a systematic design of an efficient cloud framework for 

wellness self-management devices and services. They have also built a prototype 

system for health services application.  

In [85], the Data Capture and Audio Identification Reference (DACAR) project 

proposes a solution in order to overcome challenges such as service integration, large 

scale deployment, and security, integrity and confidentiality in the development of 

eHealth services.  

The work [86] integrates the active monitoring scheme with the cloud-based 

healthcare platform to provide the UH monitoring service. It investigates the 

approaches of patient monitoring and care under the cloud-based telecare system. By 
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considering the scenarios for fixed and mobile users, the cost-effective health 

promoting methods are proposed and simple experiments are conducted to verify the 

effectiveness of the methods.  

In the work [87], Agarwal et al. discuss an emerging concept of a cloud computing 

based Patient Centric Medical Information System framework that allows various 

authorized users to securely access patient records from various Care Delivery 

Organizations (CDOs), such as hospitals, urgent care centers, doctors’ offices, 

laboratories, imaging centers among others, from any location.  

In [88], the “Dhatri” Pervasive Cloud Based Healthcare Application targets towards 

Healthcare needs specifically for Rural and Deep Rural Areas. Dhatri ‘inherits’ the 

powerful features of a typical Cloud Computing and enables the Pervasive Health-

care Access.  

Finally, in [89] Balboni et al. make analysis and recommendations in order the mobile 

cloud computing technologies to help the growth of the European eHealth Sector. 

2.2.5 Requirements of healthcare services in a ubiquitous 

environment 

Based on [66] and [67], the requirements and challenges for the deployment of 

ubiquitous healthcare services are the following: 

Monitoring and transmission: Patient monitoring can be continuous, alert driven (on 

the detection of an abnormal event) or periodic (at fixed times in a day). Continuous 

monitoring and transmission can provide real-time data for analysis and storage but 

can also lead to an information overload of healthcare professionals and significant 

network traffic. Periodic monitoring and transmission sacrifices the real-time aspect 

for a decrease in network traffic and information overload and is suitable for patients 

under routine supervision. In alert driven monitoring, the patients are continuously 

monitored and the acquired data is analyzed for detection of deterioration health 

condition. Only when deterioration is detected and medical attention is required, an 

alert message is transmitted over the network.  

Reliability of message delivery: Due to the potentially life threatening situations, 

reliability of message delivery to healthcare professionals is the most critical 

requirement of patient monitoring. Routine transmission of signals from a patient can 

tolerate low reliability while emergency messages have the highest reliability 

requirement.  

Reasonable time in message delivery: Any delay in message delivery can have fatal 

consequences. The priority of transmitted messages (emergency or routine) can be 

used to determine the routing of messages by a network to reduce delays, which may 

be substantially impacted by frequency of monitoring, size of message transmitted, bit 

rate, and the number of monitored patients. 

Manageable cognitive load for healthcare professionals: Analyzing continuous 

streams of data from monitored patients and making relevant diagnosis can be an 

arduous task for the healthcare professionals. It can also impact network traffic and 

scalability of the patient monitoring systems. The solution promised by the ubiquitous 

patient monitoring environment is utilization of the computational capabilities of the 

monitoring devices for intelligent analysis and deductions, and alerting the healthcare 

professionals only when an anomaly is detected. The collected information can be 
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accessed by the healthcare professionals (if required) to make informed decisions and 

closely strategize diagnosis, treatments/outcomes, and patient education towards 

prevention of crisis and reducing episodes of preventable hospitalizations. 

Confidentiality, security, and privacy: As healthcare information is being transmitted 

over wireless networks, efforts should be made to keep it confidential and private. 

Privacy entails the right of a user to control the collection and dissemination of 

personal information while security is the protection of user's information from 

unauthorized users.  

Invisibility: One of the most promising concepts of ubiquitous healthcare is providing 

healthcare services pertaining to monitoring, treatment (reminders to take 

medication), prevention and management of diseases in a manner that causes minimal 

distraction and is unobtrusive in nature. The devices/computers promoting ubiquitous 

monitoring should disappear in the background, removing distractions by computers 

such that the patients can continue with their daily activities without being obstructed 

by the computers [13, 39, 62]. 

Proactivity and transparency: Proactivity and transparency refers to the intelligence 

in the ubiquitous healthcare environment which will be able to sense the current intent 

of the patient and proactively take certain actions on behalf of the patient. For 

instance: if the device senses that the patient's ECG has gone beyond a pre specified 

threshold then the intelligence in the device may want to alert the doctor of the 

situation and schedule an appointment as soon as possible along with informing the 

patient of the appointment. But this proactive action should be transparent to the 

patient as far as possible. The proactivity should not become a source of annoyance. 

Context awareness: Context awareness is in synch with proactivity since a patient 

monitoring environment cannot be proactive in assisting a user in decision making 

unless the right context information is available. For instance, if the patient's heart rate 

has gone up then the device must be aware of the context where and when the heart 

rate was high. If the patient was watching an exciting football game which caused the 

heart rate to go up while the vital signs from other sensors were within the normal 

range then the device should be able to detect the context and not send alerts. Context 

information can be recovered from sensors and would essentially contain information 

about who, what, when and where. 

2.3 A survey of Personalization in healthcare systems 

In the previous sections, we have presented how context-awareness and ubiquitous 

technology have been introduced in healthcare systems. In this section, it is exposed 

how the feature of personalization is captured in various projects: 

 

AMON [43, 44] 

This project introduces a portable telemedical monitor providing advanced care and 

alert. The innovation of this project is a wrist worn device that incorporates a number 

of sensors and the appropriate software for online analysis and emergency detection. 

The feature of personalization is detected on algorithms analyzing patient's vital signs, 

taking into account patient's profile (age, gender, fitness and medical history) and 

activity information (aerobic and nonaerobic state). The result of this kind of 

personalized emergency detection is the reduction of false negative or positive alarms. 
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In case an abnormality is detected, data are sent for further analysis and evaluation to 

Management System of Telemonitoring Center. The measured data are compared to 

previous medical results in order the initial diagnosis to be produced. If needed, the 

doctor is alerted for evaluating the initial diagnosis based on patient's profile stored on 

server. The patient's profile includes medical records, such as medical history, 

medications and other personal information like ways to contact the patient.  

 

WEALTHY [45, 46] 

In this project, research focuses on sensors. The goal of this work is the design of a 

wearable healthcare system which enables the simultaneous measuring of multiple 

vital signs and further exportation of needed parameters for alerting incidents 

detection. The introduced personalization in alerting functions enables the delivery of 

targeting set of information. The whole procedure leads to creation of synoptic health 

status tables for each patient which can be used as a basis for development of efficient 

personalized healthcare monitoring and alerting systems.  

 

MediNet [47, 48] 

In MediNet project, the concept of personalization is thoroughly explained and 

defined. The proposed mobile healthcare system provides a personalized self-care 

process to patients suffering from diabetes and cardiovascular disease. The process 

applied in MediNet system has been designed in the spirit of personalization. 

Moreover, patient's vital parameters are analyzed in personalized perspective. Finally, 

patient's interface has been modified in order to accomplish patient's personal 

preferences and needs. As far as personalization in system's process is concerned, it is 

achieved in two levels. The common characteristics of patients having the same 

disease constitute the first level of personalization. The so-called Group Level 

personalization is defined as a macro-form of personalization enabling coarse-grained 

decision based on parameters such as type of disease, sex, age group and severity of 

disease. In a second level, personalization is confined in individual patient's 

characteristics. The Individual Level of personalization constitutes the further refined 

form of, where decisions are made on parameters such as lifestyle, disability, 

socioeconomics position, prognosis, location and daily activities. Furthermore, 

MediNet system personalizes parameters in the dimensions of patient's profile, 

patient's context and location, content and goal of treatment process. Patient's 

interface has been developed in a personalized way as patient's personal 

characteristics, preference and capability are taken into consideration, besides engine's 

recommendations.  

 

HeartCycle [49, 50] 

This project represents a conceptual approach of a Personalized Health System (PHS). 

The proposed PHS system provides professional healthcare at home. The PHS is 

represented through two intervening closed loops corresponding to patient and 

healthcare provider. Essentially, the two closed loops are a patient-oriented platform 

in collaboration with and a healthcare provider-oriented platform. Personalization is 

detected on the provided services, i.e. measurement, detection and prediction, analysis 

and decision, therapy and feedback. The continuous reconfiguration of an optimal 
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treatment plan for each patient is the ultimate expression of personalization in this 

project. HeartCycle system consists of Heart Failure Management, Guide Exercise 

and Assessment subsystems. In these subsystems personalization is expressed through 

the architecture.  

 

SEMPATH [51, 52] 

In this project the concept of personalization is approached as a process of continuous 

estimation of the best treatment scheme being aware of the patient's health status and 

context. The utilized technology to achieve personalization is ontology and rule-based 

techniques.  

 

CHRONIOUS [53, 54] 

Within the context of CHRONIOUS project, an enhanced model-platform was 

designed for forthcoming chronic disease management systems. Besides 

personalization, CHRONIOUS platform captures better the features of context-

awareness and ubiquity. The CHRONIOUS project aims at the establishment of a 

personalized coaching healthcare system. CHRONOUS system advises users on 

adjusting their lifestyle to their health status requirements. In CHRONIOUS system, it 

is defined that the use of profile makes personalization feasible. Profiles’ content is an 

accurate description of patient’s health status. Profiles are used on identification of 

emergent conditions and on suggestion of proper treatment plans. The intelligent part 

of CHONIOUS system, i.e. Smart Assistant Device and Clinical Framework makes 

use of profiles, where vital signs analysis and understanding takes place. In 

CHRONIOUS project, the feature of personalization is enhanced regarding 

therapeutic plans making decisions because vital signs, nutrition habits and drug 

intake are taken into consideration apart from patient’s vital signs.  

 

MiCARE [55] 

MiCARE is a contemporary project meeting the challenges of modern healthcare. 

This project approaches the concept of personalization from a different point of view. 

By definition, personalized services are designed and provided in such a way in order 

to meet user’s current needs and preferences. In MiCARE project, personalization is 

expressed in services, i.e. each personalized service is approached as a different 

integration and orchestration of inherited services over heterogeneous systems. 

However, in the context of MiCARE project, personalization is also expressed 

through the assignment of the roles to the appropriate medical staff given time, 

location and procedure.  

 

Mobihealth [56, 57] 

MobiHealth project attempts to incorporate the features of specialization, 

customization and personalization on the provided healthcare services as these 

features are widely considered as success criteria. Therefore, each provided 

application is targeting to a different group of patients. That is achieved as each 

patient is monitored by sensors specialized for his/her disease and the sensoring data 

are analyzed in a personalized way so as the feedback is provided. To achieve that, in 
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MobiHealth project has been developed a context-aware service platform enabling 

adaptability of service delivery to user's current location, time, activity, preferences 

and needs. In that way, the patient takes a more active role in health process, which is 

the ultimate goal of personalization. The feature of personalization is introduced in the 

proposed platform in order to enhance the scalability of the supported services which 

will cover the needs of niche healthcare cases requiring simultaneous monitoring of 

small number of patient to large scale chronic disease management process.  

 

OLDES [58, 59, 60] 

This project aims to provide elderly people with personalized proactive and 

prospective health services through a proper implementation of tele-monitoring, tele-

assistance, tele-healthcare and tele-medicine. OLDES project addresses the challenge 

of personalization through developing a health and care social platform meeting older 

people (i.e. user), caregiver and social network's needs and preferences. In this project, 

it has been studied the perspective of co-production, i.e. a socially-organized, situated 

driven methodology enabling open interventions of dynamically created multi-agency 

user communities. In order communication and information sharing between care 

agencies to be enhanced an advanced user profiling system, called Knowledge 

Management (KM) is introduced in OLDES platform.  

 

EPI-MEDIDS [61, 62, 63] 

EPI-MEDICS project focuses on the development of a Personal ECG Monitoring 

embedding intelligent decision-making techniques for early detection of cardiac 

events, generation of proper alarm levels and forwarding of alarm messages to 

relevant healthcare providers. EPI-MEDICS is designed to the direction of ubiquitous, 

wearable and personalized healthcare. Decision making EPI-MEDIC system is 

personalized because patient's vital signs are evaluated by taking consideration of 

patient's risk factor stored in patient's health record. Moreover, the fact that the system 

interacts with the patient in order to be aware of his/her symptoms, enhances EPI-

MEDIS system's personalization. EPI-MEDICS' personal monitor is supported by a 

web server where the patient's recorder vital signs, user information, clinical history 

etc. are stored Healthcare provider while attending patient, he/she accesses EPI-

MEDICS web server in order to observe the patient's personal data or to adjust 

decision making criteria of alarm generation. That kind of personalization entered in 

EPI-MEDICS system enables better handling of medium alarms.  

 

MyHeart [64, 65] 

In the context of MyHeart project, a framework for Personal Healthcare Application is 

being developed. In MyHeart project, personalized algorithms that take consideration 

of user's needs, goal and profile provide the appropriate feedback and consequently 

the desired personalized service.  

 

Based on the aforementioned projects, the main objective of the current e-health 

systems is to assist patient on prevention, diagnosis, treatment, and lifestyle 
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management. This enables patients to be more conscious regarding their health status 

without being socially isolated. 

Current e-health systems are multi-state, event-driven platforms providing 

telemedicine services through healthcare applications [6]. The provided services 

aiming at prevention are characterized as proactive and those provided services 

targeting at diagnosis and treatment are characterized as reactive [47]. Thus, 

healthcare monitoring and lifestyle management services under the view of prevention 

from emergent events are considered as proactive services. On the other hand, 

detection of an emergent event and activation of the appropriate treatment plans are 

reactive services. 
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CHAPTER 3  

PROPOSED STRUCTURE OF PROFILES 

3.1 Introduction 

Traditionally, the healthcare provision was based upon the medical information (e.g. 

symptoms, examinations, etc) that was included in the electronic Medical Health 

Record (eMHR). Treatments, demographic, examinations and other medical 

information of each citizen are stored in eMHRs. The eMHR is considered as the core 

component for ubiquitous healthcare systems. However, delivering personalized 

ubiquitous healthcare services requires the dynamic manipulation of various attributes 

that are not included in eMHR. Hence, it is fruitful to organize all these attributes as a 

whole in a dedicated structure called “profile” for all the participating entities in the 

UH service. 

We consider profiles as the main mean for the expression of personalization in 

healthcare services. When no profile is available for an entity, the service behaves in 

the same way as with any other unknown entity: it behaves like a non-personalized 

service. The personalized healthcare service is a service that reflects some features of 

the users in a user model and applies this model to adapt various aspects of the service 

to the user [1]. The personalized service is the result of adding personalization to a 

non personalized behaviour [1]. Hence, the deployment of personalized healthcare 

services is enabled by the use of the profiles of the participating entities that are either 

directly or indirectly related to the patient when an event is detected denoting that 

his/her health condition is critical and a ubiquitous healthcare service should be 

provided [2].  

In this dissertation, we consider that each participating entity is the occupant of a 

profile. We propose a ubiquitous healthcare (UH) environment with specific UH-

entities and a specific profile structure per UH entity.  

3.2 Entities involved in a ubiquitous healthcare 

environment 

In the context of the patient-centric model, patient is the core entity of the UH 

environment as depicted in Figure 5 [2]. 
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Figure 5: UH Environment [2] 

 

We consider that a UH environment should be composed by specific classes of UH 

entities (UH-entities) that could be organized in two main categories, the “subject 

entities” and the “Operational domain entities”. In this dissertation, we also consider 

an Alarm Center (a computerized office) that has the overall responsibility to collect 

alarm messages and activate health monitoring services, whenever the patients are in 

critical situation. 

We present the fundamental classes of UH entities: 

Classes of Subject entities 

• Patient: Receiver of healthcare personalized services in order to support their 

independent living and/or using UH services for the care of their own health and 

wellbeing [3]. The health status of the patient is continuously monitored using real 

time collected contextual and bio information, which is gathered by wearable or 

implanted biosensors as well as by environmental arrays of sensors. Patient is 

considered as a user in the UH domain.  

• Medical professionals: professionals (e.g. clinicians, doctors, pharmacists) 

involved in the assessment of patient’s health condition and delivery of high level 

medical treatment and therapy. They are trained to handle healthcare data and 

information, to recommend or perform treatments and to use healthcare services 

and devices [3]. 

• Formal carers: professionals (e.g. occupational therapist, social worker) providing 

supplementary healthcare services to the patient. A care professional is involved 

in the assessment of patient’s health condition and the delivery of assistance for 

medical services. The care professional will have a qualification that entitles them 

to perform various care roles [3]. 

• Informal carers: trainee persons (e.g. relatives, neighbours, friends or volunteers) 

providing care to the patient. This category provides care in a wide variety of 

situations in a non-professional capacity. They may have a range of competences 

based on depth to little or no training in the health and care issues of the patients 

they are involved with. They also may have training in the use of the healthcare 

services and devices. It is important the information conveyed from ehealth 

devices and services to be presented to them in such a way that they can 

understand [3]. 
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Classes of Operational Domain entities 

• Healthcare Center: The unit where the patients are hospitalized whenever they are 

in critical situation. 

• Living Environment: The residence of patients that guarantees safe and qualified 

living conditions. 

• Workplace: A place that allows patients to work safely through the control of 

critical environmental conditions.  

• Vehicle: The transport means of the patients. 

• Outdoor Environment: The city of residence or the country surrounding the 

patients. 

3.3 Model of UH-domain 

Based on the above UH entities, we have formulated a new model for UH-domain on 

the basis of the following primitives:  

• the entity “patient” is the core UH-entity;  

• UH-domain ensures permanent care to patients, through UH services (UH-

services); 

• a healthcare service is characterized as UH-service, if it is provided everywhere 

and always; 

• a healthcare service is characterized as personalized if it is tailored upon patient’s 

therapeutic and monitoring medical protocols as well as patient’s preferences;  

• the health status of any patient is characterized by discrete states, such as normal, 

crisis, etc. Each state refers to a different range of biosignal values and poses 

determinative considerations upon the type and the way of UH-service provision 

(global or personalised) ; 

• the daily activities of the patients take place in specific environments (living, 

working, outdoor, hospitalization and vehicle);  

• the patients are moving from one environment to another and perceive each 

environment through the collecting contextual information. Note that the 

perception and sense of contextual information differs among patients, due to their 

different health status. For example, the same contextual parameters (humidity, 

noise, temperature, etc) of an office may have different influence on the health 

status of two workers performing the same activities; 

• In this model, the “Alarm Centre” acts as the main information hub. It holds 

extended archives (case records) of the patients, and it is always aware about their 

health status, position and activities. An evaluation mechanism, inside the Alarm 

Centre, processes the acquired data per patient and estimates his/her health status. 

If the status is stable, no action is required. If the status changes towards a more 

precarious state, an alarm is set and a UH-service is activated. Provision of this 

UH-service must be continuous and independent of patient’s environmental 

conditions and activities. 
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The main aim of the Alarm Centre is to ensure the continuous and uninterrupted 

provision of UH-services. This is powerfully tied up with the “healthcare provider”. 

For this reason, beyond the serving patients, the Alarm Centre handles also a pool of 

healthcare providers. A subset of them is always alert and hastens to help, whenever it 

is called by the Alarm Centre. Whenever an alarm is set, the Alarm Centre assess first 

properly the health state of the patient and then activates the appropriate sum of 

healthcare providers. During the provision of the UH-service, each provider plays a 

predetermined role. In this way, during the provision of a UH-service, different 

healthcare providers may be involved, each one playing a different role. 

For instance, we consider a patient who suddenly has a cardiac episode, while he is 

walking in downtown. This change of his health status is signaled to the Alarm 

Centre. According to his case record and his current state, the Alarm Centre sets the 

appropriate monitoring protocol (UH-service) and activates three UH-entities; a 

cardiologist (medical professional) providing remotely medical care, a volunteer 

(formal carer) coming to the aid of patient on the spot and a trainee member of his 

family (informal carer).  

It is obvious that the provision of a UH-service is a case dependent task. By default, 

UH-service balances between the need for fast estimation of the patient’s healthcare 

condition, on one hand, and the fast selection and the high performance of the 

healthcare providers, on the other hand. Per case, the Alarm Centre must be flexible 

for: 

• assessing the collected information (bio/context); 

• monitoring the patient’s health status; 

• choosing, in each case, of the best healthcare providers;  

• accurate description of the healthcare providers’ attributes, such as skills, roles, 

preferences; 

• controlling and synchronizing of all entities involved in the provision of UH. 

The UH-service provision requires the dynamic manipulation of attributes of all UH-

entities being involved in contrast to the traditional healthcare services. For this 

reason in this dissertation, we have set the following fundamentals: 

• each class of UH-entities is characterized by a dedicated profile’s structure; 

• each UH-entity is the occupant of a profile that contains a personalized group of 

attributes, such as identifiers (e.g. capabilities, skills, infrastructure, etc), 

contextual information, groupware rules (e.g. costs, responsibilities, performance 

roles, etc), behavioral descriptors (e.g. preferences, time scheduling, etc), etc; 

• common management tools are used for the creation, modification, and deletion 

of all classes of profiles; 

• common delivering facilities are used for communicating of profiles within the 

UH-domain. 
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3.4 Activation of healthcare services 

Conventionally, the medical staff provides healthcare services based on the patients’ 

eMHR and their current health condition when they are hospitalized in a healthcare 

center. The information recorded in eMHR usually contains patient’s personal 

information (e.g. name, birth date, gender etc.), health history, old medical 

examinations and the medication prescribed.  

In a ubiquitous healthcare environment, we consider that there are events that trigger 

the inception for a UH service to be delivered. These events are related to the 

transition of the patient’s health condition from one state to another. An event can be 

defined as a significant change in specific bio or contextual information captured by 

the corresponding bio or contextual sensors. The events are related to the patient’s 

health condition. The state of the patient’s health condition can be described by 

specific predefined states. 

According to [3], the health condition can be characterized by four main discrete 

states: 

• well: the patient feels well; 

• mild-condition: a condition that does not affect strongly the patient; 

• stronger-condition: a condition that strongly affects the patient; 

• emergency: in emergency. 

These states are depicted in Figure 6. 

 

 

Figure 6: The four main potential states of patient’s health condition and the respective 

transitions from one state to another [3] 

 

At any time, the patient’s healthcare condition can be considered only at one state. 

The estimation of the state is based on two different types of information:  

• Environmental Context that is daily-life contextual information: This information 

category provides the overall context status of patient through: 

� Physical context capturing the physical environmental conditions (e.g. humidity, 

temperature). 

� Temporal context capturing attributes like time, day, month etc. 

� Spatial context providing information such as location, direction and speed. It 

also defines the patient’s social arenas described with a name such as home, 

work and entertainment. 
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• Medical Context that is the real-time acquired and continuous recorded biological 

data. The medical context depicting the physiological state of the patient consists 

of two groups of parameters.  

� The acquired biosignals by biosensors that depict the physiological state (e.g. 

blood pressure, ECG).  

� The self-estimated data explicitly imported by the patient as a subjective 

estimation of his health condition (e.g. pectoral pain, dyspnea). 

Case Study – Medical context for a selected target group 

To determine the required medical context for the provision of healthcare services in 

real conditions, we have considered the medical practice applied in four categories of 

citizens reporting a problem. The first three categories comprise patients with a 

confirmed chronic disorder that requires continuous monitoring i.e. cardiac, 

respiratory and mental disorders (mainly the anxiety ones). The last one concerns 

healthy individuals over forty years old with familial history by virtue of the great 

percentage of sudden death in this age owed to the coronary disease.  

Eight different parameters have been selected that are sufficient to demonstrate the 

minimum functionality required by a healthcare system. Figure 7 presents the 

parameters of the medical context of each of the four categories of patients [4]. 

 

 

Figure 7: Medical Context [4] 

 

The first five parameters are those acquired by biosensors (implanted or wearable): 

blood pressure (BP), heart rate, body temperature, oxygen saturation (SpO2), and 

electrocardiogram (at least 5 lead ECG). The values of these parameters compose 

objective mappings of the real health status of the patient (degree of urgency). These 

mappings allow patient’s healthcare provider and/or Emergency Room to evaluate the 

patient’s health condition and apply the appropriate healthcare services.  
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The last three parameters are explicitly imported by the patients: e.g. dyspnea, 

dizziness and pain (atypical and pectoral). The declaration of dyspnea, dizziness and 

atypical pain are made through simple patient actions. On the other hand, the 

declaration of pectoral pain requires more complex actions from the patient using a 

questionnaire with a scoring system that deduces the probability to be angina 

pectoris); in [5] a net score exceeding 10 is required for a diagnosis of definite angina.  

The eight parameters are presented in figure 7 for the four categories of patients. 

The application of the proposed medical context to certain healthcare systems and its 

performance evaluation requires a long-term effort that goes beyond the time-frame of 

this dissertation. For this reason, we demonstrate the performance through three 

examples: 

• Patient with confirmed coronary disease feels a pectoral pain accompanied with 

dyspnea and sweating. It appears that he has increased BP, tachycardia (110 

pulse/min), decreased oxygen saturation (90%) and elevation of ST segment at his 

ECG.  

Personalized UH service: The expert deduces that the patient has acute myocardial 

infarction (AMI) and directs him to the appropriate hospital in order to undergo a 

primary percutaneous transluminal coronary angioplasty (PTCA). While the 

patient is transferred to the hospital, the expert informs the catheterization 

laboratory of the hospital to save precious time.  

Conventional healthcare service: If there was not the proposed framework, the 

patient would possibly arrive at a hospital without cath lab or even worse without 

coronary care unit. The more the PTCA retards, the more myocardial necrosis 

occurs. 

• Patient has undergone an aortocoronary bypass surgery and takes some 

medication such as b-blockers, aspirin 100mg and ramiprile 25mg. The last 10 

days he has a feeling of pectoral pain when he walks and it appears that he has 75 

pulses/min and BP 155/85 mmHg. He has stable effort angina according to the 

short scoring system. There are no changes at ST of ECG while at rest, whereas 

this alters when he walks and feels the pain. His cardiologist suggests him to walk 

less for a while and improves the medication in order to have a heart rate 55-60 

pulses/min and a BP below 130/80mmHg. After a week the patient returns to his 

daily activity without having this pectoral pain and an exercise test is arranged. 

• Patient, 77 years old, has episodes of dizziness and today he had an event of loss 

of his consciousness. It appears that his BP is 160/70 mmHg, he has bradycardia 

(35 pulses/min) and a third degree atrioventricular block. The expert, studying his 

xEMR, predicates that he should be transferred to a hospital with capability of 

pacemaker implantation. 

3.5 Definition of profile 

A profile contains all these attributes that characterize the status and the behavior of a 

UH entity in such a form that could be used by a system in order to deliver the 

required behaviours [3]. The use of profiles is essential whenever the UH entities 

want to have the behaviour of devices or services tailored to their requirements (e.g. 

preferences, needs). The profile will be used for: 
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• storing information, preferences and rules; 

• making the information and preferences available to services/devices and also to 

other appropriate UH entities. 

UH entities require the data to be stored in a secure manner with UH entity’s agreed 

levels of privacy applied to the availability and distribution of that data. 

The profile is often referred as if it is a single functional module. However, parts of 

this profile may be distributed amongst a number of storage locations that include the 

UH entity's services and devices. There may also be copies of profile data stored in 

either devices / services or in a centralized location.  

Major factors of the profile concept described in this dissertation are: 

• the primary purpose of the profiles are to offer benefits to UH participating 

entities; 

• profiles contain information that allows the subjects to configure services and 

devices to meet their needs; 

• most of the data in the profile is considered to be owned by the user; 

• the user can view all of the information in their profile in a form that is designed 

to be easy to understand; 

• much of the information in the profile is intended to be applicable to a wide range 

of services and devices that are associated with the user; 

• the user is usually able to modify part of the information in the profile (examples 

of exceptions when someone cannot modify information in the profile is when 

patients have asked a carer to update the profile on their behalf). 

Thus, a profile electronically represents personal information of the participating 

entities in the healthcare service as well as their preferences and their requirements. 

Through these profiles both service delivery and information representation is 

provided in a personalized way tailored to each entity’s needs [5].  

3.6 Structure of UH entities profiles 

Based on the special features of each entity, we propose a profile structure for each 

entity that is based on: a) the ETSI method for the organization and management of 

the profiles content [6, 7], and b) the method described in [8] for the enrichment and 

evaluation of profiles. 

We proceeded to the determination of the profile’s structure in two phases. During the 

first phase, we constructed the profiles using the fundamental attributes of the ETSI 

model. During the second phase, we collaborated with healthcare providers and 

patients receiving healthcare for a long time, in order to evaluate the plenitude of the 

above profiles and then to enhance the profiles’ structure with additional attributes, 

whenever this was required. The basic steps that have been followed for the 

generation of the profile structures are: sampling, analyzing and modeling. 

Hereafter in this section, we present the proposed healthcare profile structures. 

Especially, we describe a list of selected attributes for each one of the proposed 
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profile structures that correspond to the main classes of the participating entities in a 

ubiquitous healthcare environment.  

Thus, the proposed healthcare profile structures are the following:  

• Subjects Profile: This profile corresponds to the Patient and any subject 

participating in the provision of healthcare services to him/her; 

• Healthcare Center Profile: This profile corresponds to the Operational Domain 

entity; 

• Living Environment Profile: This profile corresponds to the Operational Domain 

entity; 

• Workplace Profile: This profile corresponds to the Operational Domain entity; 

• Vehicle Profile: This profile corresponds to the Operational Domain entity; 

• Outdoor Environment Profile: This profile corresponds to the Operational Domain 

category; 

• Alarm Center Profile: This profile corresponds to the Alarm Center category; 

• Group Profile. 

A few of the proposed generic healthcare profile structures [9] are presented 

indicatively in Figure 8. 

The generic healthcare profile structures are presented in the following sections. 

3.6.1 Subjects Profile 

This profile corresponds to the patient and any subject that participates to the 

provision of healthcare services to the patient. The profiles of all subjects have the 

same structure. However, certain attributes may refer to different functionalities. In 

general, the Subjects’ Profile contains the following attributes [2, 3]: 

• Personal Information: data about or related to the subject (e.g. name, address, 

phone number, age, identifying number).  

• Healthcare History and Medical History Pointer: a pointer indicates the location 

of the patient’s healthcare history and medical history in order to be accessible in 

case of emergency. 

• Educational History 

• Employment History 

• Preferences: choices made by the subject about a given parameter (e.g. time, 

location) that will define or modify the behavior of the personalized service. More 

complex preferences can be expressed in the form of rules, activities and roles. 

o Personal Preferences (e.g. habits, interests, payment)  

o Professional Preferences 

o Service Format Preferences (e.g. text, audio, video) 

� Text Preferences (e.g. large text, small text) 

� Audio Preferences (e.g. very loud output volume) 

� Video Preferences (e.g. high resolution) 
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Figure 8: Proposed Healthcare Profile Structure [9] 

• Complex Preferences: choices made by the user about a given parameter that will 

define or modify the framework behavior (e.g. the availability of the expert). 

Complex preferences are expressed in the form of rules. These rules can be used 

for either defining profile activation criteria (e.g. WHEN an expert is in a surgery 

THEN activate) or filtering criteria. 
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• Terminal Capabilities: use of different types of terminals (mobile phone, PDA, 

PC, etc) assuring the users’ mobility, uninterrupted network access, and 

personalized operational settings (e.g. for data display/process). 

• Current Activities (e.g. working, entertainment) 

• Contextual Information: Information related to patient's situation that indicates the 

patient’s current activity and operational domain 

o Environmental Context: 

� Physical Context (e.g. humidity, temperature) 

� Temporal Context (e.g. hour, day, month) 

� Spatial Context (e.g. location, moving direction) 

o Medical Context (i.e. patient’s health status)  

� Biological Data: Objective mappings of the real health status 

acquired by biosensors depicting the physiological state (e.g. blood 

pressure, heart rate, body temperature, oxygen saturation, 

electrocardiogram). [4] 

� Self-estimation Data: Data imported to the profile by the patient 

himself as a subjective estimation of his health condition (e.g. 

pectoral pain, dyspnea) [4] 

• Thresholds of the measured values of patient’s vital signs (e.g. SpO2 above 98%). 

• Rules: statements that can be automatically interpreted in order to define or 

modify the behavior of the personalized service i.e. statements that affect 

ubiquitous healthcare services behavior). These rules are related with the patient’s 

health condition determining the actions that need to be taken, the healthcare 

providers that will participate in the UH service, the availability of healthcare 

providers etc. 

• Indexes: Pointers associating a subject with a patient. 

• A list with the medical personnel that treats the patient and consults him in case of 

aggravation of a disease or any abnormality. Every patient should have registered 

a pathologist and another expert depending on which category of patient he 

belongs. 

• Presence and Subscription with the properties characterizing them: For instance, 

each member of the medical personnel is subscribed in certain incidents according 

to their speciality or patients they attend. 

• Identifiers of Third-Party Service Providers: it allows the fast and uninterrupted 

communication with third-party service providers 

• Policies: specific obligations, access policies and preferences regarding security. 

3.6.2 Operational Domain Profiles 

These types of profile correspond to the Operational Domain entity and it is divided 

to: 

• Healthcare Center Profile. 
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• Subject’s Personal Space Profiles; 

3.6.2.1 Healthcare Center’s Profile 

The Healthcare Center’s Profile contain information about [11]: 

• Identification Information (e.g. name, address);  

• Type of Organization (e.g. General Medical); 

• Organization Control (e.g. Public); 

• Critical conditions that can be handled (e.g. cardiac arrest, heart attack, trauma); 

• Available equipment and facilities (e.g. beds, ambulances); 

• Available Professional Healthcare Staff; 

• Schedule of the on duty healthcare center;  

• Volume metrics: arrival per hour, percentage of ER beds occupied, total licensed 

inpatient beds, total staffed inpatient beds, outpatient visits. 

3.6.2.2 Patient’s Personal Space Profile 

The Patient's Personal Space profiles include the following three subtypes [11]: 

• Living Environment Profile; 

• Workplace Profile; 

• Vehicle Profile. 

The subjects move from one operational domain (situation) to another throughout the 

day (e.g. at home, driving, working). In other words, the subjects are in different 

situation (location and activities) during their living. In each of these situations, the 

subjects have different needs for how they would like their ICT resources arranged. 

Essentially, their profile is different in each of these situations. Thus, a subject can 

have several situation dependable profiles whose activation and deactivation is based 

on rules. [3] 

3.6.2.2.1 Living Environment Profile 

The Patient’s Living Environment Profile may contain the following attributes [11]: 

• Identification Information;  

• Supporting Healthcare Services (e.g. telemonitoring); 

• Available Equipment Facilities (e.g. reminder system); 

• Available home members for support: the members that have the willing to 

provide healthcare service to the patient; 

• Context Information (e.g. environmental). 

3.6.2.2.2 Vehicle Profile 

The Vehicle Profile may contain the following attributes [11]: 

• Vehicle Features (e.g. vehicle model); 
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• Available Equipment and Facilities; 

• Support Services (e.g. voice recognition software); 

• Context Information (e.g. environmental). 

3.6.2.2.3 Workplace Profile 

The Workplace Profile may contain the following attributes [11]: 

• Identification Information; 

• Support Healthcare Services (e.g. telemonitoring); 

• Available Equipment Facilities (e.g. teleconference); 

• Available Office Members for Support: the members that have the willing to 

provide healthcare service to the patient (e.g. secretary); 

• Context Information (e.g. environmental). 

3.6.2.2.4 Outdoor Environment Profile 

The Outdoor Environment Profile may contain the following attributes [11]: 

• Climate: the climate in the current location of the patient; 

• Means of transportation: the available means of transportation in the current 

location of the patient; 

• Communication Technologies: the available technologies in the current location of 

the patient; 

• Demographics. 

The current outdoor attributes are important to be considered for the amelioration of 

patient’s living, health condition and the provision of healthcare service in case of 

emergency. 

3.6.3 Alarm Center Profile 

The Alarm Center Profile may contain the following attributes [11]: 

• Identification Information; 

• Equipments (e.g. groupworking facilities); 

• Personnel (e.g. medical and computer professionals). 

3.6.4 Group Profile 

The event-driven healthcare model requires the real time collaboration of a subset of 

many subjects that participate as a group for the provision of personalized services to 

the patient. Thus, we proposed the dynamic creation of a group profile that contains 

attributes describing the behavior and roles of all the participating entities in the group 

for the provision of healthcare services to the patient. The group profile and its 

management are described in detail in Section 7.3. 
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CHAPTER 4  

PROPOSED PROFILING MECHANISMS 

4.1 Introduction 

In chapter 3, we have proposed the structure of the profile of the UH entities. In this 

chapter we define a number of Profiling Mechanisms for materializing the 

functionality of the profiles in the UH domain [1], [2], [3]. The proposed mechanisms 

deal with the management of context information and the management of the profiles 

that belong either to a UH entity or to a group of UH entities [3], [4], [5], [6]. Thus, 

the deployed Profiling Mechanisms make use of the gathered context information, on 

the presence of organized and structured profiles, and the assignment of roles for the 

creation of group profiles. Different Profiling Mechanisms are activated according to 

the subject’s profile, which changes, as subject’s current context changes. These 

mechanisms may be considered as simple components by the developer that can be 

integrated to deploy personalized healthcare services. 

4.2 Profiling Mechanisms 

In this dissertation we have proposed the following Profiling Mechanisms: 

• Aggregation: Gathering all the context data from the context providers and 

processing them. The patient’s environmental and medical context, which 

represents the context information, is collected from multiple context sources.  

• Reasoning: Interpreting the sensor-readings in order to capture the high level 

context. High-level context information is considered, for instance, the current 

activity of the user. This mechanism uses semantic information defined by an 

ontology context model or inference rules to form the high level context. 

• Adaptation: Obtaining the reasoned high level context and combining it with the 

relevant content of the profile. For that reason, this mechanism compares the 

context data of the reasoned context with the patient’s profile data, applying, for 

instance, semantic matching. Then, the active context and the actions that should 

be done are defined. The identified context is exploited by the profiling 

mechanism “Event Handler”. 
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• Event Handler: Detecting and handling the events that trigger the creation of the 

group profile. These events are related to the patient’s health condition. These 

events denote that the patient needs a medical advice or attention and care due to 

aggravation of his health condition [3].  

• Subject Profile Creation: Creation of the subject’s profile. Every subject (patient 

and/or patient’s healthcare provider) is considered to have his profile and is added 

to the system as user. The profile is initially created by fundamental data that then 

are enriched from supplementary sources. Supplementary data of a subject’s 

personal information are used to build the enriched profile of each subject.  

• Subject Profile Update: Update of the subject profile. Since the subject profile is 

established, it is continually maintained either manually or automatically with the 

usage of monitoring components, which enable its update. Moreover, this 

mechanism supports services and applications to automatically suggest updates to 

the profile.  

• Role Assignment: Assigning roles to the actors of the UH group in order to attain 

the creation of the group profile. When the event is triggered by the event handler, 

this mechanism detects the roles that are required and invites them in order to 

build the group. Each role has its competences as when a session is convened. The 

patient (i.e. his health condition) and the formed group of eligible subjects 

correspond to the convene scheme and the participants of the session respectively 

[3]. 

• Group Profile Creation: Creation of the group profile. The activation of this 

mechanism is event-driven. When an event is triggered by the event handler, the 

group profile is created based on the indexes that are stored in the patient’s profile. 

The roles of the group that will be convened are specific. Each role has certain 

attributes that determine the subjects that meet the conditions in order to 

participate [3]. 

• Group Profile Update: Update of the group profile. After the creation of the group 

profile, its dynamic update is considered essential. The attributes of each 

participant change dynamically over time. Thus, the participants’ presence is 

constantly detected and verified. Moreover, after the activation of group profile, 

collaboration events may follow such as decision-support events and resource-

sharing events depending on the patient’s health condition [3]. 

4.3 The Profiling Mechanisms in the expanded 

ETSI/Parlay Architecture 

4.3.1 ETSI/Parlay Fundamentals 

European Telecommunications Standards Institute (ETSI), 3rd Generation Partnership 

Project (3GPP) and Parlay Group have collaborated and defined jointly the Joint 

Working Group (JWG) in the context of Open Service Access (OSA). JWG is 

responsible to further develop and maintain the OSA/Parlay specifications [7]. These 

specifications enable third party client applications to access transparently the core 

network functionality and make use of it through a set of open, standardized and 

technology-independent interfaces, which comprise the Application Programming 
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Interface (API) of OSA/Parlay. This API is called OSA/Parlay API and is essentially 

the API for the OSA.  

In the context of the ETSI/Parlay, the functionality of the underlying network, which 

is provided to the client applications, is defined by a set of Service Capability Features 

(SCFs). The SCFs are considered as abstractions of the network functionalities 

determined by interfaces, called Service Capability Features Interfaces (SCFs 

Interfaces).  

According to the ETSI/Parlay specifications [8], the ETSI/Parlay API consists of two 

main sets of interfaces. The first one includes the SCFs Interfaces and the second one 

contains the Framework Interfaces. Both sets of these interfaces reside in the Service 

Capability Servers (SCSs) located in the ETSI/Parlay Gateway. The SCFs Interfaces 

allow any client application to access transparently the network capabilities. The 

Framework Interfaces provide client applications with the basic mechanisms to 

discover and use the required network capabilities. 

Furthermore, the ETSI/Parlay specifications define an architecture consisting of the 

following main components: the Client Applications, the Service Capability Servers, 

the Framework, the Enterprise Operator and the Network Capabilities (i.e. IP-based 

Network Capabilities). The ETSI/Parlay architecture [8] is shown in Figure 9. 

 

 

Figure 9: The ETSI/Parlay Architecture [8] 

 

The Client Applications are deployed on Application Servers and make use of the 

network capabilities defined into the specifications and provided through the API. The 

Client Applications represent the client side of API. 

The SCSs provide the Client Applications with SCFs through the corresponding SCFs 

Interfaces. The SCSs are the logical entities implementing the classes of these 

interfaces. Moreover, the SCSs represent the server side of the API. The 

communication between a SCS and a Client Application is achieved by standard IT 

middlewares such as CORBA. 

The Framework is located between the Client Applications and the SCS. The 

Framework incorporates interfaces providing Client Applications with mechanisms 

which are responsible for enabling Client Applications to discover and use the core 

network service capabilities. Moreover, the Framework includes interfaces for 

management mechanisms which are responsible for handling fault and overload 
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situations. Besides, the Framework includes interfaces for mechanisms enabling 

network operators to authenticate third party Client Applications.  

Especially, the Framework incorporates interfaces between the Application Server 

and the Framework, between the SCS and the Framework, and between the Enterprise 

Operator and the Framework. These interfaces are represented by the dashed circles in 

Figure 9. Thus, the Framework includes the following three distinct sets of interfaces:  

• Framework to Application interfaces providing the mechanisms for authentication, 

authorization, discovery of Framework interfaces and SCFs, establishment of 

service agreement and access to SCFs;  

• Framework to SCS interfaces providing the basic mechanism for registration of 

SCFs;  

• Framework to Enterprise Operator interfaces providing the basic mechanism for 

service subscription function. 

4.3.2 Healthcare Platforms over ETSI/Parlay Architecture: A 

Survey 

Advanced middleware technologies (e.g. ETSI/Parlay, JAIN SLEE) are not widely 

exploited by the healthcare sector since there are few healthcare platforms developed 

over such middlewares. Below, we present a survey on healthcare platforms that have 

been developed over ETSI/Parlay architecture. 

EmerLoc [9] is a location-based system for emergency purposes. Emergency incidents 

are handled at random locations based on a middleware and network infrastructure. 

EmerLoc incorporates patient-carried equipment comprised of wireless sensors and 

his/her portable device that continuously monitors the user’s biosignals, a micro-

computing unit, which is responsible for processing sensor readings and a central 

monitoring unit (CMU), which transmits the information to the medical personnel. 

The authors used existing technologies of wireless networks (Bluetooth, 

WLAN/802.11, GPRS) and location-based services (Nibble, GPS). They also used 

middleware and network application standards such as HTTP, ETSI/Parlay, WAP, 

RMI and Jini in order to assemble an integrated system. For the location-based 

platform which is operated in the CMU a location server of the mobile operator is 

used conforming to ETSI/Parlay standards. With the use of such standards, the 

complexity and heterogeneity of the operator’s equipment is hidden and a uniform, 

standardized API for Wireless Service Providers intending to perform functions like 

charging, billing, messaging and location determination is achieved. 

In [10], the design of an emergency service is proposed which uses ETSI/Parlay APIs 

for the application to access underlying telecommunication network functionality. 

ETSI/Parlay APIs allow the improved functionality of the emergency service to be 

offered anywhere, even in areas where there is just a very basic telecommunication 

network as ETSI/Parlay enables the service to use the core network of whichever 

telecommunication network will be implemented. 

The two above mentioned e-Health platforms provide mainly location-based services 

that are based on the basic mechanisms and the SCFs that the ETSI/Parlay 

architecture contains.  
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For the deployment of advanced services, such as the healthcare services, the 

extension of the standardized ETSI/Parlay architecture is essential so that the 

complexity and special properties of these services to be supported. The extension of 

the standardized ETSI/Parlay architecture should integrate APIs and mechanisms that 

satisfy the requirements for deployment of secure and personalized context-aware 

healthcare services. It is important to mention that security, personalization and 

context awareness are the main properties of healthcare services. 

4.3.3 The proposed profiling mechanisms in the expanded healthcare 

ETSI/Parlay architecture 

Based on the standardized ETSI/Parlay architecture, we propose the integration of the 

profiling mechanisms in a generic application healthcare framework for reliable and 

rapid development of healthcare services. The architecture of the healthcare 

framework [13] is depicted in Figure 10. 

 

 

Figure 10: The expanded ETSI/Parlay Healthcare Architecture [13] 

 

The proposed healthcare architecture extends the set of mechanisms supported by the 

ETSI/Parlay Framework. In the context of the proposed architecture, the new 

Framework is called as “Extended Framework”. 

The Extended Framework supports four sets of mechanisms in order to enable the 

ease deployment of healthcare services by third party developers. The first set 

includes the basic mechanisms of the ETSI/Parlay Framework. The other three sets 

incorporate mechanisms, through interfaces, that are proposed in order to allow third 

party developers to deploy secure, personalized and context-aware healthcare 

services. Furthermore, the Sensor Networks Mechanisms and the Security 

Mechanisms have been analyzed within Dissertation [11]. The Profiling Mechanisms 
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proposed in this Dissertation are incorporated in the Extended Framework. The 

Extended Framework is included in the Extended Gateway as it is shown in Figure 10. 

4.4 Application of the proposed profiling mechanisms in 

real conditions – An example 

In this section, we describe how the proposed architecture can be exploited for the 

deployment of an e-Health tele-monitoring service in patient’s residence (smart home 

environment). This service aims to ensure efficient and high quality care of the patient 

independent of time, activities and local resources. For this purpose, we consider that 

the tele-monitoring service is composed of the following service components: 

• Continuous bio-sensing for persistent assessment of patient’s health condition. 

This service component acquires real bio information from patient’s body and 

assesses the patient’s health condition changes. 

• Continuous context-sensing for persistent assessment of patient’s living conditions 

and activities. This service component acquires real context information from 

patient’s living environment and assesses changes on the patient’s behavior. 

• Dynamic creation of the appropriate group of eligible subjects (e.g. doctor, nurse, 

relative) to face concrete patient’s abnormal situations. This functionality is 

performed through two successive service components. The first one selects the 

available eligible subjects using data from patient’s profile. The second one sets 

the telecommunications environment for the group working of the selected 

subjects. 

• Provision of feedback information (e.g. alarm messages) to the eligible subjects 

related to the patient. 

4.4.1 E-Health Tele-Monitoring System Architecture 

The e-Health tele-monitoring system consists of the following components: 

• Smart Home; 

• Extended Gateway; 

• Application Server; 

• Healthcare Center. 

A heterogeneous network infrastructure is supported including a Body Area Network 

(BAN), a Wireless Personal Area Network (WPAN) and a Wireless Local Area 

Network (WLAN). The architecture of the e-Health tele-monitoring system [13] is 

shown in Figure 11. 

The BAN includes a number of wearable sensors collecting both the essential vital 

parameters from the patient’s body and the appropriate context information from the 

patient’s environment. The BAN integrates also a wearable unit, called Body Gateway 

(BG), which gathers all the sensing data derived from the wearable sensors and 

transmits them to the Base Station wirelessly via the WPAN.  
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Figure 11: Architecture of the e-Health Tele-monitoring System [13] 

 

In other words, the BG plays the role of the bridge between the BAN and the WPAN. 

Additionally, the WLAN is responsible for connecting the Base Station to the 

Residential Gateway (RG). The RG which is located in the Smart Home, integrates all 

the different networking technologies used in the internal network of the Smart Home 

and allows access from the internal network to the Public Packet Network and vice 

versa. The Public Packet Network infrastructure is used for transferring the sensing 

data from the RG to the Healthcare Center as well as supporting healthcare delivery 

from healthcare provider to the patient and provision of feedback information to the 

eligible subjects. 

The Extended Gateway [13] integrates ETSI/Parlay SCSs and Sensor Networks SCSs 

providing developers of the e-health tele-monitoring service with the appropriate IP-

based Networks SCFs Interfaces and Sensor Networks SCFs Interfaces respectively. 

In addition to the SCSs, the Extended Gateway incorporates the Extended Framework 

providing developers of the e-health tele-monitoring services with: 

• the basic mechanisms of the standardized ETSI/Parlay Framework; 

• the Sensor Networks Mechanisms; 

• the Security Mechanisms; and  

• the proposed Profiling Mechanisms. 

The Extended Gateway is essential in order to deploy the tele-monitoring service in a 

secure, personalized and context-aware manner. 

The e-health tele-monitoring service is deployed on the Application Server, as it is 

shown in Figure 11. The Application Server is connected with a database, called 

Profile Database, storing patient’s profiles and eligible subjects’ profiles since 

profiles are the basic components for achieving personalization. The functionality of 

the profiles is materialized through the proposed Profiling Mechanisms.  
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4.4.2 Achieving Personalization  

To achieve personalized services, the e-Health tele-monitoring system creates 

dynamically a group of eligible subjects to face patient’s abnormal situations. For the 

creation of this group the following Profiling Mechanisms are involved [3].  

Initially, the Event Handler mechanism detects any event that is related to the change 

of the patient’s health condition. When such an event is detected, the Role Assignment 

mechanism is activated in order to define the roles that are essential to be assigned for 

the current patient’s health condition.  

Then, the Group Profile Creation mechanism assigns the appropriate subject to each 

role that should participate creating a group of eligible subjects. This mechanism is 

based on the inputs of the Event Handler mechanism and Role Assignment mechanism 

and its access to the profiles of all actors involved in the group (patient and the 

potential eligible subjects). 

After the group is created, the Group Profile Update mechanism may update the 

group during the e-Health service provision. The update may be necessary in two 

cases: a) if patient’s current health condition is changed, so different roles are needed 

to participate in the group or b) if an eligible subject needs to be replaced by another 

subject of the same role because they are not available anymore. Thus, for the 

realization of a potential update, the Group Profile Update is based on the inputs from 

the Event Handler mechanism, Role Assignment mechanism, Group Profile Creation 

mechanism and the access to the profiles of all the involved actors in the group 

(patient and eligible subjects) as well as the profiles of the potential subjects. 

4.5 The Interdependencies of the Mechanisms in the UH 

environment 

There are interdependencies between the mechanisms of the expanded ETSI/Parlay 

architecture that are integrated in the UH environment (i.e. Sensor Networks 

mechanisms, Security mechanisms and Profiling mechanisms) when a subset or all of 

them are used for the deployment of the e-Health tele-monitoring service. 

We used the Protégé ontology editor and knowledge-acquisition system [12] for the 

representation of the proposed mechanisms integrated in the Extended Framework 

and their potential interdependencies. The ontology consists of four main concepts (i.e. 

classes) corresponding to the integrated mechanisms; ETSI/Parlay Framework, Sensor 

Networks, Profiling and Security mechanisms. In Figure 12, a sample of these 

interdependencies between the Profiling mechanisms and the Sensor Networks 

mechanisms, named as template slots, are depicted [13].  

The template slots, named as “supports:i” for i=1,..,7, indicate the interdependencies 

existing between these mechanisms. For instance, the slot “supports: 1” indicates the 

interdependency of the Aggregation mechanism, Subject Profile Creation mechanism 

and Subject Profile Update mechanism with the Context and Bio Information Storage 

and Management mechanism. The slot “supports: 6” indicates the interdependency of 

the Group Profile Creation mechanism with the Role Assignment mechanism. 

Similarly, the slots “supports:4”, “supports:5”, “supports:7”, that are depicted in 

Figure 12, are explained. 
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Figure 12: The Template Slots/Dependencies for the Proposed Mechanisms [13] 

 

In the context of this dissertation, we focus our analysis on the proposed profiling 

mechanisms and their interdependencies with the other mechanisms. In Figure 13, the 

ontology-based representation of the Profiling Mechanisms and Sensor Networks 

Mechanisms as well as their interdependencies [13] are depicted. The red arrows, 

depicted in Figure 13, represent the interdependencies (template slots) that exist 

between the mechanisms.  

The interdependencies being related to the profiling mechanisms are the following: 

Supports: 1 

There are interdependencies between the “Confidentiality mechanism”, the “Data 

Integrity mechanism”, the “Aggregation mechanism”, the “Subject Profile Creation”, 

the “Subject Profile Update” and the “Context and Bio Information Storage and 

Management”. 

Supports: 5 

There is an interdependency between the “Adaptation mechanism” and the “Profiling 

Reasoning mechanism”. One of the inputs of the “Adaptation mechanism” is the 

output of the “Reasoning mechanism”, namely reasoned high level context. 

Supports: 6 

There is an interdependency between the “Group Profile Creation mechanism” and 

the “Event Handler mechanism”. The activation of the “Group Profile Creation” is 

event-driven. The creation of the group profile is triggered when certain events related 

to the patient’s health condition are detected and handled. 

Supports: 7 

There is an interdependency between the “Group Profile Creation mechanism” and 

the “Role Assignment mechanism”. The “Role Assignment mechanism” detects the 

roles that are required and invites them in order the group to be created. Each role has 

certain attributes that determine the subjects that meet the conditions in order to 

participate. 
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Figure 13: An Ontology-based Representation of the Profiling Mechanisms and the Sensor 

Networks Mechanisms [13] 
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CHAPTER 5  

PROPOSED PROFILE MANAGEMENT 

SYSTEM IN A UH ENVIRONMENT 

5.1 Introduction 

In Chapter 4, we have proposed a number of profiling mechanisms for the creation of 

a UH environment. However, the information contained in the profiles of all the 

participating entities is required to be always updated and correlated in order to select 

the most appropriate healthcare provider according to his/her availability, preferences 

and capabilities based on the patient’s current healthcare condition and preferences in 

the right place, time and manner. Considering that each participating entity in the 

provision of the healthcare service has its own profile, a profile management system is 

required for the efficient support and provision of personalized healthcare services to 

patients remotely.  

In this section, we propose a profile management system to handle the profiles of 

patients and healthcare providers into a unique service deployment scheme allowing 

the healthcare service to compose multi-party group-working schemes with pre-

selected behaviors of all involved entities, devices and services. 

5.2 Related work 

Personalization and user profile management holds the promise of improving the 

uptake of new technologies and allowing greater access to their benefits [1, 2, 3]. User 

profile management constitutes the underlying technology enabling the notion of 

personalization to be materialized.  

In a typical profile management scenario, there are multiple profile storage locations. 

Many of these locations will not store the total profile but only components that apply 

to a device, an application or a network / service function. Different locations may 

have different persistence and priority levels. Although the user profile data are 

distributed amongst a range of devices, applications and services, ideally, all profile 

data should always be available, overall networks, from all supported devices and 

services, including fixed and mobile services allowing service continuity and optimal 

user experience [1]. 
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The work [4] proposes a user profile management that allows the creation of an 

instance of the user profile for each application and for each instance of context. 

Major enhancement consists in the enrichment of the user profile with dynamic data 

permitting to characterize the user environment, the serving device and network.  

In [5], Sutterer et al. introduce a user profile management approach that provides 

means for managing and delivering context-dependent user profiles for several 

applications, decouples the application development from context processing taking 

into account the re-use and sharing of application-related user data between different 

applications in ubiquitous computing environments.  

The work [6] proposes a user profile management framework in which the user’s 

desires, needs and preferences for services are managed through a wearable personal 

station, a terminal device worn by users.  

Finally, [7] presents a wider view of personalization and user profiles, making the 

preferences available to a range of services and devices. More specifically, this paper 

focuses on the architecture work within the standardization activities in the 

personalization and user profile management area performed at ETSI by the Specialist 

Task Force 342. 

5.3 The need for a profile management system 

The profile management system enables the profiles to be [8, 9]: 

• Created (mention data editing, e.g. creation templates update etc.); 

• Stored: The data should be stored in a secure manner with user agreed levels of 

privacy applied to the availability and distribution of that data; 

• Accessed: Ideally, profile data should always be available, overall networks, from 

all supported devices and services, including fixed and mobile services allowing 

service continuity and optimal user experience. The access control needs to 

respect principles regarding user control and legal policies; 

• Synchronized: Data at different locations should be kept consistent, which may be 

ensured by synchronization of data and transaction security. However, although 

the profile data (or copies of profile data) can be distributed amongst devices and 

services, it should be possible to ensure that users can have the concept of 

centralized profiles which cover all of their devices and services. 

Moreover, the profile management system: 

• synchronizes all the profiles of involving entities in a provision of a personalized 

healthcare service; 

• controls the access of different entities on patient's profile respecting his 

preferences and legal policies. There are general policies that define what access 

the entity may have to the patient’s profile. However, these policies can be 

overwritten if the patient has defined related sharing preferences stored in his 

profile; 

• activates the appropriate mechanisms for the management of the group profile of 

the entities that will participate in the provision of the healthcare service to the 

patient based on the profiles and the current context. 
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5.4 The proposed profile management system for 

personalized healthcare provision 

The proposed profile management system is applied on an e-Health tele-monitoring 

system in a UH environment for providing monitoring services to patients suffering 

from chronic diseases remotely, as depicted in Figure 14. We consider that the e-

Health tele-monitoring system integrates a wide spectrum of participating entities 

including patients, doctors, nurses, family members, a healthcare center, a smart home, 

a vehicle and an office. The participating subjects: patients, doctors, nurses and family 

members are considered as the users of the e-Health tele-monitoring system. 

 

 

Figure 14: The proposed profile management system [12] 

 

Each participating entity has its own profile that follows the structure corresponding 

to one of the proposed generic healthcare profile structures according to the main 

category to which the participating entity belongs. Hence, the proposed profile 

management system makes use of a number of User Healthcare Profiles, a 

Healthcare Center Profile, a Living Environment Profile, a Vehicle Profile, a 

Workplace Profile, Outdoor Environment Profile and an Alarm Center Profile. 

The data of the above mentioned profiles may be stored among a number of different 

storage locations (e.g. mobile devices, PDAs, service provider’s databases) [8]. Thus, 

the incorporated data of each profile are stored in distributed databases in the UH 

environment where the e-Health tele-monitoring system works.  
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Each user poses a smart card storing information about the locations of databases 

where the corresponding profile data are stored. Wherever the data is stored, a profile 

management system will ensure that the profile data is synchronized when it is 

required [9]. 

5.4.1 The main units of the proposed profile management system 

The main units of the proposed profile management system are depicted in Figure 15.  

 

Figure 15: The main units of the proposed Profile Management System [11] 

 

The basic components are: a Profile Provider, a number of Service Providers, a 

Broker and a Profile Management Unit. 

Profile Provider: is the main entity of the proposed profile management system. It 

receives the profile data and dynamically integrates them in order to generate the user 

profile. When the user profile is created, it is stored in a User Profile Registry.  

Service Provider: incorporates databases in the cloud computing environment 

containing profile data that are used for the creation of the user healthcare profile. 

Broker: is the intermediate component between the user and the Service Provider as 

well as the user and the Profile Provider. The Broker possesses a catalogue with the 

URLs of all the Service Providers that have profile data that may be included in the 

profile. It also communicates with the Profile Provider who possesses the Subject 

Profile Registry where the subject profiles are formed and stored before sent to the 

user who has requested them. The Broker is part of the Profile Provider and its main 

objectives are to a) manage the user’s requests, b) gather the corresponding data from 

the Service Providers and c) send them to the Profile Provider. 

Profile Management Unit: it contains the mechanisms as described in Section 5.4.2. 

Each user makes use of his/her personal device (e.g. PDA) to communicate, to 

process his/her profile data and request a profile. In the personal device, an Agent is 

incorporated that communicates with the Broker in order to send the user’s requests 

and receive notifications. The personal device also includes a smart card. The smart 
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card contains all the URL information pointing to the locations where the user’s 

profile data are hosted. The proposed smart card file system design is analyzed in 

Section 6.4. 

5.4.2 The profiling mechanisms of the proposed profile management 

system 

The profile management unit integrates the following mechanisms: Profile Creation, 

Profile Update, Event Handler, Role Assignment, Group Profile Create, Group 

Profile Update implemented by agents (described in Section 4.2).  

As depicted in Figure 16 [10], the profiles of both the patient and the participating 

entity are the fundamental elements for the provision of personalized UH services. 

 

 

Figure 16: The mechanisms of the proposed Profile Management System [10] 

 

The profiling mechanisms can be divided into primitive mechanisms that are the 

creation and the update of the profiles and the mechanisms that are part of the group 

profile management system leading to the creation of group with the participating 

entities. The inputs for the mechanisms (depicted in Figure 16) can be: 

• Patient’s Profile; 

• Participating Entity’s Profile; 

• Event Handler; 

• Role Assignment. 

The Group Profile Management is analyzed in detail in Section 7.3.  

The primitive mechanisms of the proposed profile management system are analyzed 

in CHAPTER 8. A prototype implementation and its evaluation are presented in 

CHAPTER 9. 
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CHAPTER 6  

PROPOSED SMART CARD FILE DESIGN 

6.1 Introduction 

In Chapter 5, we have proposed a profile management system for the creation of a UH 

environment. However, the information contained in the profiles needs to be accessed 

from the several actors of the UH environment.  

In this section, we propose a smart card file design to support the access of the 

profiles and the functionality of the proposed profile management system. We 

consider that each subject (e.g. patient, doctor, nurse, family number) of the e-Health 

tele-monitoring system poses a smart card storing the necessary information 

referencing to large amount of stored profile data for the creation of enriched profiles. 

6.2 Related work 

We have focused our research to study how the smart card technology is applied in 

healthcare systems. 

In [1], a smart card based healthcare information system is developed. The system 

uses the smart card for personal identification and transfer of health data as well as 

provides data communication via a distributed protocol which is particularly 

developed for this study. Two smart card software modules are implemented that run 

on patient and healthcare professional smart cards, respectively. In addition to 

personal information, general health information about the patient is also loaded to 

patient smartcard. Healthcare providers use their own smart cards to be authenticated 

on the system and to access data on patient cards. System is developed on Java 

platform by using object oriented architecture and design patterns. 

The work in [2] deals with selection of appropriate indexing techniques applied on 

MySQL database for a healthcare system and its related performance issues. The 

proposed Smart Card based Online Health Care System deals with frequent data 

storage, exchange and retrieval of data from the database servers. Speed and accuracy 

is of primary concern of the system. 

In [3], the authors describe personal requirements of global information systems such 

as passport, health care, financial, and driving license applications. Analysis of these 
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requirements identifies common and application-specific attributes. Based on these 

requirements, a proposed structure for a global multipurpose smart card is discussed. 

The “MyCare Card” project [4] introduces a prototype patient held electronic health 

record device and the corresponding user interface software. Also, it introduces a 

portable object-oriented GUI framework, suitable for a declarative layout definition, 

components customization, and fine model-view code separation [5].  

The work [6] presents a security architecture for establishing privacy domains in e-

health infrastructures. The proposed solution provides client platform security and 

appropriately combines this with network security concepts. It considers that a smart 

card does not only contain administrative information (e.g. name, health insurance 

company), but also can be used to access and store medical data like electronic 

prescriptions, emergency information like blood group, medication history, and 

electronic health records. The smart card contains cryptographic keys and functions to 

identify the patient and to encrypt sensitive data. 

Finally, [7] combines benefits of Open Services Gateway Initiative (OSGi) and Smart 

card technologies in embedded devices for developing middleware application for 

home appliances. More specifically, it describes an electronic-prescription system 

currently under development for home-based telemedicine. It also notes aspects or 

bundles in OSGi, which is used, XML as a means of data storage format, smart card 

technology for storing and accessing patient prescription and personal information, 

and a wireless PDA interface for remote access to the home gateway (set-top box). 

6.3 Background of Smart Card File System 

Smart card File System is always based on a tree structure with a root directory. The 

root directory is called Master File (MF). There is only one MF in the file tree of the 

smart card. The MF can contain dedicated files and elementary files (i.e. data files). 

The smart card directories are called Dedicated Files (DFs). A DF is a subdirectory in 

the file system hierarchy and can consist of other DFs and elementary files. In 

applications, three or four levels of DFs are usually used. In addition, there are the 

Application Dedicated Files (ADFs). An ADF is a special type of DF for a specific 

application and stores all the files of a particular application.  

Furthermore, there is another type of smart card files called Elementary Files (EFs). 

They are data files where the actual application data and operating system data are 

stored. EFs are always located in the directories (DFs) of the smart card file system. 

There are two types of EFs: working EFs and internal EFs. The working EFs store 

application data which are accessible to the outside world via smart card commands. 

On the other hand, the internal EFs are used by the smart card operating system to 

store data for internal purposes. For instance, the internal EFs can store keys or seeds 

for a random number generator. 

Additionally, EFs have internal structures. Thus, the stored data can be arranged in 

various ways in the EFs. Based on their internal structure there are the following types 

of EFs: Transparent EFs, Linear EFs and Cyclic EFs. The Linear EF has two subtypes. 

These subtypes are the following: fixed-length linear EFs and variable-length linear 

EFs. 

Smart card operating systems provide the common set of file operations such as 

creation, deletion, read, write and update. When a file is created it should be created to 
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support the maximum size that it is expected to be. However, smart card file systems 

do not provide garbage collection or compaction. Thus, when a file A is created first 

and a file B is created second, then when file A is deleted the occupied space by A is 

still occupied till the file B is deleted too [10]. 

6.4 Proposed Smart Card File System Design 

A main characteristic of the proposed healthcare profile management system is the 

use of smart card technology as a key solution for efficient management of the subject 

profiles in a cloud computing environment. Each subject (e.g. patient, doctor, nurse, 

family number) of the e-Health tele-monitoring system poses a smart card, called User 

Healthcare Smart Card, storing the necessary information referencing to large amount 

of stored profile data for the creation of enriched profiles. In other words, as it is 

depicted in Figure 17, each User Healthcare Smart Card stores URL locations 

pointing to databases where a  large amount of profile data is found in order that  the 

corresponding Subject Profile to be created. The profiles should follow the generic 

healthcare profile structure, called Subject Profile and proposed in Section 3.6. 

 

 

Figure 17: Subject Profiles in Smart Cards [8] 

 

The definition of an appropriate smart card file system for the User Healthcare Smart 

Card is essential to enable the creation of profiles properly and ensure their efficient 

management. 

Considering a typical smart card file system following the hierarchical structure, we 

propose a particular implementation design for the file system of the User Healthcare 

Smart Card. The proposed file system consists of three levels of hierarchy. In the first 

level (i.e. highest level) of hierarchy, there is the MF. The second level of hierarchy 

consists of a number of DFs and the third level of hierarchy includes a wide range of 

data files (i.e. DFs). 

In our smart card file system the MF defines the Subject. The name of the MF 

corresponds to the Subject Name enabling the profile management system to identify 
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the owner of the smart card. The MF contains nine DFs as descendants. The nine DFs 

located directly below the MF correspond to the nine categories of profile information 

included in the Subject Profile proposed in Section 3.6. Thus, the MF contains the 

following DFs: Personal Information DF, Preferences DF, Terminal Capabilities DF, 

Required for Third Party DF, Current Activity DF, Current Context Information DF, 

User History DF, Rules DF and Policies DF. Each DF (e.g. Personal Information DF) 

includes all the required information in order the subject profile data of the 

corresponding category of profile information (e.g. Personal Information) to be 

accessed easily and handled efficiently by the healthcare profile management system 

proposed in [8].   

To achieve this, each DF holds a number of EFs storing the URL locations pointing to 

databases where the corresponding profile data are stored. Actually, each EF of a 

specific DF stores a URL location pointing to a database including part or all the 

required information. Hence, the EFs incorporated in all DFs of the proposed file 

system store the essential information (i.e. URLs) in order a Subject Profile to be 

created.  

In the Figure 18, we present an example of the structure of the proposed smart card 

file system in case that the Personal Information DF, the Preferences DF, the Rules 

DF and the Policies DF consist of N EFs, M EFs, K EFs and L EFs respectively. It 

means that the Personal Information data are stored in N different locations, the 

Preferences data are stored in M different locations, the Rules data are stored in K 

different locations and the Policies data are stored in L different locations. 

Consequently, each EF of the Personal Information DF includes one of the N URLs. 

Additionally, each EF of the Preferences DF incorporates one of the M URLs. 

Moreover, each EF of the Rules DF stores one of the K URLs and each EF of the 

Policies DF consists of one of the L URLs. 

 

 

Figure 18: Structure of the Proposed Smart Card File System [9] 
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In the proposed smart card file system, the EFs storing URLs are Working EFs, since 

they should be accessible to the outside world via smart card commands. 
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CHAPTER 7  

PROPOSED GROUP PROFILE 

MANAGEMENT 

7.1 Introduction 

In the previous chapters, we have presented the proposed profiling mechanisms and 

the proposed profile management system. A significant part of the profile 

management system is related to the group profile management. When a critical event 

is detected related to the status of the patient’s health condition, a patient's group of 

healthcare providers represented by a profile (referred group profile in [1, 2]) is 

triggered to be created [1]. The group profile management is essential for the creation 

of the group profile. In the group profile, each subject has a specific role with defined 

activities. The intention of each subject to participate or not is detected by his current 

subject profile. 

The group profile is created based on the indexes stored in the Subject Profiles. Each 

patient’s profile contains an index to a group profile that is triggered whenever an 

event is detected. The events are related to the patient’s health condition and they 

denote that the patient needs a medical advice or care due to aggravation of his/her 

health condition. The group is formed through certain management, scheduling and 

notification events.  

7.2 Related Work 

The work in [1] introduces a new telemedicine framework that addresses the problem 

of the increased rate of people incoming to the emergency room pointing a health 

problem. The proposed framework allows medical experts to estimate the real health 

condition of conditional patients, and then consult them to visit a hospital or not. This 

framework combines elements such as an expanded electronic medical record 

enriched with real time acquired context data as well as several actor profiles. This 

profile’s structure allows the telemedicine system to compose multiparty group-

working schemes with pre-selected behaviors of all involved actors, devices and 

services.  
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The ETSI Recommendations in [2] specifies addressable entities and group. It builds 

on and extends the Addressable entity and group specified in [3]. Rules, preferences 

and information data items will sometimes need to refer to entities such as devices, 

services and people (represented as address book entries). It can be useful for example 

in rules used for specific situations such as emergency situations. In addition it will 

also be necessary to refer to groups which may contain any of these other types of 

entities. Groups are also used for storing and finding contact information in a way that 

allows them to be more easily found and addressed. 

Moreover, in [2] the issues that arise during an emergency situation are presented 

when many subjects may wish to share selected information from their profile. For an 

emergency situation there may be two forms of constraint relating to the sharing of 

that information. The first issue here is in determining if the current situation is an 

emergency that would justify the sharing of the emergency-related information. The 

second issue that needs to be solved here is to determine reliably whether the entity 

with which the information is being shared is the appropriate subject according to his 

(eHealth) role. When the subject or system requiring the information has a "role" 

specification in his profile that matches the roles specified in the patient’s profile, 

there is no issue to be solved. 

7.3 Group Profile Management 

Each of the participating entities in a UH environment has a profile. According to its 

type, the profile may include information such as demographic data, preferences, 

contextual information, etc. as presented in Section 3.6.1. It is not only important that 

the profile contains all the relevant information, but also that it is accurate and up-to-

date.  

The state of the patient’s health condition is the inception for a UH service to be 

delivered. The health condition is described at a high-level. It is not intended to give 

detailed information about the current health status of the person, but the health status 

to be used in the creation of rules or for informing other people such as relatives and 

friends.  

At a time, the patient’s healthcare condition can be in only one state. At each state, 

certain UH services are provided to the patient by certain entities. For example, in 

case the state of the patient’s health condition is transitioned to the “mild condition” 

(e.g. experiencing significant changes in sensory ability), it may be necessary to alert 

a social worker or a relative even if the patient has not detected that his health 

condition has reached this state in order to ensure that services being used are adjusted 

accordingly. Alternatively, when the wearable sensors detect that the patient’s 

physiological measures have exceeded the threshold values, a doctor should be alerted 

or an emergency service as the patient’s health condition has reached the 

“emergency” state.  

For the provision of such services, the determination of the entities that will be 

activated to form dynamically the appropriate group for each situation is of great 

importance. We consider that the patient’s health condition functions as the convener 

of a session and the participating entities as the participants of a session respectively 

[4]. Each role has its competences as when a conference is convened.  
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7.3.1 Group Profile Structure 

Each state of the patient’s health condition corresponds to a group profile. The group 

profile integrates two main types of information; the roles and the rules. The roles 

correspond to the participating entities that are essential for each group in order to 

accomplish its overall tasks. The group consists of entities with discrete roles in the 

provision of the UH service. The rules are statements required for the selection of the 

appropriate entities. The selection is based on the roles’ requirements as well as the 

preferences of the patient. In Figure 19, it is presented the mapping of the roles for 

each state of the health condition. 

They are depicted as K for Roles and L for States. The assigned numbers depend on 

the personalized service. We consider that there are L=4 states in our approach 

following the defined states in [2]. 

 

 

Figure 19: Mapping of the roles for each state of the health condition [5] 

 

For each state of the health condition, we consider that there are K roles that need to 

participate in order to form the group and provide support to the patient performing 

specific activities (e.g. apply treatment guidelines). Each role corresponds to one of 

the defined participating entities. In each role, there is a pointer referencing to a 

catalogue stored in the patient’s profile. This catalogue contains a list of potential 

entities that are defined as the patient’s preferred healthcare group that treats him and 

consult him. 

The selection of a potential entity from the catalogue is based on a set of rules that are 

related both to the preferences of the patient and to the availability of the participating 

entity. These rules are stored in the profiles of the patient and the participating entities 

respectively. For example, a rule stored in the patient’s profile could be for specifying 

the priority of a potential entity from the most preferred to the least preferred. 

The participating entities may need access to information hosted by patient profiles 

for the provision of timely-critical and accurate healthcare services. However, patient 

profiles contain sensitive information which patients do not want to be accessible by 

everyone and especially by the people they do not know (e.g. volunteers). This leads 

to the need for degraded access to patient profiles. Therefore, participating entities 

(e.g. paramedical staff) should have access only to those parts of the patient profile 

that provide the necessary information for the fulfilment of their role in the treatment 

process.  
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Figure 20: Degradation of access rights to the patient profile for the participating entitites [11] 

 

For example, when a volunteer is called to provide his services, there is no need to 

access the patient’s preferences or the complete list of his demographic data, but has 

to receive knowledge upon disorder-related data and context-related information. 

Figure 20 depicts the parts of the patient profile that each participating entity has 

access to. 

For that reason, for each role, there are also general policies that define what access 

the entity may have to the patient’s profile. These policies can be overwritten if the 

patient has defined related sharing preferences stored in his profile. The patient can 

define three different types of access: read, write and delete. 

• The read access is used to express his wishes for how a profile data can be shared 
regarding the read access [2]; 

• The write access is used to express his wishes for how a profile data should be 
shared regarding the write access [2]; 

• The delete access is used to express his wishes for how a profile data should be 
shared regarding the delete access [2].  

In these three types of access, profile data: a) can be shared without a confirmation, b) 

can be accessed after the patient has confirmed that the specified addressable entity 

has the rights to, and c) cannot be accessed because the rules within the profile system 

are not applicable [2].  

7.3.2 Example 

We consider the management process through a case of a Smart Home equipped with 

the appropriate sensors for gathering context and bio information. The Smart Home 

integrates the essential residential networks for supporting a UH system in order to 

provide monitoring services to a cardiac patient remotely. The patient is being 

monitored by the system in order any critical event to be detected timely. 

Based on this scenario, we consider the use of the patient’s profile, a number of 

profiles of doctors and nurses related to the patient and a set of profiles of the 

patient’s relatives. Moreover, the proposed Group Profile Management System is used 

integrating the following mechanisms.  
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Initially, the “Event Handler” mechanism is used to detect any event that denotes a 

change in the state of the patient’s health condition. Afterwards, when such an event 

is detected, the “Role Assignment” mechanism is used to define the participating 

entities of the group profile.  

Furthermore, the “Group Profile Creation” mechanism, is responsible for the patient’s 

profile to be accessed for acquiring the identities of the entities that are related to the 

patient and will participate in the group that supports the UH service. Firstly, a request 

(Dreq) is sent to the patient’s profile whose response (Dres) returns the doctors who 

are engaged with this patient and are already subscribed to this service. Then, queries 

are sent to these doctors’ profiles in order to detect their availability and to bind one 

of them. Similarly, all the participants (e.g. relative, nurse) of the healthcare service 

are bound. As a result, a group comprising a doctor, a nurse and a relative, is formed. 

Figure 21 depicts an example of a creation of the group profile [5]. 

 

 

Figure 21: The creation of a group profile [5] 

 

If the current state of the patient’s health condition justifies the sharing of the 

emergency-related information from the patient’s profile, this information may be 

necessary to be shared with a participating entity. Where the participating entity, 

requiring the information, has a "role" specification in the patient’s profile that 

matches the roles specified in the profile patient's rules, there should be no problem. 

The sharing will be based both on general policies that define what access the 

participating entity may have to the patient’s profile and on the patient’s sharing 

preferences. 

Finally, the “Group Profile Update” mechanism can be implemented in an exceptional 

case either when a participating entity (e.g. the nurse) has to be replaced by another 

nurse or when the state of the cardiac’s health condition changes requiring an 

additional entity to participate in the group. 
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7.4 The proposed method for the creation of the Group 

Profile 

7.4.1 Overview 

As we proposed in [1], the group profile creation mechanism is used for the creation 

of the required group profile based on the current patient’s health condition. To 

determine each of the participating entities of the group profile, we propose the use of 

the Analytic Hierarchy Process (AHP) [12]. 

To select the appropriate entity is a complex decision since many criteria should be 

taken into consideration. These criteria are related to the participating entities in the 

group profile with the patient being the center of the provisioned UH services. For 

instance, two criteria may be: a. the availability of the potential participating entities 

and b. the patient’s preference on the potential participating entities. 

The potential participating entities that can be assigned to a role are called 

“alternatives”. Based on the criteria, the alternatives will be ranked in order the one 

with the highest priority to be selected. AHP is used to determine the entity that will 

eventually participate in the group profile. The AHP is a method consisting of the 

following four concrete steps. 

In the first step, in order to select the participating entity that will participate in the 

group profile, we define the goal, the criteria and the alternatives which are structured 

in a hierarchy as depicted in Figure 22. The goal which is the selection of the 

appropriate entity is in the top level of the hierarchy. The criteria which contribute to 

the goal are in the middle level, and the alternative participating entities, who are to be 

evaluated in terms of the criteria, are in the bottom level of the hierarchy. 

 

 

Figure 22: Principal hierarchical structure [10] 

 

In the second step, according to the AHP process, the criteria are constructed as a set 

of pairwise comparison judgments in a reciprocal matrix i.e. aji=1/aij, aii=ajj=1. For 

this comparison, a scale of numbers (1-9), which is validated for effectiveness, is used. 

That scale indicates how many times more important or dominant one criterion is over 

another, with respect to the criterion to which is compared. The result of this process 

is the Relative Value Vector (RVV) which is the principal eigenvector of the matrix. 

The RVV gives the relative priority of the criteria measured on a ratio scale i.e. which 

criteria have the highest priority with a ratio of influence. 



 117

In the third step, the alternatives (bottom level of the hierarchy) are compared to pair 

wise with respect to how much better is one than the other for the satisfaction of each 

criterion defined in the middle level. The judgments of the matrices depend on the 

characteristics of the alternatives with regard to each of the criteria. The process 

results to the Local Value Vector (LVV) that gives the local priorities of the 

alternatives on a ratio scale. 

To deduce the objectiveness of the judgments in the above matrices, the consistency 

ratio (CR) is checked when each matrix is constructed. The CR should range between 

0 and 0.1 in order the matrix to be consistent. To have a final selection of a 

participating entity that has not been determined randomly, the CR should not exceed 

the upper limit in all matrices. 

The result of the fourth step is the desired vector of the alternatives from which it is 

deduced the participating entity that will be eventually chosen. This vector is called 

Global Value Vector (GVV) and is calculated by the following process: a) the LVV of 

all the alternatives with respect to each of the criteria is laid out in a matrix, b) each 

column of these vectors is multiplied by the RVV that shows the priority of the 

corresponding criterion and c) each row is added across. This process is given by the 

following formula: 

GVV = (RVV) X (LVV) (1) 

7.4.2 Performance of the proposed method 

We consider that the current patient’s health condition is the emergency state and the 

patient requires a specific healthcare service. For the provision of this service, the 

roles that are essential for the group creation are the role of a doctor and the role of a 

relative. Thus, two different decisions should be made for the group creation. The first 

one is related to the selection of the most suitable doctor and the second one is 

associated with the selection of the appropriate relative. In our scenario, the selection 

of the doctor is analyzed in details below. 

Initially, the criteria that will determine this decision are defined. From the patient’s 

perspective, it is important to be treated by a preferred doctor. For that reason, as we 

presented in [5], the patient has already defined in his profile a catalogue with the 

potential participating entities for each role of the group profile that he would prefer 

to participate in his treatment. In this catalogue, the preferred doctors for his treatment 

are also defined. In this scenario, in the patient’s profile there are five potential 

doctors ranked according to his preferences. Another criterion is the location of the 

potential participating entity (e.g. doctor). When the doctor is closer to him, the 

patient may feel safer. From the doctor’s perspective, an important criterion is his 

availability as well as the capabilities of his devices that determine the quality of the 

provided healthcare service. The selection criteria may vary on a per patient basis. 

In Figure 23 the scenario structured in a hierarchy [10] is depicted. The selection of 

the appropriate doctor is the goal, the five doctors are the alternatives, and the criteria 

for evaluating these alternatives are four. 

To apply the AHP in a group profile creation we consider that the five potential 

doctors that exist in the patient’s profile have the following characteristics at the time 

of the decision. 
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Figure 23: Scenario analyzed in a hierarchical structure [10] 

 

Doctor 1 is on a private examination far from the patient, carrying only his mobile 

phone of poor capabilities. In the patient’s profile, Doctor 1 is designated as the first 

choice because he is the doctor that formally treats him. 

Doctor 2 is at his house which is in the same neighborhood with the patient. However, 

he has set himself available for offering healthcare service only if needed. He is 

carrying a mobile phone of new generation. In the patient’s profile, Doctor 2 is 

designated as the second choice for being selected. 

Doctor 3 has just walked away from a private examination carrying with him the PDA. 

He is located close to the patient's house. Therefore, he is totally available for offering 

his healthcare services, if needed. Moreover, he is ranked as the third preferred 

selection in the patient’s profile. 

Doctor 4 is at his office which is very close to patient's house. Non-having 

examinations and sitting in front of his desktop, he can offer his healthcare services. 

However, he is set nearly on the bottom of the patient’s preferences, as he is non-

aware of patient's medical history but he had examined the patient in the past. 

Doctor 5 is on duty at the hospital far from the patient’s location carrying his PDA. 

He is designated as the last preferred option in the patient’s profile. 

Based on the above scenario, we run the decision making algorithm to select the 

appropriate participating entity in the UH group profile. Inspired by AHP method, we 

applied this algorithm for the selection of the one of the five doctors that will 

participate in the group profile. The results from the simulation are presented in this 

section. 

The pair wise comparison matrix for the criteria with respect to the goal is depicted in 

Figure 24 [10]. Comparing the criteria on the left with the criteria on the top as to 

their importance, it emerges that the patient’s preference has the highest priority with 

55,34% of the influence. The CR is 0.071. 

There are four 5 X 5 matrices of judgments since there are four criteria in the second 

level, and 5 doctors to be pair wise compared for each criterion. These pair wise 

comparison matrices for the alternatives with respect to each one of the criteria are 

depicted in Figure 25 [10]. 
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Figure 24: Pairwise comparison matrix of the criteria [10] 

 

 

Figure 25: Pairwise comparison matrix for the alternatives with respect to each of the criteria 

[10] 

 

 

Figure 26: Priority ranking of the alternatives [10] 
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The desired Global Value Vector of the alternatives is depicted in Figure 26 [10]. 

Observing the resulted GVV, Doctor 1 has the largest priority to be selected to 

participate in the group. This selection is also the most desirable with respect to the 

patient’s preferences (the highest priority criterion). Doctor 3 is the second choice to 

participate in the group even if he was not declared as the second choice in the profile. 

7.4.3 Notification of the appropriate participating entities 

There are two modes through which entities can interact with the system (European 

Telecommunications Standards Institute [6]). In the first mode (polling mode), queries 

are performed explicitly to get information about specific context information. The 

second mode (subscription mode) allows the healthcare providers to subscribe 

specifying what information they are interested in receiving (e.g. patient’s health 

condition). The subscription is followed by a notification which confirms the 

subscription and informs the participating entity about the current value of the 

subscribed context information. After their subscription, the participating entities are 

asynchronously notified about changes in the subscribed context information when 

these occur. 

The mode of interaction depends on the application requirements for context 

distribution, as well as the nature and characteristics of the context information. Due 

to the fact that in the proposed healthcare service the context information is highly 

dynamic, the subscription mode is preferred, which reduces the overhead created by 

polling as well. The polling mode is usually used when subscription is not supported 

or when the information is seldom variable. 

To enable efficient and scalable content delivery to different participating entities, and 

at the same time offer content filtering, we suggest the use of SIP (Session Initiating 

Protocol) and more specifically the SIP/SIMPLE protocol (SIP for Instant Messaging 

and Presence Leveraging Extensions) [7, 8]. SIP is a simple, scalable, text-based 

protocol that offers a number of benefits including extensibility and provision for 

call/session control. In addition, SIP has been adopted by several organizations and is 

the foundation for session initiation for presence support in desktop, mobile and 

server platforms. SIP has been extended by IETF's SIMPLE (SIP for Instant 

Messaging and Presence Leveraging Extensions) Working Group to enhance the basic 

protocol with Instant Messaging and Presence (IMP) functionalities. The SIMPLE 

extensions to the SIP protocol enable it to exchange messages inside a SIP session and 

provide an event package mechanism for notification of presence information.  

The alerts and notifications subsystem involves two types of users: publishers and 

subscribers. Publishers (patients) “offer” the content that is submitted to the service 

for the subsequent delivery to subscribers. Subscribers (healthcare providers) define 

subscriptions that describe the type of content they are interested in receiving. The 

infrastructure enables publishers to publish the information through content provider 

(Presence SIP Server), and allows subscribers to declare interest in certain types of 

information [9]. 

The content provider stores the subscription (Figure 27), checks if there is a 

publication to match it, and in the case of successful match it delivers the published 

content to the subscribed user. The notification of the user can be synchronous or 

asynchronous.  
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Figure 27: Notification of participating entities [11] 
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CHAPTER 8  

Architecture of the proposed Profile 

Management System 

8.1 Introduction 

In Chapter 5, we have presented the proposed profile management system. In this 

chapter, we present the architecture of the proposed profile management system 

describing the required primitive mechanisms within the system to achieve the 

creation of personalized UH services. The proposed profile management system 

creates and manages dynamically the profiles of participating UH entities. 

8.2 Architecture of the Proposed Profile Management 

System 

We focus on the creation and management of Subject Profiles dynamically for the 

provision of personalized UH services to the patients. For each subject two types of 

Subject Profiles can be created; a) an integrated profile that contains all the 

information and b) a part of the profile that contains so much information as it is 

necessary to see the person to whom it will be published (depending on the role this 

person has in the UH service). The participating subjects (e.g. paramedical staff) need 

to have access only to those parts of the patient profile that provide the necessary 

information for the fulfillment of their role in the treatment process. 

The proposed profile management system, depicted in Figure 28, is deployed within 

the Service Providers and the Profile Provider. Three different operations: the 

creation of profile, the update of the profile (modification, deletion) and the profile 

extension are analyzed. The key components of the proposed profile management 

system are: 

Profile Editor: through the Profile Editor the subject can make changes (insertion, 

modification and deletion) to his profile and alert the Personal Assistant Agent for 

these. 

Context Information Agent: its function is related to the context of the subject. For 

example, the Context Information Agent can collect the biosignals of the patient and 
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alerts the Personal Assistant Agent when deterioration in the patient’s health condition 

is detected. Furthermore, the Context Information Agent can send the subject’s 

current location. 

Service Provider’s Agents: Each Service Provider contains the following agents: the 

Processing Agent, the Query Agent, the Repository Agent, and the Database Creation 

Agent.  

Profile Provider: The Profile Provider contains the following agents: the Processing 

Agent, the Query Agent and the Repository Agent.  

 

 

Figure 28: Architecture of the proposed Profile Management System [1] 

 

The three operations are described below and the corresponding sequence diagram is 

depicted in Figure 29.  

8.2.1 Creation of profile 

The subject sends his request through his personal device to the Broker. When the 

request for the creation of a profile is sent, the URLs stored in the smart card are sent 

to the Broker pointing to the Service Providers where the required profile data are 

located. Each Service Provider has already published his URL into the catalogue that 

the Broker possesses. Since the Broker receives the given URLs, he matches the 

URLs to Service Providers and forwards each request to the appropriate Service 

Provider. In turn, each Service Provider possesses a catalog pointing where the hosted 

profile data are published. Finally, if the profile data are received successfully into the 

Broker from the involved Service Providers, the Broker sends them to the Profile 

Provider where the profile is created and stored in the Subject Profile Registry. The 

steps are analyzed in more detail. 

1) The request for the creation of the profile with the related URLs attached is sent 

from the Personal Assistant Agent to the Broker and more specifically to the 

Coordinator Agent. 
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Figure 29: Sequence Diagram of the primitive Profile Management Processes [1] 
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2) The Coordinator Agent processes the request. Each URL corresponds to a 

database located in a Service Provider. The Coordinator Agent sends each of the 

URLs along with the corresponding request to the appropriate Service Provider. 

In each Service Provider this request is processed by the Processing Agent. If this 

request is addressed to more than one database, the Processing Agent is 

responsible to convert it into primary requests.  

3) These primary requests are forwarded to the Query Agent. 

4) The Query Agent sends the appropriate queries to each database. 

5) The Query Agent retrieves the corresponding content from each database. The 

retrieved content is processed by the Processing Agent. 

6) When the whole requested information is processed, the Processing Agent stores 

temporarily the whole retrieved information to the Repository Agent. 

7) The Processing Agent sends an acknowledgement to the Coordinator Agent. 

8) When the Coordinator Agent responds, 

9) The Repository Agent sends the whole retrieved information to the Coordinator 

Agent located in the Broker. 

10) The Broker forwards the retrieved information to the Profile Provider and more 

specifically to its Processing Agent. When the whole retrieved information is sent 

successfully from each Service Provider, it is processed accordingly from the 

Processing Agent of the Profile Provider until is formed as an integrated profile.  

11) When the whole procedure is completed the integrated profile is forwarded to the 

Repository Agent. 

12) The Repository Agent stores it to the Subject Profile Registry. 

13) The Repository Agent is also responsible to retrieve the requested integrated 

profile with the aid of the Query Agent from the Subject Profile Registry and 

send it back to the subject via the Broker when requested. 

14) If the whole information is not retrieved and processed successfully, the Broker 

informs the Personal Assistant Agent accordingly and the whole procedure is 

cancelled until a new request is formed. 

8.2.2 Update via the Profile Editor or the Context Information Agent 

(modification, deletion) 

It is not only important that all the relevant information is available in a profile, but 

also that it is accurate and up-to-date. 

The content of the profile can change (be modified or deleted) either with the 

intervention of the subject i.e. via the Profile Editor or automatically with the 

detection of it with the Context Information Agent. The request of change/deletion 

produced by both ways is sent to the Personal Assistant Agent and then a notification 

is sent to the Broker. The Broker is informed in which URL the content has been 

updated and forwards the notification to the appropriate Service Provider. The Service 
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Provider updates the content of the corresponding profile data and the whole 

procedure for the creation of the profile is initiated. The steps are analyzed in detail. 

15) The Personal Assistant Agent sends: a) the request for the modification or 

deletion of the field of the profile to the Broker and more specifically to the 

Coordinator Agent, b) the URL of the database where either the modification or 

the deletion has to be implemented. 

16) The Coordinator Agent sends the proposed change along with the corresponding 

URL to the appropriate Service Provider. In the Service Provider the request is 

processed by the Query Agent.  

17) The Query Agent sends the data to the appropriate database. 

18) The Query Agent informs the Broker whether the procedure is successfully 

completed. 

19) If the modification/deletion is not successful, the Broker informs accordingly the 

Personal Assistant Agent and the procedure is cancelled.  

20) If the modification/deletion is successfully completed, the Broker proceeds with 

the creation of the updated profile. 

8.2.3 Profile extension 

The Service Provider creates a new database containing a new field that can exist in 

the profile. That can be realized easily because the databases are located in a cloud 

computing environment and are dynamically reserved depending on the needs of the 

services. These new profile data along with the URL are stored in the Service 

Provider’s catalog and are published to the Broker. 

The Broker automatically generates a notification to the subject about the new profile 

data. If the subject is interested in and accepts the request, there is a need to be added 

a new URL in the URL file of the smart card that possesses the subject. This insertion 

will affect both the URL file and the profile. The smart card of the subject is updated 

and the new subject’s profile is created integrating the new profile data. The steps are 

analyzed in detail: 

21) If the reservation of the new database is successfully completed, the Service 

Provider and more specifically the Database Creation Agent starts the procedure 

in order to inform the subject.  

22) The Database Creation Agent creates the URL of the new database and publishes 

it with the required information to the Broker. 

23) In the Broker, the Coordinator Agent informs the Personal Assistant Agent about 

the new database that has been created and its corresponding URL. If the subject 

consents, then the new URL is added in the URL file.  

24) After the completion of this procedure, the Personal Assistant Agent informs the 

Broker whether the procedure is completed successfully. 

The Broker informs the Service Provider whether the procedure is completed 

successfully. In case it is not completed successfully, the whole procedure is cancelled. 
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CHAPTER 9  

Implementation and Evaluation 

9.1 Introduction 

We have implemented a prototype of the proposed profile management system using 

the cloud computing technology. Cloud computing is defined as a model that enables 

ubiquitous, convenient, on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications, and services) 

which are rapidly provisioned and released with minimal management effort or 

service provider interaction. The proposed system makes use of generic healthcare 

profile structures. Our prototype is implemented utilizing Windows Azure platform as 

the infrastructure for developing the UH environment that incorporates the proposed 

profile management system. We have considered that parts of a profile are located in 

different service providers. The efficiency of the developed profile management 

system is evaluated in terms of time response in order to select the appropriate 

healthcare provider by simulating system's response in real world scenarios. 

9.2 Implementation - Services Documentation 

Towards to the implementation of the proposed profile management system, we 

deployed a prototype based on Windows Azure.  

The Programming Environment that we used was the Visual Studio 2012 Ultimate. 

Furthermore, we made use of the C# / .NET Framework 4.5 as Programming 

Language. 

For Services Development, we exploited the following technologies: 

• Windows Communication Foundation (WCF) – subset of .NET framework, 

containing assemblies and libraries used for web services development; 

• Entity Framework – framework used for data-oriented application development 

that enables developers work with relational data using domain specific objects; 

• Linq2Sql – language integrated query for managing relational data as objects; 

• JSON – JavaScript Object Notation, is a lightweight data-interchange format; 
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• Windows Azure - Windows Azure is a cloud computing platform and 

infrastructure, created by Microsoft, for building, deploying and managing 

applications and services through a global network of Microsoft-managed 

datacenters; 

• Windows Azure SQL Database - cloud-based service from Microsoft offering 

data-storage capabilities as a part of the Azure Services Platform. 

In addition, the Management Site Development was based on the following: 

• ASP.NET - server-side Web application framework designed for web 

development to produce dynamic web pages; 

• Windows Azure. 

The Management Site, services and databases are hosted on Windows Azure 

Infrastructure. 

9.2.1 System Architecture 

In Figure 30, it is depicted the system architecture of the deployed prototype. In the 

following sections, we are going to explain each entity that appears on this diagram in 

order to give a thorough view of the system.  

 

 

Figure 30: Design Architecture 
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9.2.1.1 System Architecture – Service Providers and their Services 

Each Service Provider, has a set of web services running as cloud applications on 

Windows Azure. These cloud applications consist of a web application (used for 

serving the services over the internet) and a database, where all relevant data for the 

specific Service Provider are stored. Each web service can store and retrieve data on 

its own database, but is fully agnostic of the existence of other Service Providers and 

their data stores. This makes our environment fully isolated while, for example, 

service provider A cannot retrieve data for a specific subject stored in service provider 

B. All these Service Providers, communicate with a Central Provider (where all data 

are pushed), as it will be explained later. 

In figure 31, it is depicted a screenshot from the Database schema of Service 

Provider’s database captured from Visual Studio 2012. 

 

 

Figure 31: Patient Table 

 

There are stored data regarding a Subject’s profile who uses the specific Service 

Provider. This profile is a carbon copy of the subject’s profile, as they have stored it 

on the Central Provider’s database. Each time a subject modifies their profile on the 

Central Provider, all Service Providers are notified for this change and they fetch the 

new profile if they have a record of the specific subject on their database, otherwise 

they ignore this notification. 

Patient_has_History Table: 

This table stores all data related with a subject’s medical exams and diagnoses 

produced on the specific Service Provider. These data are also pushed on the Central 

Provider, where are also stored centrally. 

Web methods serviced: (web method signatures, as written on the source code) 
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[OperationContract(Name = "fetch")] 

[WebInvoke(UriTemplate = "fetch?id={IDNumber}", Method = "GET", 

ResponseFormat = WebMessageFormat.Json)] 

public PatientResponse FetchPerson(string IDNumber) 

 

[OperationContract(Name = "store")] 

[WebInvoke(UriTemplate = "store", Method = "POST", RequestFormat = 

WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json)] 

public void StoreExam(HistoryResponse hist) 

 

[OperationContract(Name = "update")] 

[WebInvoke(UriTemplate = "update?id={IDNumber}", Method = "GET", 

ResponseFormat = WebMessageFormat.Json)] 

public void UpdatePerson(string IDNumber) 

 

public PatientResponse FetchPerson(string IDNumber) 

This method takes the Identification Number of a person as an argument and looks up 

at the database of this provider to find whether or not this subject’s profile exists. In 

case the profile is not found, a request is raised to the Central Provider for this profile. 

If found, it is returned in JSON format as “PatientResponse” object, otherwise null is 

returned. 

This method operates over HTTP GET, and IDNumber is passed through the URL 

used for the service call.  

For instance, using the URL http://healthprojclient.cloudapp.net/fetch?id=AB395103 

we can call this web method passing as argument the ID Number “AB395103”. 

public void StoreExam(HistoryResponse hist) 

This method takes as argument an object of type “HistoryResponse”, which contains 

data regarding a subject’s medical exam. It is called in order to store a medical exam 

in the database of a Service Provider and this method also pushes the data to Central 

Provider in order to be stored in the central database. 

This method operates over HTTP POST and its argument is posted in JSON format 

using an HTTP Web Request and is served at the URL 

http://healthprojclient.cloudapp.net/store.  

public void UpdatePerson(string IDNumber) 

This method is called from the Central Provider and is used to notify Service 

Providers for a change in a subject’s profile. Afterwards, if a copy of this profile 

exists on the database of a Service Provider, it is updated to its newest version (which 

exists on the Central Provider’s database), otherwise the notification is rejected and 

nothing is fetched. 

This method operates over HTTP GET, and IDNumber is passed through the URL 

used for the service call. 

For instance, using the URL 

http://healthprojclient.cloudapp.net/update?id=AB395103 we can call this web 

method passing as argument the ID Number “AB395103”. 
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All the above-mentioned methods operate via HTTP requests and return data in JSON 

format. These standards were chosen in order to make the services client and platform 

agnostic. Both HTTP and JSON are standards that can be handled by most of today’s 

platforms, such as Android, iOS, Windows Phone, Windows, OS X, Linux etc, 

aiming to build a cross-platform system. 

9.2.1.2 System Architecture – Central Service Provider 

Central Provider, is a service that collects all data related to subjects (profile, habits, 

preferences, medical exams etc) and makes them available to Service Providers when 

needed. Each time a subject takes a medical exam, these data are pushed from the 

Service Provider to the Central Provider and they are stored along with subject’s 

profile and other relevant data. 

In figure 32, it is depicted a screenshot from the Database schema of Central 

Provider’s database captured from Visual Studio 2012. 

 

 

Figure 32: Patient Table 

 

When a subject completes his profile, it is stored at the Central Provider’s Patient 

table. When a User Healthcare Provider requests to see or fetch a subject’s profile to 

its database, it gets a carbon copy of the profile stored at Central Provider. 
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Patient_has_History Table: 

This table stores all data related to a subject’s medical exams and diagnoses from all 

Service Providers. These data are collected (pushed) from all Service Providers. 

Patient_has_Preferences Table: 

This table stores all subjects’ preferences as they are inserted into the system when a 

subject creates his profile. 

ServiceProvider Table: 

This table stores all data regarding the subscribed Service Providers, such as their 

name and the URL that their services are hosted. 

Web methods serviced: (web method signatures, as written on the source code) 

[OperationContract(Name = "fetch")] 

[WebInvoke(UriTemplate = "fetch?id={IDNumber}", Method = "GET", 

ResponseFormat = WebMessageFormat.Json)] 

public PatientResponse FetchPerson(string IDNumber) 

 

[OperationContract(Name = "store")] 

[WebInvoke(UriTemplate = "store", Method = "POST", ResponseFormat = 

WebMessageFormat.Json)] 

public void StoreExam(HistoryResponse hist) 

 

[OperationContract(Name = "update patient")] 

[WebInvoke(UriTemplate = "updatepat", Method = "POST", ResponseFormat = 

WebMessageFormat.Json)] 

public void UpdatePerson(PatientResponse p1) 

 

[OperationContract(Name = "update prefereces")] 

[WebInvoke(UriTemplate = "updatepref?id={IDNumber}&pref={prefstr}", Method = 

"GET", ResponseFormat = WebMessageFormat.Json)] 

public void UpdatePref(string IDNumber, string prefstr) 

 

[OperationContract(Name = "get prefereces")] 

[WebInvoke(UriTemplate = "getpref?id={IDNumber}", Method = "GET", 

ResponseFormat = WebMessageFormat.Json)] 

public List<string> GetPref(string IDNumber) 

 

[OperationContract(Name = "register patient")] 

[WebInvoke(UriTemplate = "register", Method = "POST", ResponseFormat = 

WebMessageFormat.Json)] 
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public void Register(PatientResponse p) 

 

public PatientResponse FetchPerson(string IDNumber) 

This method takes the Identification Number of a person as an argument and looks up 

at the database of central provider to find whether or not this subject’s profile exists. 

If found, it is returned in JSON format as “PatientResponse” object, otherwise null is 

returned. 

This method operates over HTTP GET, and IDNumber is passed through the URL 

used for the service call.  

For instance, using the URL http://healthprojcentral.cloudapp.net/fetch?id=AB395103 

we can call this web method passing as argument the ID Number “AB395103”. 

public void StoreExam(HistoryResponse hist) 

This method takes as argument an object of type “HistoryResponse”, which contains 

data regarding a subject’s medical exam. It is called in order to store a medical exam 

in the database of a Service Provider and this method also pushes the data to Central 

Provider in order to be stored in the central database. 

This method operates over HTTP POST and its argument is posted in JSON format 

using an HTTP Web Request and is served at the URL 

http://healthprojcentral.cloudapp.net/store.  

public void UpdatePerson(PatientResponse p1) 

This method takes as argument an object of type “PatientResponse”, which contains 

data regarding a subject’s profile. It is called from the management site when a 

subject alters their profile. Next, Central Provider notifies all subscribed Service 

Providers that a change occurred to a specific subject profile, so if needed Service 

providers can fetch the changes. 

This method operates over HTTP POST and its argument is posted in JSON format 

using an HTTP Web Request and is served at the URL 

http://healthprojcentral.cloudapp.net/updatepat.  

public void UpdatePref(string IDNumber, string prefstr) 

This method takes as arguments the ID Number of a subject and a string with his 

preferences. It is called from the management site when a subject alters his/hers 

profile and then it updates the Central Provider’s database with the new data. This 

method operates over HTTP GET and is served at the URL 

http://healthprojcentral.cloudapp.net/updatepref?ID=AB395103&pref=pref1;pref2. 

public List<string> GetPref(string IDNumber) 

This method takes as argument the ID Number of a subject. It is called from the 

management site when a subject logs in his/hers profile and returns his/hers 

preferences in a List data structure of type string. 

This method operates over HTTP GET and its response is returned in JSON format. It 

is served at the URL http://healthprojcentral.cloudapp.net/getpref?ID=AB395103. 

public void Register(PatientResponse p) 
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This method takes as argument an object of type “PatientResponse”, which contains 

data regarding a subject’s profile. It is called from the management site when a 

subject registers for the first time. Next, Central Provider stores the new profile in the 

database. This method operates over HTTP POST and its argument is posted in JSON 

format using an HTTP Web Request and is served at the URL 

http://healthprojcentral.cloudapp.net/updatepat. 

9.2.1.3 System Architecture – Management Site 

This site is the entry point for a subject and the Central Provider service. From there, a 

subject can register and create his/hers profile and can also view his/hers profile, 

make changes etc. 

In figure 33, it is depicted a screenshot from the “Registration page”. In figure 34, it is 

depicted a screenshot from the “Profile update page”. 

 

 

Figure 33: Registration page 

 

As mentioned above, each time a subject makes changes in their profile all Service 

Providers are notified in order to fetch the changes. 

9.2.1.4 Windows Azure Management Portal 

The fact that all services are hosted to the cloud, gives us lots of advantages such as 

scalability of our services, high-availability and easy management. 
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Figure 34: Profile Update Page 

 

In figure 35, it is depicted a screenshot from the “Service Monitoring page” captured 

from Windows Azure. This page contains charts and diagrams related to the service 

usage and performance analysis. 

 

 

Figure 35: Service Monitoring page 

 

In figure 36, it is depicted a screenshot from the “Service Scaling page” captured from 

Windows Azure. 
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Figure 36: Service Scaling page 

 

This page allows us to easily alter the scaling of our service, depending on the 

demands. If needed, we can deploy our service to more Virtual Machines in order to 

successfully achieve the availability of our service. 

Moreover, Windows Azure can automatically scale the resources of our service, 

depending on the traffic, demands etc. 

The following figures depict screenshots from the Database Management page 

captured from Windows Azure. 

In figure 37, it is depicted a screenshot from the “Database performance”. 

 

 

Figure 37: Database performance 
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In figure 38, it is depicted a screenshot from the “Database design-dependencies”. 

 

 

Figure 38: Database design-dependencies 

 

In figure 39, it is depicted a screenshot from the “Database Tables Management”. 

 

 

Figure 39: Database Tables Management 
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In figure 40, it is depicted a screenshot from the “Table Data Management”. 

 

 

Figure 40: Table Data Management 

 

In figure 41, it is depicted a screenshot from the “Table Data”. 

 

 

Figure 41: Table Data 
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9.3 Evaluation 

The efficiency of the proposed Profile management system has been evaluated 

through running real-world scenaria. The evaluation criterion is the time the system 

requires for serving requests. Serving time is considered to be critical parameter for 

healthcare services, especially in case of emergency where UH services should be 

provided in real-time, regardless network load. 

In the implemented system, serving time depends on request time, lookup time and 

response time. 

Ιf a participating entity/patient wants to lookup the existence of the profile in the 

Central Provider’s database, there will be a request from him/her (acting as a client 

here) to the Central Provider (acting as a server) which will ask if a subject with a 

specific ID number exists. Then, Central Provider’s service will perform a lookup on 

the database and if the specified ID is found, all the relative data to this ID will be 

returned (subject profile) elsewhere nothing will be returned. The time required for 

this transaction to be completed (consisting of request time, lookup time and response 

time) is the criterion against which we are going to evaluate our system. Hence,  

 

Evaluating a time response over a single request is not really useful, as lots of PCs can 

complete this request quickly. However, things begin to change when lots of requests 

arrive in a short period of time (ideally, simultaneously) and need to be served. In that 

case, a low specs PC will try to serve as many requests as possible while the rest of 

them will be kept pending in a stack-like structure in the PC’s memory till all of them 

are served. For instance, if 1000 requests arrive simultaneously to a low-specs PC and 

it is able to serve 4 requests at time with an average time response 2 sec that will be:  

 

This time, is generally not acceptable by users as request number 1000 will be 

processed after 8 minutes and all this time subject has to wait for the response.  

In order to avoid such problems, we chose to host our system on a cloud platform – 

Windows Azure. Azure’s main advantage is the load balancer, constantly monitoring 

the CPU load of all the virtual machines our service is hosted on. If this load exceeds 

a specified (by subject) threshold, Azure is going to increment the virtual machines 

the service is deployed on. On the other hand, if the CPU load falls below a threshold, 

Azure is going to decrement the virtual machines. For example, let us suppose that we 

(normally) host our service on 5 virtual machines and suddenly there is a multiple 

demand of requests. In that case, Azure is going to increment the number of virtual 

machines our service is hosted on, in order to serve more requests on different VMs 

and when all requests have been served all extra virtual machines will be shut down.  

To evaluate our system over time response, we did make a simple C# console 

application making sample requests and logging the time response. Moreover, to 

make it more realistic, we logged times for all the following cases: 

The evaluating scenarios are the following: 

• One request with no load balance 

• 1000 requests in parallel with no load balancing 
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• 1000 requests in parallel with load balancing 

The tests were performed on a PC with the following specs: CPU: Intel Core i7 

720QM (1,6 GHz – Quad core with Intel HyperThreading); RAM: 8 GB DDR3; OS: 

Windows 8 Enterprise. 

The load balancing thresholds that we have set are: 

• If CPU load goes over 20% add an extra virtual machine; 

• If CPU load falls under 10% remove extra virtual machines. 

 

TABLE 2: EVALUATING SCENARIO – TIME RESPONSE 

Process 

Evaluating scenario 

Single user 

request 

1000 parallel requests no 

load balancing 

1000 parallel requests with 

load balancing 

Profile 

Creation 
893 msec 15597 msec 10823 msec 

Profile 

Update 
655 msec 32183 msec 10929 msec 

Fetch Profile 

Data 
358 msec 303 msec 178 msec 

Store Exam 

Data 
850 msec 444 msec 398 msec 

 

 

The chart of figure 42 is a graphical representation of evaluation results. 

 

 

Figure 42: Results of the evaluation 
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Overall, we clearly see that with load balancing enabled we take drastically improved 

results. Regarding time responses, we see that all ‘critical’ services of the system 

(such as store of an examination or fetching a subject’s data) perform very well (time 

responses are kept under 500 milliseconds) even under heavy load. Profile creation 

and update are time consuming processes, however they are not critical to our system 

as we do not expect them to be called very frequently (comparing to the other two 

processes). If we want to achieve even better times on profile creation and update we 

could consider assigning more virtual machines on our services or performing some 

software-side optimizations, such as elimination of time consuming tasks such as 

writing data to a database. 
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CHAPTER 10  

FUTURE WORK 

10.1 Future research directions 

The profile management system that we propose in this paper is focused only on 

Subject Profiles (i.e. Patients and Healthcare providers). We intend to continue our 

research in this direction in order to deploy a profile management system 

incorporating the profiles of all possible participating entities in a ubiquitous 

healthcare environment. Thus, as future work, we plan to implement a profile 

management system integrating the creation and management of Subject Profiles, 

Healthcare Center Profiles, Living Environment Profiles, Vehicle Profiles, Workplace 

Profiles, Outdoor Environment Profiles and Alarm Center Profiles. 

In addition, we plan to implement the proposed group profile management system 

using agent technology and evaluate its performance regarding the quality of the 

provided personalized ubiquitous healthcare services in case that a wide range of 

participating entities are involved. 

We intend to continue our research in order to deploy the proposed healthcare profile 

management system. The initial step toward this direction is the deployment of the 

User Healthcare Smart Cards incorporating the proposed smart card file system design. 

Thus, as future work, we plan to implement the User Healthcare Smart Cards using 

Java Cards. 

Moreover, we study machine learning schemes for patient modeling as well as the 

application of machine learning to patient-centric models. Our current work is related 

to: Algorithms – data mining; Implementation of the event handler in order to predict 

the patient’s health condition; Predict the group that need to participate in the 

healthcare service for a certain patient category; Modeling of patient categories. In the 

next sections, our current research work related to machine learning is presented. 

10.2 Machine Learning Schemes for Patient modeling 

The exponential growth of machine learning technology, offering powerful algorithms 

and tools for clustering, classification and regression can offer the next generation 

tools for modeling, detection and prediction in the area of healthcare profile 
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management. The exploitation of different channels of information and the real-time 

processing of large amount of data coming from patient monitoring and information 

systems management is the key for the development of self-adaptive and personalized 

models for the monitoring and management of patients. 

The patient-centric model will be built by a machine learning scheme, appropriate for 

processing multivariate data, such as the hidden Markov models (HMM) [1], the 

support vector machines (SVM) [2], the neural networks (NN) [3] or the decision 

trees (DT) [4]. These techniques will exploit different types of information related to 

the patient and its present and past status in order to detect or predict alarm situations. 

The multiple information used by the model will consist of the patient's demographic 

information, the patient's medical status (current status, history of the past N 

days/weeks), real-time data coming from sensors, environmental information (current 

position, current activity etc), etc. 

The combination of the above described information in a single feature vector 
N

V ∈� , 

with N the number of different channels of information that construct the total feature 

vector V, will be used as input to a machine learning based model: 

10.2.1 Hidden Markov Models 

A hidden Markov model (HMM) is a statistical Markov model in which the system 

being modeled is assumed to be a Markov process with unobserved (hidden) states. 

An HMM can be considered as the simplest dynamic Bayesian network. The 

mathematics behind the HMM was developed by L. E. Baum and coworkers.  

In HMM technique, a sequence of events is modeled by a scheme of states which are 

connected between them. Each HMM state is modeled by a discrete or continuous 

distribution probability, while each transition from one state to another has a 

probability weight coefficient. An example of a three state HMM is illustrated below. 

 

Figure 43: Example of a three state HMM 

10.2.2 Multilayer Perceptron Neural Networks: MLP NN 

Neural networks (NNs) with three layers have been proved capable for numerical 

predictions (Chester, 1990), since neurons are isolated and region approximations can 
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be adjusted independently to each other. In detail, the output 
jz  of the j th neuron in 

the hidden layer of a multilayer perceptron (MLP) NN is defined as: 

( ) ( )(1) (1)

0

1
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j ji i j

i

z f w b S w b
=

 
= + 

 
∑ ,  1,2,..., ,j M=                                       (5) 
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( ) 1 x
f x e

−−= +  is the sigmoid activation function, M is the total number of 

neurons in the hidden layer, and ( )(1)

ji
w b  and ( )(1)

0j
w b  are the weight and bias terms, 

respectively. In the present work the output layer of the MLP NN consists of a single 

unthresholded linear unit, and the network output, Spred, is defined as: 
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All weights are adjusted during the training through the back propagation algorithm. 

10.2.3 Support Vector Regression: SVR 

For the non-linear case of support vector regression (SVR) the two most widely used 

algorithms are the ε-SVR [6] and the ν-SVR [7]. Here we utilize the ν-SVR because 

of its ability to automatically adjust the ε insensitive cost parameter. Given the set of 

training data { }, ( )
i rea l

S ix  for the boundary type b, with ( ) ( )1 , ...,
T

i NS i S i=   x  and 

( )1 i D b≤ ≤ , a function φ  maps the attributes to a higher dimensional space. The primal 

problem of ν-SVR,  
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is subject to the following restrictions: ( ) ( )( )T

i real i
x S iφ β ε ξ+ − ≤ +w , 

( ) ( ) *( )T

real i i
S i xφ β ε ξ− + ≤ +w , *,  0,i iξ ξ ≥  with N∈w � , β ∈ � , [0,  ]i ∈ Ν  and 0ε ≥ . Here, 

i
ξ  and 

*

iξ  are the slack variables for exceeding the target value more or less than ε, 

respectively, and C is the penalty parameter. The kernel function is ( , ) ( ) ( )TK x xφ φ⋅ ⋅ = . 

The value of ν affects the number of support vectors and training errors. 

Here we consider the radial basis kernel function ( )2

( , ) expi j i jK x x x xγ= − − . 

10.2.4 Model Trees: M5’ 

Here we consider the M5’ model tree algorithm proposed by [8], which is a rational 

reconstruction of M5 method developed by [4]. In tree structures, leaves represent 

classifications and branches represent conjunctions of attributes. The M5’ tree is a 

binary decision tree constructed in two steps, namely the splitting and the pruning 

phase. During splitting, for each node the algorithm computes the best attribute to 

split the T subset of data that reaches the node. The error criterion is the standard 

deviation of each class value that reaches each node. The attribute i with the 

maximum standard deviation reduction σ̂  is selected for splitting that node, i.e. 

ˆarg max ( ) ( )
ij

ij
i j

T
T T

T
σ σ σ
  

= − × 
  

∑                                                    (8) 
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where Tij are the subsets that result from splitting the node according to the chosen 

attribute i, with 1 i N≤ ≤ . The splitting process, which results to child nodes with 

smaller standard deviation, terminates when class values of the instances that reach a 

node have standard deviation equal to a small fraction of the original instance set, or if 

only few instances remain. When splitting is completed a large tree structure will be 

constructed. For each node one linear regression model is calculated and simplified by 

dropping the attributes that reduce the expected error. The error for each node is the 

averaged difference between the predicted and the actual value of each instance of the 

training set that reaches the node. The computed error is weighted by the factor 

(n+ν)/(n-ν), where n is the number of instances that reach that node and ν is the 

number of parameters in the linear model that give the class value at that node. This 

process is repeated until all the examples are covered by one or more rules. During the 

pruning phase, sub-trees are pruned if the estimated error for the linear model at the 

root of a sub-tree is smaller or equal to the expected error for the sub-tree. 

10.3 Application of Machine learning to patient-centric 

models 

Τwo major applications are described for the patient-centric models: unsupervised 

clustering of patients to groups with similar characteristics, and modeling of patient’s 

health condition with HMMs. 

10.3.1 Unsupervised clustering of patients to groups 

As considers the unsupervised clustering of the patient-centric models, the patient-

models found to be similar to each other, according to the data described through the 

vector V, a number of patient groups will be constructed, within which patients with 

similar behavior or status will be included.  

The decision on which patients will be grouped together, i.e. described under the same 

model will be totally unsupervised with the set of thresholds for the variance of the 

group models as described by the corresponding machine learning algorithm used. 

The advantage of using patient-group models instead of patient specific models is the 

use of more data for the robust and accurate estimation of the parameters of the 

corresponding models, while the detection of alarm situations in a patient of the same 

group will be used for crisis predictions in patients of the same group. 

The proposed methodology [9] is based on the assumption that patient-centric models 

with similar group profiles will operate in a similar manner. Specifically, we assume 

that the ubiquitous healthcare system would build quite similar patient-centric models 

for patients with similar health status (types of diseases, monitored medical metrics, 

etc) and similar demographic characteristics (i.e. age, habits, family status, residence, 

etc) and health history. Moreover, we expect that similar patient-specific models will 

operate in similar sequences of upcoming events and subsequently should be adapted 

and/or re-configured to the new conditions and new data in the same way. 

Under this assumption, the use of clusters of patients-centric models instead of 

individual patient-centric models, would result to several benefits. First of all, the 

training, and fine-tuning of the parameters of the models for a cluster of patients 

instead of individual ones can rely on larger amount of training data, and thus the 

determination of optimal values for the parameters of the model would be more 
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precise (especially for those parameters that are statistically estimated) and result to 

more robust models. Moreover, the common use of the same cluster-centric model 

created from several patients with similar healthcare behavior offers the ability to re-

configure the models according to information related to a subset of the patients of the 

cluster, and then be applied in the future for potential similar events that will be 

presented to other patients of the cluster. 

The clustering of the patient-centric models to groups can either be performed by 

setting some rules (decided by the clinical experts) or by unsupervised data-driven 

methods. The first option relies on the degree of knowledge and experience of the 

clinical experts, while the data-driven clustering relies on the amount of available 

bootstrap data and the degree of coverage they offer. The data-driven unsupervised 

clustering is based on powerful machine learning methods such as the k-means and 

the expectation-maximization algorithms [10], and uncover underlying information 

and correlations in the data, which a clinical expert may not be able to discover. 

Let us define a set of N patient-centric models, nP
, with 1 n N≤ ≤  where N  is the 

number of individual patients. The unsupervised clustering f  of the N  models, will 

result to M N≤  cluster-centric models, mC
, with 1 m M≤ ≤  where M  is the number 

of clusters of patient-centric models, i.e.  

( )arg min

:
n m

V

P Cf →

                          (1) 

where the clustering is performed according to the minimization criterion V , i.e. a 

cluster variance threshold, for all patient-centric and cluster-centric models n  and m , 

respectively. The concept of the clustering of the patient-centric models to cluster-

centric models is illustrated in Figure 44, where patient-centric models, which were 

found to be similar, are grouped in the same cluster. 

 

 

Figure 44: Illustration of the concept of the cluster-centric models. Patient-centric models that 

are found to be close will be clustered to the same group of models [9] 
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The exploitation of new upcoming events and information related to the healthcare 

status of each patient will result to the adaptation/reconfiguration of the whole cluster-

centric models, mC
, to the new conditions. Change of a cluster-centric model 

exceeding the predefined threshold, V , with respect to its initial parameter values 

would require re-clustering of the patient-centric models and estimation of new 

models of patient's groups. Thus, the grouping of the patient-centric models to clusters 

will be updated when significant changes in the clusters are detected. 

Pilot Scenario 

We consider the case of Smart Homes equipped with the appropriate sensors for 

gathering context and bio-information as well as integrating the essential residential 

networks for supporting a UH system for providing monitoring services to cardiac 

patients remotely. The patients are being monitored by the system in order any critical 

event to be detected timely. 

In the case of patient-centric models, one model would operate for each individual 

patient, thus reconfiguration of the model is performed purely from the logged history 

of the corresponding patient's activity. Thus, when an event appears in one patient, for 

example cardiac crisis due to a not predicted cause, this information will not be 

exploited to other patients with similar healthcare profile. 

In the case of cluster-centric models all patients the models of which were found to be 

similar will share a common model, since they belong to the same cluster. In this case, 

when an event appears in one or more patients-members of the same group, the 

cluster-based model will be reconfigured/updated. By this way the adapted model will 

successfully handle similar healthcare events, when/if appear to other patients-

members of the group. 

When the appropriate cluster-centric model is selected, the group profile is created in 

the same manner as in the patient-centric model. The profiling mechanisms of the 

group profile management system [3] are enabled in order the patient’s profile to be 

accessed for acquiring the identities of the entities that are related to the patient and 

will participate in the group that supports the UH service. A request is sent to the 

patient’s profile whose response returns the participating entities that are appropriate 

for this patient and are already subscribed to this service. Then, queries are sent to 

these participating entities’ profiles in order to detect their availability and to bind one 

of them.  

10.3.2 Modeling of patient’s health condition with HMMs 

The modeling of the patient health condition with HMMs will allow the detection 

and/or prediction of the current and upcoming status of the patient. The following 

figure illustrates four basic status situations of a patient. The use of a fully connected 

4-state HMM, with one state for each health condition can model the patients time-

sequence status, and thus predict upcoming situations. 
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Figure 45: The four potential states of patient’s health condition; s1:well, s2:mild-condition, 

s3:stronger-condition, s4: emergency; {b1, b2, b3, b4}: positive/recovery transition, {b5, b6, b7, 

b8}: negative transition 

 

The transition from one state to another is triggered by certain events related to the 

patient’s health condition. An event can be defined as a significant change in specific 

bio or contextual information captured by the objects or imported by the patients 

themselves. Thresholds for adjusting the false-alarm cases and the miss-detections can 

be configured in order the model to be setup to the optional operational status. This 

transition can be either a positive transition e.g. b1 (amelioration of patient’s health 

condition) or a negative transition e.g. b6 (deterioration of patient’s health condition). 

Each transition is an event-driven operation. At each state, certain UH services are 

provided to the patient by certain entities. 
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General Conclusion 

10.4 Synopsis 

This dissertation presented the basic aspects of the personalized healthcare services 

that are provided through the novel ICT infrastructures. The deployment of patient-

centric healthcare services is a multidisciplinary task requiring the contribution of 

different technologies and the collaboration of many entities. From a technology point 

of view, personalized healthcare services exploit context-aware, profile structures 

within a ubiquitous healthcare environment.  

The main objectives of these services are the support of patients, especially elderly 

people and people with chronic diseases, in order to have an independent and safe 

way of living as well as the efficient collaboration of all healthcare providers involved 

in the treatment process. Current applied personalized healthcare services focus on 

facilitation of persistent patients’ health status monitoring, on customization of 

treatment based on patient's needs and preferences, and the selection of the 

appropriate healthcare provider. The personalized healthcare services also facilitate 

the self care purposes. In addition, they facilitate the collaboration of diverse 

authorized subjects, objects and operational domains for the provision of accurate and 

timely-critical healthcare assistance. 

The proposed framework for personalized healthcare services in ubiquitous 

environment and our contribution is presented in Figure 46. The key entities are: 

• Patient; 

• Patient’s Group of healthcare providers; 

• Patient’s environmental context; 

• Healthcare center; 

• Profile Provider and Group Profile Provider; 

• Service Provider. 

These components/actors have been analyzed in the previous chapters. 
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Figure 46: Personalized Healthcare Services in UH Environment - Overall Architecture - Contribution 
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A Body Area Network (BAN), which contains several sensors, acquires the patient’s 

contextual data, and temporarily stores them to a PDA, which acts as communication 

gateway between BAN and the public IP network. In this phase, the patient can insert 

to the system any subjective information (e.g. pectoral pain, dyspnea). The acquired 

contextual data are initially estimated according to the thresholds of the vital signs 

registered in the patient’s profile to indicate a potential abnormality. 

Then, the acquired data and any abnormality (if such is detected) are published to an 

Event Management Server. The Event Management Server, according to the 

published data, defines the proper action (Event Handler mechanism). For example, if 

the acquired heart rate is higher than a predefined value, then an action has to be 

triggered, such as a notification to a cardiologist. After an event has been detected and 

the proper action has been defined, the patient’s profile is accessed for matching the 

patient’s needs with the preferences and capabilities of the candidate participating 

entities (e.g. cardiologists of the above example), who are engaged and are already 

subscribed to this service [6]. Then, queries are sent to these entities in order to detect 

their availability and to bind one of them. Finally, the bound entity receives a 

notification from the Event Management Server as well as access to the essential 

information of the patient’s profile. If it is required the transfer of patient to a 

healthcare center, the bound healthcare professional both detects the appropriate 

healthcare center and coordinates the patient’s medical assistance, by accessing 

selected profiles of the healthcare centers. 

Moreover, the framework should provide mechanisms for the uninterrupted provision 

of the healthcare service. If communication network fails, the PDA saves locally the 

acquired data and notifies the failure to the patient. When failure is over: a) failure 

notification messages are sent to the healthcare service provider, and b) the acquired 

data are forwarded to the selected participating entities. If network connection is not 

available for long and an abnormality is detected, the patient is suitably alerted by the 

system in order to contact or visit a healthcare center. 

There is a variety of stakeholder entities with different objectives regarding the way 

they exploit/take advantage of the profile management system [33]. 

• End-users want to personalize their provided healthcare services in order to get the 

maximum of expected user experience.  

• Profile providers offer all required mechanisms in order to define the subjects’ 

preferences in their profiles.  

• Network providers not only take advantage of profile management system because 

they exploit them for personalizing their services but also they enhance profile 

management system functionality by providing them services such as storage and 

transfer of profile and service data, data synchronization and capability 

negotiation.  

• Service and device providers use profile management systems for personalizing 

their service and device, accordingly. Profile management systems, in their turn, 

take advantage of them for updating profiles.  

Therefore, the profile management systems provide benefits primarily to users, but 

also to different types of third party providers who are certified to manage the profile 

content. 
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10.5 Scenario of Personalized Healthcare Services 

In this section, we demonstrate a real world scenario depicting the way a personalized 

healthcare service is provided to a chronic patient. This scenario is designed to focus 

on the fundamentals of the personalized services without considering advanced 

functionality, such as the ubiquitous computing.  

Christos is a 57 year old man living in Lesvos, an island of East Aegean Sea far away 

from the Greek mainland. 15 years ago he was diagnosed with diabetes but he was 

under poor glucaimic control. Besides that, six months ago he had a heart attack for 

which he was transferred and hospitalized to Hippokrateio General Hospital in Athens. 

In that hospital, Christos was submitted to Coronary artery bypass surgery. He de-

hospitalized 4 weeks later with instructions for strict control of his arterial pressure, 

blood sugar and cholesterol. Moreover, he was advised to quit smoking immediately, 

lose weight and in general follow a healthier way of life. 

Christos' wife, Mary, contributes to his rehabilitation by helping him have a healthier 

nutrition and quit his bad habit as well as comply with his medical treatment.  

Even if, Christos complies with the medical advices, the fact that he is a diabetic 

patient makes him vulnerable to the appearance of a life-threatening event of silent 

ischemia. That is the major problem for the diabetics because it may develop while 

the patient has no symptoms or pain of any kind. As a result the condition goes 

undiagnosed and untreated and has higher probabilities for lethal. 

Patients with diabetes mellitus, such as Chris, can face urgent complications that 

require hospital care apart from the long-term ones. Incidents such as hypoglycemia, 

diabetic ketoacidosis, hyperosmolar non-ketoacids coma, silent myocardial infarction 

require immediate treatment, as even the intra-day delay can have a fatal outcome. 

Hypoglucemia, especially the hypoglucemia anawareness, in which no symptoms are 

indicated, even though glucose values are much lower than normal, presents serious 

risks. Due to the disturbance of consciousness that can appear, accidents when driving 

or operating machinery are likely. Hypoglycemia can also lead to coma and 

eventually death within hours if not timely noticed. It is associated with increased 

incidence of acute myocardial infarction, cardiac arrhythmias and sudden death during 

sleep. The treatment of hypoglucemia in the early stages is very easy and can be 

treated at home consuming snacks or beverage that contains sugar. On the other hand, 

when patients face severe hypoglycaemia and fall into a coma, they need not only 

hospital care but also hospitalization in Emergency Room (ER). It is therefore clear 

that Chris can tackle an incipient hyperglycemia easily and safely consuming a snack 

before disorders of consciousness are present. 

Hyperglycemic conditions, especially diabetic coma, have high morbidity and require 

immediate hospital care, as dehydration, hyperglycemia and electrolyte disorders need 

to be treated. The morbidity of these conditions is 40% and therefore great attention 

should be paid to prevent them. With good glycemic control, diagnosis of 

deregulation in an early stage and definition of the cause that causes it (infection) 

enables early intervention and treatment outside hospital. 

Another serious risk for diabetic patients is silent myocardial infarction; sudden death 

can be the first sign of myocardial ischemia to patients with autonomic neuropathy. 

Early diagnosis is therefore very important, given the fact that patients who go to 
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hospital within two hours have greater chances of survival. Moreover, the possibility 

of thrombolysis is given to avoid myocardial necrosis. 

Thrombolysis can only be attempted within 2 hours from the installation of the 

myocardial infarction and therefore it requires a very narrow time window to go to a 

hospital. This is very difficult to achieve even in patients without diabetes. In patients 

with diabetes the chance to perform thrombolysis is rather small due to the absence of 

symptoms and the delay in diagnosis. 

For these reasons, Christos should be continuously and uninterrupted monitored by a 

system in order any critical event to be detected timely.  

We consider a Smart Home to be the environment supporting the required tele-

monitoring system. It is equipped with the appropriate sensors for gathering context 

and bio information as well as integrates the essential residential networks for the 

provision of requested healthcare services remotely. A bio EKG monitor could 

identify myocardial strain and alert the patient or his relatives at an early stage. 

Moreover, an acute coronary event could be diagnosed by the doctor while the patient 

is still on his way to the hospital providing time for early intervention such as 

thromvolysis. In addition blood pressure, blood sugar and cholesterol levels can be 

monitored at any time so that any doctor can alter the medication, providing better 

control for patients living far away from the general hospitals of Athens. 

Apart from Mary, a number of other subjects contribute in order Christos has a 

healthy living. For instance, his diabetologist assesses Christos' biosignals for 

calibrating his glucaimic control. Obviously a group of healthcare providers is 

organized around Christos for providing him the appropriate healthcare services. Each 

participant in Christos’ group of healthcare providers is represented by his/her profile 

which determines how it contributes on Christos’ rehabilitation.  

Table 3 concentrates all participants of Christos group of healthcare providers 

network and defines the actions required to be accomplished in each case. 

Based on this scenario, we consider the use of Christos’ profile, a number of profiles 

of doctors and nurses related to Christos and a set of profiles of Christos’ relatives e.g. 

his wife.  

 

Table 3: Analysis of the scenario 

Stakeholder Relationship to 

Client 

e-health Profile 

Christos  

(patient) 

 • He uses a tele-health 

monitoring package in 

order to monitor his 

blood pressure, blood 

sugar and cholesterol 

levels in order to make 

alterations of his diet 

and medication 

(diabetics alter the dose 

of insulin based on self-

monitoring). 
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Stakeholder Relationship to 

Client 

e-health Profile 

• The system alerts him, 

whenever acute changes 

of his bio markers take 

place including silent 

ischemia. 

Mary  

(Wife-

caregiver) 

Health Profile 

(monitored health 

data, smoking 

condition, diet) 

• She helps Christos to 

follow all the medical 

instructions. 

• She arranges Christos 

special diet of low sugar, 

low fat, low salt. 

• She deprives from 

Christos his smoking 

facilities. 

• She is informed of any 

dangerous life 

threatening event so that 

she can transfer Christos 

to hospital in case of 

emergency. 

• The system helps Mary 

to form her shopping list 

according to Christos’ 

needs for low sugar, low 

fat, low salt diet.  

Diabetologist 

(medical  

professional) 

Health Profile 

(monitored health 

data, smoking 

condition, diet) 

• He supervises Christos’ 

health condition. 

• He makes alterations on 

Christos' medical 

treatment.  

• He reminds Christos to 

make check-up twice a 

year. 

Pharmasist 

(medical  

professional) 

Diet, glucose levels • He determines Christos' 

needs for insulin and 

makes arrangement for 

insulin supplies. 

Cardiologist 

(medical  

professional) 

Health Profile 

(monitored health 

data, smoking 

condition, diet) 

• He diagnoses a 

myocardial infarction 

while the patient is still 

on his way to the hospital 
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Stakeholder Relationship to 

Client 

e-health Profile 

having time to prepare for 

treatment in time, to 

prevent myocardial 

necrosis. 

Community 

Doctor  

(medical  

professional) 

Notifications for 

emergent events 
• He arranges Christos' 

transportation to a 

general hospital including 

the appropriate medical 

equipment. 

 

 

To achieve personalized services, the e-health tele-monitoring system creates 

dynamically a group of eligible subjects (e.g. doctor, wife) to provide care to Christos 

when his health condition requires it. The proposed Profile management system is 

used integrating the following mechanisms: Event Handler, Group Profile Creation, 

Group Profile Update.  

If the current state of Christos health condition justifies the sharing of the emergency-

related information from his profile, this information may be necessary to be shared 

with a participating entity (e.g. doctor). The sharing will be both based on general 

policies that define what access the participating entity may have to Christos’s profile 

and on Christos’s sharing preferences. 

10.6 Main Contributions 

The main points of this general architecture that have been covered in this dissertation 

are: 

1) General structure of the proposed telemedicine framework (“A new Telemedicine 

Framework Handling the Emergency overload”) 

We proposed a framework for the provision of telemedicine services. This 

framework introduces three operational phases that are described in detail. The 

innovative point in this framework are a)the introduction of profiles both for 

service delivery and information representation in a personalized way tailored to 

each actor’s needs b)the use of the SIP/SIMPLE protocol for the notification and 

alert of the actors that participate in the telemedicine service and are available 

according to their profile c)the introduction of ER/OC profiles that the bound 

healthcare provider accesses to detect the appropriate healthcare center that the 

patient will be transferred and coordinates the patient’s medical assistance and 

treatment. 

2) The medical context of the patient 

The medical context contains parameters depicting the physiological state of the 

patient are divided in two categories a) objective information that is collected by 

biosensors implanted or wearable (e.g. blood pressure) - the values of these 
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parameters compose objective mappings of the real health status of the patient 

(degree of urgency), b) subjective information (e.g. pectoral pain) that is explicitly 

imported by the patient through simple actions. Although this is a subjective 

estimation, it is important for the medical staff to form the diagnosis as additional 

element to objective parameters. 

3) Activation of healthcare service 

The activation of healthcare services is based on the state of the patient’s health 

condition. The patient’s health condition can be characterized by four discrete 

states. There are different transitions linking these states. In each of these states, 

different policies are applied to inform the subjects that participate in providing 

the healthcare service. 

4) Profiles for all entities involved in a healthcare service 

Medical incidents were studied in order to define the entities involved in a 

telemedicine service. The entities that can be involved in each case are: the patient, 

the subjects composing his social environment, the healthcare center to be 

transferred if the state of his health condition is defined as critical, the smart home 

where he lives, his office and the vehicle he uses. For each of these entities, the 

content of the profiles was categorized.  

5) Profile management system for deploying personalized UH services 

Our proposed profile management system is applied on an e-Health tele-

monitoring system in a cloud computing environment for providing monitoring 

services to patients suffering from chronic diseases remotely. We consider that the 

e-Health tele-monitoring system integrates a wide spectrum of participating 

entities including patients, doctors, nurses, family members, a healthcare center, a 

smart home, an office and a vehicle. Each participating entity has its own profile 

that follows the structure that we have already proposed. The incorporated data of 

each profile are stored in distributed databases in the cloud computing 

environment where the e-Health tele-monitoring system works. 

Furthermore, each one of the participating subjects poses a smart card storing 

information about the locations of databases where the corresponding profile data 

are stored. In other words, each subject’s smart card stores URL locations pointing 

to databases where large amount of profile data are found in order a Subject 

Profiles to be created.  

There was no literature combining the profile with smart cards; only a reference to 

an article by ETSI which noted that one way to implement the profiles could be 

with smart cards. The research proposals in the literature focus on smart cards to 

solve issues of security. 

6) Creation of the group profile and its management 

We propose a group profile management system in a UH environment considering 

that each participating entity of the UH environment holds its own profile. We 

exploit the profiles of the participating entities for the creation and management of 

a group profile which is responsible to enable the appropriate entities to 

collaborate for the efficient provision of personalized ubiquitous healthcare 

services to the patient. The group profile facilitates the dynamic creation of the 

appropriate group of entities that should be rapidly provisioned and released with 

minimal management effort. The inception for the creation of a group profile is 
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the patient’s health condition. The patient’s profile contains an index to a group 

profile that is triggered whenever an event is detected The group is formed 

through certain management, scheduling and notification events. In the group 

profile, each actor has a specific role with defined activities. The intention of each 

subject to participate or not is detected by his current profile and is signaled by a 

notification event. 

This profile’s structure allows systems (e.g. telemedicine system) to compose 

multiparty group-working schemes with pre-selected behaviors of all involved 

entities (actors), devices and eHealth services.  

7) Access of participating entities to Patient’s environment 

For the provision of timely-critical and accurate healthcare services, the 

participating entities need access to information hosted by patient profiles. 

However, patient’s profiles contain sensitive personal information which should 

be accessible only by the appropriate entities and that the patient allows. This 

leads to the need for degraded access to patient profiles. Therefore, the 

participating entities should have access only to those parts of the patient’s profile 

that provide the necessary information for the fulfillment of their role in the 

treatment process.  

For this reason, we propose a model for classifying access rights of participating 

entities to the patient profile. There are general policies that define what access the 

entity may have to the patient’s profile. However, these policies can be 

overwritten if the patient has defined related sharing preferences stored in his 

profile. 

8) Profiling mechanisms over a healthcare framework for enabling Personalized UH 

Services 

In the proposed architecture, the existing ETSI/Parlay architecture is extended in 

order to integrate mechanisms in order reliable and secure eHealth services to be 

built efficiently. 

We developed an ontology for the representation of the mechanisms integrated in 

the Healthcare Framework, which consists of four main concepts (i.e. classes) 

corresponding to the integrated mechanisms; ETSI/Parlay Framework, Sensor 

Networks, Profiling and Security mechanisms. Furthermore, our ontology defines 

the potential relations among these mechanisms when a subset or all of them are 

used in the implementation of personalized UH services. 

9) The acquired data and any abnormality (if such is detected) are published to an 

Event Management Server (e.g. based on the SIP/SIMPLE protocol). The Event 

Management Server, according to the published data, defines the proper action.  

10) To enable efficient and scalable content delivery to the different participating 

entities in the telemedicine service, and at the same time offer content filtering, we 

suggest the use of SIP (Session Initiating Protocol) and more specifically the 

SIP/SIMPLE protocol (SIP for Instant Messaging and Presence Leveraging 

Extensions). The infrastructure enables publishers to publish the information and 

allows subscribers to receive it if they have declared interest in this certain type of 

information. 
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Appendix I 
 

 

Figure 47: Ontology representation of the mechanisms that are integrated in the Extended Framework Interface 

 

 

 

Figure 48: The ontology-based representation of mechanisms without slots between them 
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Figure 49: The ontology-based representation of mechanisms with slots between them 

 

 

Figure 50: The Ontology-based Representation of the Sensor Networks Mechanisms and the Security Mechanisms 
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Appendix II 
AHP_Doctors 

[w1,D1]=eig(A1) 

tr1=trace(A1); 

ri=[1:15;0 0 0.58 0.9 1.12 1.24 1.32 1.41 1.45 1.49 1.51 1.48 

1.56 1.57 1.59]; 

d1=D1(1,1); 

 

if d1>tr1 

   CI1=((d1-tr1)/(tr1-1)); 

   RI1=ri(2,tr1); 

   CR1=CI1/RI1; 

   if (CR1<0 || CR1>0.1)     

       fprintf('Inonsistent Matrix!\nCR=%.3f\n',CR1); 

   else 

       fprintf('Consistent Matrix!\nCR=%.3f',CR1); 

   end 

else 

   fprintf('Incocistent Matrix!!!\n');  

end 

 

for j=1:m 

    s1=0; 

    for i=1:m 

        s1=s1+A1(i,j); 

    end 

    v1(j)=s1; 

end 

     

for i=1:m 

    for j=1:m 

        Anorm1(i,j)=A1(i,j)/v1(1,j); 

    end 

end 

%[w2,D2]=eig(Anorm); 
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for i=1:m 

    s2=0; 

    for j=1:m 

        s2=s2+Anorm1(i,j); 

    end 

    z(i)=s2; 

end 

 

for i=1:m 

    W1(i)=z(i)/tr1; 

end 

sum(W1); 

%relative value vector 

fprintf('\n The LOCAL VALUE VECTOR of decision alternative 

is\n LVV=\t'); 

disp(W1); 

LVV(k,1:5)=W1(1,1:5); 

end 

disp(LVV); 

 

AHP_Profile Management 

clc 

clear all 

disp('declaration decision elements in strength order \n'); 

 

N =input('Declare the number of decision elements \n'); 

A=eye(N,N); 

n=N;      

emptyCell=cell(n,1); 

SO=emptyCell;    

for i=1:n 

  fprintf('Input the %d decision element ',i); 

  C1=input('','s'); 

  SO(i,1)=cellstr(C1);             

end 

disp(SO); 

 



 171

disp('Using the Basic Scale Compare in pairwise the decision 

elements\n'); 

 

for i=1:n    

    for j=1:n         

        if j>i 

         D2=SO(j,1);              

         disp('COMPARE '); 

         disp(SO(i,1)); 

         disp(' WITH '); 

         disp(SO(j,1));         

         %fprintf('COMPARE %s',D1,'with %s',D2);   

         C2=input('\n'); 

         A(i,j)=C2;            

        else 

            A(i,j)=1/A(j,i); 

        end 

    end 

end 

disp(A); 

 

[w,D]=eig(A) 

tr=trace(A); 

ri=[1:15;0 0 0.58 0.9 1.12 1.24 1.32 1.41 1.45 1.49 1.51 1.48 

1.56 1.57 1.59]; 

d=D(1,1); 

 

if d>tr 

   CI=((d-tr)/(tr-1)); 

   RI=ri(2,tr); 

   CR=CI/RI; 

   if (CR<0 || CR>0.1)     

       fprintf('Inonsistent Matrix!\nCR=%.3f\n',CR); 

   else 

       fprintf('Consistent Matrix!\nCR=%.3f',CR); 

   end 

else 

   fprintf('Incocistent Matrix!!!\n');  
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end 

 

for j=1:N 

    s1=0; 

    for i=1:N 

        s1=s1+A(i,j); 

    end 

    v(j)=s1; 

end 

     

for i=1:N 

    for j=1:N 

        Anorm(i,j)=A(i,j)/v(1,j); 

    end 

end 

%[w2,D2]=eig(Anorm); 

 

for i=1:N 

    s2=0; 

    for j=1:N 

        s2=s2+Anorm(i,j); 

    end 

    z(i)=s2; 

end 

 

for i=1:N 

    W(i)=z(i)/tr; 

end 

sum(W); 

RVV=W; 

%relative value vector 

fprintf('\n the RELATIVE VALUE VECTOR of decision elements 

is\n RVV=\t'); 

disp(RVV); 
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disp('Comparision of decision alternatives with respect to 

each decision element\n'); 

M =input('Declare the number of decision alternatives\n'); 

m=M; 

A1=eye(M,M); 

LVV=zeros(N,M); 

 

for k=1:N 

    fprintf('Comparision of decision alternatives regarding 

the decision element \t'); 

    disp(SO(k,1));    

for i=1:m 

    for j=1:m 

        if j>i 

           fprintf('\n Compare D.A.%d',i); 

           fprintf('with D.A.%d',j); 

           C1=input('\n'); 

           A1(i,j)=C1; 

        else 

           A1(i,j)=1/A1(j,i);  

        end 

    end 

end 

disp(A1); 

 

[w1,D1]=eig(A1) 

tr1=trace(A1); 

ri=[1:15;0 0 0.58 0.9 1.12 1.24 1.32 1.41 1.45 1.49 1.51 1.48 

1.56 1.57 1.59]; 

d1=D1(1,1); 

 

if d1>tr1 

   CI1=((d1-tr1)/(tr1-1)); 

   RI1=ri(2,tr1); 

   CR1=CI1/RI1; 

   if (CR1<0 || CR1>0.1)     

       fprintf('Inonsistent Matrix!\nCR=%.3f\n',CR1); 

   else 

       fprintf('Consistent Matrix!\nCR=%.3f',CR1); 
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   end 

else 

   fprintf('Incocistent Matrix!!!\n');  

end 

 

for j=1:m 

    s1=0; 

    for i=1:m 

        s1=s1+A1(i,j); 

    end 

    v1(j)=s1; 

end 

     

for i=1:m 

    for j=1:m 

        Anorm1(i,j)=A1(i,j)/v1(1,j); 

    end 

end 

%[w2,D2]=eig(Anorm); 

 

for i=1:m 

    s2=0; 

    for j=1:m 

        s2=s2+Anorm1(i,j); 

    end 

    z(i)=s2; 

end 

 

for i=1:m 

    W1(i)=z(i)/tr1; 

end 

sum(W1); 

%relative value vector 

fprintf('\n The LOCAL VALUE VECTOR of decision alternative 

is\n LVV=\t'); 

disp(W1); 

LVV(k,1:m)=W1(1,1:m); 

end 
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disp(LVV); 

0.1728 

GVV=RVV*LVV; 

fprintf ('\n Global Value Vector is \n GVV=\t'); 

disp(GVV); 
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Appendix III 
Indicative parts of the developed code for the mplementation of the profile 

management system in a ubiquitous environment are presented. 

Central Server: 

Fetch patient by ID number: Service that gets as input the ID number of the patient we’re 

searching and returns his/hers profile 

[OperationContract(Name = "fetch")] 

        [WebInvoke(UriTemplate = "fetch?id={IDNumber}", Method = "GET", 

ResponseFormat = WebMessageFormat.Json)] 

        public PatientResponse FetchPerson(string IDNumber) 

        { 

            PatientResponse p; 

            using (var ctx = new centralEntities1()) 

            { 

                var ptn = (from pat in ctx.Patients 

                           where pat.IDNumber == IDNumber 

                           select pat).FirstOrDefault(); 

                p = ptn.ToPatientResponse(); 

            } 

            return p; 

        } 

  

Storing Medical Exams: Service that gets a medical exam for a patient and stores it on 

the central database 

[OperationContract(Name = "store")] 

        [WebInvoke(UriTemplate = "store", Method = "POST", ResponseFormat = 

WebMessageFormat.Json)] 

        public void StoreExam(HistoryResponse hist) 
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        { 

            using (var ctx = new centralEntities1()) 

            { 

                ctx.Patient_has_History.Add(hist.ToHistEntity()); 

                ctx.SaveChanges(); 

            } 

        } 

  

Client 

Fetch patient by ID: Check locally and if nothing found checks on central server 

  

CentralServiceClient client = new CentralServiceClient(); 

  

        [OperationContract(Name = "fetch")] 

        [WebInvoke(UriTemplate = "fetch?id={IDNumber}", Method = "GET", 

ResponseFormat = WebMessageFormat.Json)] 

        public PatientResponse FetchPerson(string IDNumber) 

        { 

            PatientResponse p; 

            using (var ctx = new clientdb()) 

            { 

                var ptn = (from pat in ctx.Patients 

                           where pat.IDNumber == IDNumber 

                           select pat).FirstOrDefault(); 

                p = ptn.ToPatientResponse(); 

            } 

            if (p != null) 
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                return p; 

            else 

            { 

                p = client.GetPatient(IDNumber); 

                using (var ctx = new clientdb()) 

                { 

                    ctx.Patients.Add(p.ToPatient()); 

                    ctx.SaveChanges(); 

                } 

                return p; 

            } 

        } 

 

Services Evaluator: It sends 1000 requests in parallel to check the performance of the 

services.  

static string client = "http://healthprojclient.cloudapp.net/client"; 

        static string central = "http://healthprojcentral.cloudapp.net/central"; 

        static ConcurrentBag<Times> bag = new ConcurrentBag<Times>(); 

        private static void parallel() 

        { 

            Parallel.For<List<Times>>(0, 1000, () => new List<Times>(), (i, loop, list) => 

            { 

                var createT = create(i); 

                var updateT = updatecentral(i); 

                var fetchT = fetch(i); 

                var storeT = store(); 

                list.Add(new Times { create = createT, update = updateT, fetch = fetchT, store = 

storeT }); 
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                return list; 

            } 

            , (x) => 

            { 

                foreach (var item in x) 

               { 

                    bag.Add(item); 

                } 

            }); 

  

            //calculating averages 

            var createavg = new TimeSpan(Convert.ToInt64(bag.Select(x => 

x.create.Ticks).Average())); 

            var updateavg = new TimeSpan(Convert.ToInt64(bag.Select(x => 

x.update.Ticks).Average())); 

            var fetchavg = new TimeSpan(Convert.ToInt64(bag.Select(x => 

x.fetch.Ticks).Average())); 

            var storeavg = new TimeSpan(Convert.ToInt64(bag.Select(x => 

x.store.Ticks).Average())); 

  

            Console.WriteLine(String.Format("Create average time: HH:{0} MM:{1} SS:{2} 

MS:{3}", createavg.Hours, createavg.Minutes, createavg.Seconds, createavg.Milliseconds)); 

            Console.WriteLine(String.Format("Update average time: HH:{0} MM:{1} SS:{2} 

MS:{3}", updateavg.Hours, updateavg.Minutes, updateavg.Seconds, 

updateavg.Milliseconds)); 

            Console.WriteLine(String.Format("Fetch average time: HH:{0} MM:{1} SS:{2} 

MS:{3}", fetchavg.Hours, fetchavg.Minutes, fetchavg.Seconds, fetchavg.Milliseconds)); 

            Console.WriteLine(String.Format("Store average time: HH:{0} MM:{1} SS:{2} 

MS:{3}", storeavg.Hours, storeavg.Minutes, storeavg.Seconds, storeavg.Milliseconds)); 

  

fetch patient data test: 
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private static TimeSpan fetch(int i) 

        { 

            //Console.WriteLine("Enter user IDNumber to fetch"); 

            string id = "AB123455" + i.ToString(); 

            DateTime now = DateTime.Now; 

            using (var wc = new WebClient()) 

            { 

                wc.DownloadString(new Uri(client + "/fetch?id=" + id)); 

            } 

            DateTime completed = DateTime.Now; 

            TimeSpan elapsed = completed - now; 

            return elapsed; 

        } 

 

 

 


